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The article presents the structure of an IoT-based mobile system for the IT-diagnosis of Alzheimer's Disease (AD),

including mobile applications, server management, algorithms development, and data protection. The authors

conducted analytical and predictive work on the mobile diagnosis of Alzheimer's disease based on decoded text-

based speech data from patients using machine learning algorithms and a neural network. The data used in the

article was taken from the Address 2020 Challenge kit, which contains speech data from patients with Alzheimer's

disease and healthy people. The system combines the technologies of IoT, machine learning and blockchain, sup-

porting early detection of AD and its continuous monitoring. The mobile application module performs voice data

recording patients, preprocessing, and predictive analysis by contacting the server via requests. The data man-

agement and preprocessing module structures the input data by converting the raw voice data into JSON format

for server-side analysis via the Flask backend, with additional integration of the EMQX broker for real-time data

distribution. In the algorithms and analysis module (on the server), text features are highlighted and classi􀅫ica-

tion algorithms are used to obtain probabilistic predictions for patients with Alzheimer's disease. Users receive

diagnostic feedback in real time through the results visualization module, which can transmit diagnostic results

to medical professionals. The system's security and privacy module uses IPFS-based decentralized storage and

blockchain-driven access control to ensure data integrity and support authorized data retrieval.

© 2024 The Author(s). Published by TAF Publishing.

I. INTRODUCTION

Alzheimer's disease (AD) is an almost incurable disease that

affects the brain of older people, making their lives un-

comfortable and subsequently dif􀅫icult [1]. Early diagno-

sis makes it possible to prolong the life of such patients, as

it allows timely recognition of this progressive disease and

improves the quality of life of patients and loved ones car-

ing for patients. Common screening tools include the Mini-

Mental State Examination (MMSE) and the Montreal Cogni-

tive Assessment (MoCA). Well-known diagnostic methods

such as magnetic resonance imaging and neuropsycholog-

ical examination are fraught with dif􀅫iculties, they are not

only expensive and time-consuming, but also require visits

to specialized medical institutions that may not be accessi-

ble to residents in remote areas. But with the development

of mobile technologies and Internet of Things, a good infor-

mation base has emerged to solve these problems [2]. The

use of smartphoneswith their powerful computing capabil-

ities, large internal and external memory, and built-in sen-

sors in integration with local or cloud servers creates the

basis for building ef􀅫icient, scalablemobile systems for con-

tinuous patient health monitoring, IT-diagnostics, and IT-

therapy. Mobile applications can provide real-time data col-

lection and analysis, providing information about the physi-

cal andmental health of patients. To do this, you can use the

patient's sound information, extract speech patterns and

other markers from it [3].

THE CONCEPT OF RECOGNITION OF AD

[4]. Machine learning, neural network, and Internet of

Things were used to identify patients with AD. The classi-

􀅫ier, which is part of the IT -diagnostic system, was trained

based on the data set of patientswith already diagnosedAD,
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and later it was used for the examined patients to divide

them into healthy participants and those with Alzheimer's

disease. The patients entered a voice description of the

picture, which was converted into text. Then the natural

language text processing method T􀅫idfVectorizer was used

[5]. The system uses a classi􀅫ier trained on the basis of ran-

dom forests. The GridSearchCV cross-validation algorithm

was used to select the best hyper parameters from the pa-

tient's speech.The data for the study was taken from the

ADReSS 2020 challenge set [6]. This dataset consists of two

parts, a training and a test, and contains 1955 speech frag-

ments from 78 non-patient participants and 2122 speech

segments from 78 participants with AD.

For each speech information, the recordings were acousti-

cally ampli􀅫ied using a 􀅫ixed noise level. The experiment

used only a training dataset containing information from54

patients with AD and 54 participants in the control group.

At the same time, the subject's narrative speech was identi-

􀅫ied using the task of describing a picture from the Boston

study [7]. According to the procedure, the interviewer

showed the participants a picture and asked them to de-

scribe it. The available data contained complete improved

and normalized audio blocks. In the experiment, only the

decrypted text corresponding to the complete augmented

audio recordingwas used. The decrypted textwas provided

with a set of data that was annotated using the chat encod-

ing system [8].

For an effective and comprehensive assessment of the pro-

posed model, three resampling methods were applied: K-

Fold cross-sampling (K-Fold CV), LOSO CV cross-validation,

and Bootstrap Sampling. The expanded recognition algo-

rithm for patients with AD included steps.

1. The transformation of the subject's speech data into text

for the process of their preliminary processing. Speech fea-

tureswere extracted from voice data, and semantic features

were extracted from text data.

2. Three types of features were extracted: temporal (aver-

age, minimum, maximum, and meridian time of utterance

of a sentence), demographic (gender, age), and semantic

(transcripts transmitted to T􀅫idfVectorizer after extracting

objects).

3. The using T􀅫idfVectorizer is an open source method for

processing text in natural language [9], the central part

of which is the TF–IDF (Term frequency – the inverse fre-

quency of the document) algorithm, a common weighting

method for information retrieval and datamining. T􀅫idfVec-

torizer uses the inverse domain frequency (IDF) and term

frequency (TF) of words to calculate their corresponding

values of the inverse domain frequency (TF-IDF).

4. Input of all the features into a pre-trained neural net-

work (random forest classi􀅫ier) for their recognition, which

determines with probability whether the tested participant

has or does not have Alzheimer's disease.

II. AD RECOGNITION RESULTS [4]

During the research, at each iteration of the bootstrap sam-

ple, one model was created, which was tested based on the

test data from this sample. The accuracy was obtained for

5 samples, the 􀅫inal result of the accuracy is their average

value. The result for comparison was obtained using the

LDA (Latent Dirichlet allocation) classi􀅫ier with linguistic

features during LOSO cross-validation for the AD classi􀅫i-

cation task (77%) [6]. The best author's recognition result

was obtained using the Random forest classi􀅫ier and K-fold

cross-sampling, which amounted to 87.6%.

An effective mobile IT-diagnostic system for patients with

AD includes 􀅫ive main modules: mobile applications, data

management and preprocessing, a server, visualization of

results and reporting, security and con􀅫identiality. The mo-

bile applicationmodule functions as themain interface, pro-

viding user interaction, performing data collection and pre-

dictive analysis to detect Alzheimer's disease. The mod-

ule is implemented with a user-friendly interface and per-

forms three main functions: voice recording, speech-to-

text conversion, and predictive analysis. This module used

the "OkHttpClient" function for HTTP communication, en-

suring reliable data transfer between the mobile applica-

tion and the server. The POST request function trans-

mits the preprocessed data in JSON format to the server

(`http://192.168.100.14:5000/predict `). After successful

server processing, the response is analyzed to extract the

prediction results.

III. THE DIAGNOSTIC PROCESS

The studied patients perform the data collection process

by recording their voice using the Record Voice function.

The received sounds of the patient's speech serve as ini-

tial data for subsequent preprocessing andpredictive analy-

sis, recording the cognitive and linguistic features of the pa-

tient's voice that indicate Alzheimer's disease. After record-

ing the audio of the patient's voice, the Speech to Text func-

tion is performed, which performs preliminary data pro-

cessing, converting speech into text format. This step is an

important preprocessing step where linguistic characteris-

tics are extracted from text data. The Predict function up-

loads the preprocessed patient data to a local server using

anHTTPPOST request. The server, which includes a trained

neural network, processes the input data and generates a
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probabilistic forecast regarding the patient's Alzheimer's

disease. The data management and preprocessing module

is a component of the Alzheimer's disease diagnosis system

in an IT system (based on the Internet of Things). It pro-

vides data processing through integrated dual functional-

ity: client-side preprocessing and server-side analysis. The

module starts by collecting speech data from diagnosed pa-

tients on a client device (smartphone). The received speech

data, saved as .csv format 􀅫iles, is preprocessed on the client

side. To ensure ef􀅫icient and structured communication, the

mobile client sends preprocessed data to the internal server

via an HTTP POST request. On the server, the Flask plat-

form is a component for data processing. After receiving the

processed data in JSON format, the server converts it into a

structured Pandas frame. This processed data is then trans-

ferred to a trained classi􀅫ier (based on a neural network) for

analysis and diagnosis. The prediction results generated by

the server are formatted into a JSON object and sent back

to the client via an HTTP response. The described real-time

feedback loop allows you to display the results directly in

the client interface, providing ease of use for both practi-

tioners and patients. To expand the system's capabilities,

the module can integrate an EMQX broker (an MQTT bro-

ker that can subscribe to a streamof events froman external

source) to distribute data [9].

The structure of the Internet of Things network used for

IT-diagnostics of AD is shown in Figure 1. The algorithms

and analysis module on the server, which provides diagnos-

tic capabilities of the system, is designed to classify partici-

pants in both AD patients and healthy people based on their

speech transcription data. For each participant, the speech

texts are combined into one line and formed into a Pandas

data frame. A column with markers has been added to dis-

tinguish the participants of the control group from patients

with AD. The transcription data is converted into numeri-

cal characteristics using the TFIDF vectorizer, which calcu-

lates the values that are the inverse of the frequency of use

of term in the document [4].

The classi􀅫ier using the ML random forest algorithm is the

main component for solving the classi􀅫ication problem. Its

effectiveness depends on the total size of the dataset. For

small neural network datasets, it may take more training

iterations to achieve convergence. The results visualiza-

tion and reporting module provides real-time feedback to

users, which allows the system to monitor and follow up.

Themodule allows healthcare professionals to remotely ac-

cess patient data and prescribe and adjust a treatment plan.

Users can view the results of their IT diagnostics through

the smartphone app. The results can be transmitted via

the MQTT protocol to authorized parties such as clinics or

healthcare providers.

IV. DATA SECURITY

The security and privacy module, which is a component of

the IoT system for IT diagnostics, is designed to ensure com-

pliance with the requirements of the legislation on medi-

cal data (HIPAA and GDPR). This module uses encryption

and decentralized storagemechanisms to protect con􀅫iden-

tial medical data of patients with AD. The module includes

a private Ethereumblockchain network and a decentralized

IPFS database.

Fig. 1. The structure of IoT network for the diagnosis of

Alzheimer's disease

The smart contract is designed to provide a secure struc-

ture for storing and exchanging medical information, and

its composition is as follows. 1. Data Structures: store the

hash value of medical records, the owner's address, and the

record's availability status. Manage access rights to med-

ical records for speci􀅫ic individuals (doctors, researchers);

2. Comparisons of data hashes with corresponding medi-

cal records, data hashes and individual addresseswith their

access rights; 3. Events for registration of medical records,

granting, revocation and veri􀅫ication of access permissions.

The integration of IPFS with the Ethereum blockchain tech-

nology supports big data storage, offering a secure, ef􀅫icient

solution suitable for patient data management [10].

Themodulework􀅫lowproceeds as follows: when user A ini-

tiates a data publication request, the relevant information

is uploaded to IPFS for cryptographic hashing, the gener-

ated unique hash value is then recorded on the blockchain.

Authorized users (e.g., user B or C) can submit access re-

quests through a smart contract, which automatically ex-
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ecute prede􀅫ined permission control protocols. The sys-

tem issues access credentials to validated requests, if a re-

quest is determined to be unauthorized by the system, it is

then automatically rejected through contract-enforced pro-

cedures. All patient records are encrypted before upload

and are distributed across IPFS nodes via shared storage.

Each dataset’s blockchain-anchored hash value serves as its

tamper-proof unique identi􀅫ier. Themodule can be comple-

mentedwith additional features suchasusingprediction re-

sults to determine if a carer is required and to develop an

appropriate care plan.

V. CONCLUSION

The IT-diagnostic system for the recognition of Alzheimer's

disease is presented using the publicly available dataset

(Address 2020 Challenge kit), which contains speech data

from patients with Alzheimer's disease and healthy people.

The system includes the trained neural network (classi􀅫ier)

based on a subset of data from patients with detected AD.

This classi􀅫ier is later used to diagnose other patients. The

results showed that the experimental accuracy was 87.6%,

exceeding the baseline level obtained in [6], which means

that the experiments yielded promising results. An inte-

grated approach used in the development of a mobile IT di-

agnostic system for the diagnosis of Alzheimer's disease is

described: the creation of mobile applications, server man-

agement, the development of a classi􀅫ier and ensuring the

security of medical patient data.
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