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Ycnonp3yeMble MEXCETEBBIM ODKDAHOM MEXAHWIMBL CILYKAT JId JPeJOTBPAINEHHT IIH
GNOKMPOBAHMA HOKENATEALHOTO Tpaduka. TakdME MeXauu3MaMd, MOTYT OBITB. IPOCTOMR
nakeTHsH QUIBTD, KOTOPEIH TPHHAMAST PENICHUA B 3aBHCHMOCTH OT COISDKAHMA 3arelIOBKA
[aKeTa; WK aHANH3ATOP COCTOAMM KOTOPSI! IPOBEpSET, UTO NaHHEIN NaKeT SBEAETCH YacThIO
33KOHHOTO [OTOKA; WIH §oNee CHOKHGIM MEXaHH3M TAKOM Kak DPOKCH-CEPBEP KOTOPHIH
YCTAHABIIMBASTCH MEXKY KITHEHTOM H BHEIIHEH CETHIO.

Kniouesvie cnosa: mexceresoli skpag (MCD), maxermbii (LT, XOHTDONB COCTOSHMI,
DPOKCH-CEPBED.

Baegenue

MexcereBrie 3KpaHBl O0eCICUMBAIOT Oaphep MOWIAY CETAMH H NpPEHOTBPAINAIOT MIH
ONOKHPYIOT HEKENATEIbHEIN WIH HECAHKIIMOHMPOBAHHbIN Tpaduk. EAMHCTBEHHOTO ONpeeeHns A
MEIKCETEBOI0 3KpaHa He cymeciByer. B gammoH palore OylgeM HCIHONB30BaTRE CISAYIONIES
OUPCHENCHHE MEXCETeBOro Hxpada. MexceTeBolf JKpaH — CHCTeMa WM IPVIIIA CHCTEM,
UCHOIB3YeMad Ald YHOPaBICHHA AOCTYIIOM MEXTY JOBEPCHHBIMHM M HE JOBEPEHHEIMH CETAMH Ha
OCHOBE NPEBApHTEIBHO CKOHMIypHpOoBaHHEIX Tipasmn [1].

MexceTeBble BKpaHRI MOTYT VIPABJIATE NOCTYIOM K cerd # or Hee. OHH MoOryr
HACTpAMRATHCH IS INPefOTBpallieHyst IIONYUYeHHS NOCTYNA K BHYTPEHHHM CETAM H yCIyraMm
HECAHKIMOHHPOBAHHEIX  HoONb3oBaTenedl. OHM  MOTYT TakKe  KOHQUIYPHPOBATBCA  JUIA
HPCAOTBPALICHMA HEKENATENBHOrO JIOCTYyNa K BHOIIHWM MM HECAHKHHOHMPOBAHHBIM CETIAM X
yCIyraM BHYTpPEeHHMX monp3oBaTencii. MCD ofecnewuBaeT Takke BHIIOIHEHHS CIENYHOUIHX
dyaxmi:

YeTanoBIeHAe NOLIHHHOCTH HOJB30BATEIN: MEKCETEBBIE SKPAHBl MOI'YT HACTPauBaThOs
Mg ofecnedeHus YCTAHORMCHWA IIOMIMHHOCTH MOJB30BaTels. ITO IO3BOIACT AAMHHUCTPATOPaM
CeTeH yIpaBasaTh JOCTYIOM ONpE/eICHHBIX MIOIB30BATENICH K ONpe/IesicHHbIM YCIyraM ¥ pecypcam.
YeTajop/ieHHe  TOAAMHHOCTH — Takke  JIO3BOJIET  aJMHHHWCTPATOpPaM  ceTed  OTCICKHBATH
OMIPE/IENICHHYIO JACATEIBHOCTD NIOTB30BATENA W MOMBITKA TIONYYHTh HECAHKIHOHUPOBAHHEIA JOCTYII K
SAIIUINCHABIM CETAM FUIH YCIyTaM.

AYART # PETHCTPANMN: MCIKCOTEBLIC IKpaHb! MOIYT 00CCHE'MTEh ayAauT ¥ DPErHCTPAlMIO
AedCTBRH, COXPaHUTE ¥ NPOaHANH3HPOBATh 5Ty MHGOPMALHIO 1031Hee. MEXKCETCBhIC SKpaHbl TOKE
MOTYT OpPOM3BECTH CTATHCTHKY, OCHOBaHHYIO Ha MHGOpMalMy, KOTOpYXO OHM cobupaior. ODTH
CTATUCTHMECKUE JAHHBIC O4ESHb ITONE3Hb! a/IMUHECTPATOPaMU Ge30NacCHOCTY HPH HPHEATHY PEHICHMH.

bezonacHocTh: HEKOTOPBIC BYHKIMH MEKCSTEBBIX YKPAHOB HO3BOIBHOT CKPBITEH BHYTPEHHHUE
WM IOBEPEHHBIE CETH, OT BHELIHHUX WM He JOBSPEHHBIX ceTel. JTo HOoMOraeT B OTPaKICHHUH YCIIyT
OT HOXENATSIBHBIX IPOCMOTPoB. Korja JoACKue ¥ GHHAHCOBRIC PECYPCH OTPAHHMYCHBI, MEXKCETEBEIS
IKpaHsl MOTYT ABIATECS LIEHTPaIbHON TOUKOH yrpapieHns 6e3011aCHOCTH.

' Hapany ¢ nocrouscTBaMH MEKCETEBBIE 3KpaHb! 00JIAKAI0T PHIOM HEIOCTATKOB!

Tpancroprapie y3KHMe MecTa: B HOKOTOPBIX CETHSX MEKCETCBBIC OJKPasbl CO3JAi0T
TpaHcnoprHoe Yy3koe MecTo. OHH BRHYXKIAIOT BCe MEXKCETOBEIC TpadWKH IPOXOAHTh 4epes
MEICETEBOH 3KpaH, IIOITOMY €CTh 00Mb1Ias BEPOSTHOCTS, YTO CETh CTAHET NEPENOHEHHOM.
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EnuHCTBeHHBBIN TIYHKT OTKa3a: MEXCETeBBIe BKpaHbl MOTYT CO3/aTh ©JMHCTBSHHBIH IYHKT
oTkaza. B GoNbmHHCTEE KOHGUIYPaLit, [/1e MEXCCTERbIC IKPAHBI SBIMOTCA SIHHCTBEHHOM CBA3BIO
MEKIY CeTAMH, €CII OHH HeJOCTYIIHBI WK Kombﬂrypﬁpyrmcx He TPaBWIBHO, TO HUKaKoH Tpaduk
Jyepes HUX He npolizer.

Hopemennas OTBETCTBEHHOCTH anmnﬂncrpa'ropa M&XKCEeTEBOH 5KpaH wHacTe rnobapiser
OTRETCTBEHHOCTE B YNpaRIeHHe CEThIO U AejacT obCIyxuBaHKe ceTH Oonee CIOKHLIM, [OTOMY 4TO
BCE MEKCETEBBIE HKpaHsl TpeGyIoT ANUTENBHON AfMUHUCTPATHBHON OJIEPAKH B BEAC OOHOBICHUMH
TPOrpaMMHOT0 O0ecTieveHus ¥ NepeHacTPORKH NONHIUK Oe3011acHOCTH,

Jng ynpapneHss AOCTYNOM K CETH, MEKCETEBbiE SKPAaHBl HCHOIB3YHOT OAHH M3 IBYX
HPUHIHITOB 3aUWTHL: '

1. Bce nHeomnpeneneHHO paspelIeHHOE, 3aIPSHIEHO,

2. Bcee HEONPERENeHHO 3anpeInsHHoe, pa3pellieHo.

V K&XA0ro SpHHIANG ©CTh CTOPOHHIKH, HO NEPBELH TIPHHIVI Yalie BCero peKOMEHIyeMBbli.
On a3upyeTca Ha NPEANOCHUIKE, YTO €CIIHM ONPEHCNCHHBIC NpaBlia Pa3spelicHHs OTCYTCTBYIOT, TO
JOCTYI 3aTlpeLeH.

Bropoit npusHiEn uMeeT NPOTHROIONOKHYIO HOTHKY. JIoCTYIl 3anpeiiaeTes, ecim Ui OTOro
cOpMHUPOBAHS! ONpPEETCHHEIE paBwia. ECAM npaBmi HeT, TO AOCTYI NOMHOCTHIO OTKPHIT,

Tuubl MeCeTeBHIX JKPAHOE

JItd HOCTPOSHHA MEKCETCBOIO OKpaHa MCHONB3YETCS OHPENENECHHBIA METORA NPOBEPKH
naxeTa. B xaxnoM MeTo/ie HCHOMB3YeTCs HHQOpMALMA OT pasiuMHBIX YPOBHEH MOJETH B3aUMOCBA3H
OTKPBIThIX cHCTeM. M3BECTHBIE TPH THIIA MEKCETEBBIX IKPAHOB:

1. Hakernvie dunsTps (Packet filtering),

2. MCD3 ¢ xouTponem coctosanus (Stateful packet inspection),

3. Tprxnagsoi nunos/mpoxen (Application gateways/proxies).

I'ubpuapsie MeTOOsI TPOREPKH TAaKeTOB KoMmOWHMpYIOT nBa wiHM Oofce U3 HMX Ui
obecnede s MOBBICHHBIX BO3MOXKHOCTEH 1 O€301IaCHOCTH.

akerabie puasTpoi

Maxerneie ¢uisTphr (pue. 1) — camblii mpocrodi Meron npoBepku Hakera. [Ipomecc
MIBTPOBAHMS NAKETA 3aKMOYACTCH B HCCNEAOBAHHA MHGOPMALMM CONEPKAEHCs B 3aroloBKe ¥
CPABHEHUH €€ C [Pe/IBapUTENBHO CKOBGHIYPUPOBAHHON IPyNol npasui wig ¢uasTpamu. Kaxnptit
IAKET MOXKCET, UCCIIEAOBATECA HHAMBMIYAIbHO 63 OTHOMECHHS K JPYTHM NAKeTaM, HECMOTPH Ha TO,
YTO OHM MOTYT SBIATHCA YACTHIO OFHOTO Tpaduka [2].

[Maxker sanpeLyet uNn
Srioxvposan

Puc. 1. MexcereBoil 3xpas — maxeTHbii GrLTp

HaxerHbie QUIABTPH! YaCTO HA3BIBAIOT MEKCETERBIMH 5KpaHaMH YPOBHA CETH, NOTOMY 4I0
npouece GHUIBTPOBAHUS POMCXOOUT HA CETEBOM YpOBHe (TpeTHil YPOBSHb) WIM TPAHCIIOPTHBIM
yposHe (uetRepThidl ypomeHs) Mojend OSI. Puc. 2 nokasbiBaeT OTHOUIGHHE MEXAY NAKETHBIM
dunsTpom 1 moaensto OS] [3, 4].
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Puc. 2. Haxetusni dunsTp 7 yposrd OSI

HpaBwia nmaxkeTsHoH GuUibTPALlUK Wi GUIBTPE MOIYT OBITh CKOH(HIYPHPOBAHbI HA OCHOBE
paspelieHus WM 3anpera. Kondurypaups nparun QUISTPOBaHHMS NAKeTa OCHOBBIBACTCA Ha OZHOM
1K Gonee caeyIoInuX IapaMeTpoB:

: — IP agpec uctouHmKa,
1P appec nazHaveHu,
- Tam nporokona,
- Ilopt ucrounuka,
Hopr rasHaveHwM.
Jocronucrea
TlaxeTHEIe GRISTPH QYHKIMOHAPYIOT GhicTpee, YeM Apyrue Tummsi MCD, Tak xax (bmn,prwr '
TaKeThl Ha Oonee HM3KMX ypoBHAX Mojemd OSI Ecnd OHH HacTpOeHH! NPABHWIIBHO, TO NAKCTHbIC
¢buILTPBI OKA3LIBAIOT OUSHb MAJIOE BRUAHME Ha paboTy ceTu.

ITakeTHsie QuIBTPEI MOryT ObiTh YCTAHOBNIGHBI Hpo3padHbiM obpaizom. Omu me 1pelyror
HMXAKOH JOIOIHMTENEHOR KOR(UIypaLAK A7 KITHEHTOB.

HakeTHele GHIBTPBI MECETEBEIX SKPAHOB HACIICBNE, YCM APYTHE METOABI IPOBEPKH IIAKeTa.

Hakernpie GWIBTPbI ABIAOTCA HE3ABUCHMEIMH OT MPIIOKCHHA, TaK KaK MX DPEINECHHS
OCHOBAHBI Ha MHQOpMalWiH, cofepxaieiics B 3arofioBke IIAKeTa, a HE Ha HH(i)OpMaHHH, Koropas
HMeeT OTHOMIEHHE K OTIPEACICHHOMY HPHIIOKSHUIO.

HepocraTkcu

Ecin mopt 6501 otkpeiT MC3, 10 OH OTKpBIT I BCEX MPOXOAAMHX TpaduKkos uepes 510T

TIOpT.

Onpenenende npasdl ¥ (QUIBTPOB B H3TOM METOAC SBISETCA CIOKHOM 3ajayed. VY
4IMUHHCTPATOpa CETH JOIDKHO ObITH Xopoliee NMOHMMAaHHE YCIYT M MPOTOKONOB /S BBIIONHCHHAS
TpeboBanus 6e301aCHOCTH.

IpoBepka TOYHOCTH BHINONHEHUS MPaBWI HAa HAKETHOM (QWIBTPE SABIAETCS OYCHb TPYAHOM
3amauei. Jlake ecri mpaBwia Kaxyrcs HPOCTBIMH H SBHBIMM, NPOBEPKA HX NPABHIBHOCTH ITyTéM
TECTHPOBAHHSA OTHHMAET MHOT'O BDEMEHHM M HE BCeT/ia 1aéT IIPABKIGHEIH pe3yabTar.

MC3 ¢ xoRTpOAEM COCTOSHHS

MCD ¢ KoHTpONEM COCTOSHMA UccuenyeT HHPOPMAIMIO 3aroIOBKOB NAKETOB OT CETEBOro
YpoBHA 10 OpHKiIagHoro yposHs Mozend OSI u nposepsier, 4T0 JaHHBIH MAKeT SBIAETCH HACTHIO
3aKOHHOTO HOTOKA M HCTIONB3YIOTCA AOMYCTHMEIE MPOTOKONEL. PHC. 3 TIOKA3LIBACT OTHOUIEHHIO MEXTY
MC3 ¢ xoHTpOIEM COCTOAHMA U MoJenko OSI.
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Puc. 3. MC3 ¢ xorTponem cocroAnns ¥ yporan OS]

MCD ¢ xoHtponem cocrosuusa pabortaer crenyrommmM obpazom (puc. 4). 3aronosxu TCP
naKeTa NPOBEPANOTCS [ ONPeAENeHHs, AB/NETCS MU MAKeT 4YacThio YK€ CYIHeCTBYIOLIErC H
JAEeHCTBYIOMIETO MOTOKA NIePeaBacMBIX TaHHBIX. MeKceTeBoH 3KpaH uMeeT akTUBHYIO Tabauly Boex
TEKYIHHX CEaHCOB M CPABHIBAST BXOASIIMC HAKSThi ¢ 6 JMAHHBIME B IPOLECCE KOHTPOMS A0CTYTA.
Ecau B 71abinne OTCYTCIBYeT COOTBETCTBYIOHHH BXOA coemmuenus, MCD npoeepser TakeT ¢
UCHONL30BaHHEM yCTAHOBIEHHOTO Habopa MpaBwiI, aHAIOTHYHOTO GmisTpy NakeTos. Ecnu nposepka
no IpasunaM GHIPTPALUEM NPOUITIA YOHELIHO W mepenaua nakeTa paspemaercs, MCD cozmaer unu
oOHOBISIET CBOO Tabmuiyy coeputenuil. Buecenssiii BXOA CoemuHenns OyAeT MCTIONbL30BATHCA U
DPOBEPKM TIOCIESAYIOMMX [TAKETOB BMECTO NpaByui GuisTpalMu. B kadecTBe mapameTpos IPOBEpPKU
COCTOSIHUS HCIIONB3YIOTCS: ’

— 1P azmpec HCTOYHUKA,

~ IP agpec AazHauenus,

— Tun [porokoma,

— Topr ucrounnka,

— Tlopr nazHavenns,

— Cocrosnne caa3y. , _

Cocrosgue cBs3m onpegensercs #u3 uHbopmanmy co0papHOH HA OCHOBE AaHaM3a
ApEnBIAYIMX NAKETOB. 270 - CYHIECTBEHHBIH (akTop B NPUHATHH PEIUEHHA IIPH HOBBIX IOUBITKAX
OTKPBITH coeamueHue. MCD ¢ KOHTpOIeM COCTOSHHS CpaBHHBAeT MAKETHl C MpaBuIaM#d MW
GQUABTPaMH M 3aTeM 10 JuHaMumdyeckol Tabnuue cOCTOSHNA, TPOBEPAET, YTO BCE HAKeTHl - 4acThb
AeHCTBHTENBHOM | YCTAHOBIEHHOH CBAH.

DTOT METOJ 3aIUMIIAET CETH OT aTaKH JYYINe, YeM MeTO/(bl SKPAHHPOBAHUA IAKETOB, NOTOMY

.- UTO OH MMEET BO3MOXMKHOCTE aHami3a COCTOIHMA CBA3H.

JocTouncrsa - :

MC3 ¢ xonTponem COCTOSHMA, KaK ¥ [AKCTHBIC (GUIBTPHI, OKa3HIBAIOT OHYeHb HEOObINOE
BIHSAHUE HA padOTy CETH, OHU PEANH3YETCS NPO3PAYHO, ¥ ARIAOTCH HE3ABUCHMBIMU OT IIPHIIOMKEHAH.

MC?3 ¢ xomrponeMm cocrosHus Goyee GesomacHei, yeM TakeTHble (masTpsl. Tak xak
npou3BoAAT Gonee riryOoKuH aBaK3 3aroOBKa TaKeTa Uil ONUPEHETeHHS COCTOSHMSA CBA3HM MEXIAY
KOHEYHBIMM TOUKaMHL. _

Anamasupys uxdopMmaumoo 3aronoska naketa, MCD ¢ KoHTponem COCTOAHHA MOXKET
TIPOBEPHUTD, YTO IEPOTOKOMS] IIPHKJIAAHOTO YPOBHA paBoTaIOT IIPABIIIEHO.

Y MCD ¢ KOHTPONEeM COCTOAHHEA OOBIMHO €CTh HEKOTOPBIE BO3MOKHOCTH 110 PerueTpalliu.
Perucrpatiit MOXET FOMOYb HACHTAQHIMPOBATH M OTCJIGJIHTB pazudHble THIBE TPAQUKOB,
HPOXO/ALIME YEPE3 MEKCETEBOH 3KpaH.

Hepocrarku

Kax u mnaxerssie ¢Qumsipei, MCD ¢ KOHTpOJTEM COCTOSHHMA HE HapywiaeT MOJenb
KIIMEHT/CEPBEDP ¥ pasperuaeT MPIMOE COCAHHEHNE MEKILY STUMH (BYMS KOHCTHBIMI TOUKAMU.

Ipasuna u GurIBTPHL 3TOr0 METOZA MOXYT OBITE JIOCTATOUHO CIIOKHBIMH W TPYBHBIME VL%
BOCTIpHUATHA.
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(laKeT zanpsuie um
Snoknposar

Puc. 4. MCD ¢ KOHTPOJIEM COCTOAHAS

Hipoxcr-cepBepsl

TIpoxcu-cepepsl 00BIYHO peanu3yIOTCH Ha (e30MacHOM cucTeMe XO0CTa, (GOpMHpYEMOH ¢
mByms mHrepbeficamn cerd. [TPOKCH-CepBEpHl ABNSIOTCA HOCPEHHUKAMH MEN(LYy OSTHMM [IBYMSA
KOHCYHHIMM TOYKaMHM. ITOT METOHA IpPOBEPKM TaKeTa HAPYIIAeT MOJENb KIHCHT-cEpBep W
. OCYINECTBIIIET BMECTO STOH MOMEAM JBE CBASH: NEpBas CBA3h OT MCTOYHHMKA K NPOKCH-CEPBEPY H
BIOpasA OT NPOKCHU-CEpBEPa K HazHauenwro. KakzJas KOHEWHas TOYka MOXET OGIaTses ¢ ApyruMH
TOYKAMH TONLKO HPOXOAT NPOKCH-CEPBED.

JTOT THN MEXKCETeBOro 3KkpaHa paloraeT ma mpuxiaguom yposwe mogenmu OSIL s
COCIMHEHMA KOHEYHBIX TOYEK MCTOYHHKOB ¢ TOYKAMM HA3HAUCHWMH, TIPOKCH-COpBEp NOIDKEH ORITh
PeIN30BRaH B KAXKIAOM NPOTOKONE TPHKIAAHOTO YPOBHA. PHC. 5 noKa3piBaeT OTHOIICHMS MEXIY
IPOKCH-CEpBepamMy ¥ Mojensio OSL

Puc. 5. TIpokcu-ceppepst ¥ ypoBHH (OS]

IIpokcu-cepsep paGoTaeT cnemyroumm obpazom (puc. 6). Koraa KiveHT fenaer 3anpoc uz
HE/IOBEpAEMOit CETH, CBA3b YCTAHABIMBACICH € NPOKCH-cepsepoM. [IpOKCH-CepBEp OUpEAENseT,
ASHCTBATE/IEH AM 3apoCc (CPaBHUBAs €r0 C APaBHAAMH Hiv QUIBTPAMH) M 38TEM NOCHIIAST HOBBIH
3arpoc oT cebs K HaznaueHio. IIpn HCHOIB30BAHME 3TOrO METO/IA NPAMAs CBA3L OT JOBEPIEMON CeTH
AO HeJOBepseMOH CeTH, HUKOT/A HE OCYIIECTBNSETCS, H 3a1pOC NPEICTABISETCS NPHILCAIHM OT
NPOKCH-CEpBEpa.
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OtBeT OTCHUTaeTCS HA3aJk K IPOKCH-CEPBEPY W 3aTeM IlepechUiaercs xiventy. Hapyizas
MOZelb KIHCHT-CEPBep, JTOT THII MEXKCETEBOro dKpaHa MOMeT 3(PdEeKTHBHO CKPHITH IOBEPAEMYIO
ceTh 0T HeOBepsIeMOi ceTy.

Puc. 6. IIpokcu-cepsep MexceTeBol sxpan

B ormmmaue or makernoro duwibrpa 1 MCD ¢ KOHTPOIeM COCTOSHUSA, TIPOKCH-CEPRED MOKET
BHICTH BCE AaCIeKThl TIPUKIAZHOrO YPOBHM, W TakuMm OOpa3soM MOXKerT HccinenoBarh Oosee
onpeneneHryo uHboOpMalzo. Hanprmep, ol MOKET HaliTH Pasfiaye MEXY HacThLo 3NeKTPOHHOH
{I0YTHI COTEPIAINed TekcT M Comepkalied rpadubeckoe m3obpamerie, WM pasiyue MexIy Beb-
cTpanuiamy (web page) ¢ ucrons3oBanreM s3bika Java u BeO-crpanumamu Oe3 Suel. C TOUKH 3peHHs
Ge3011aCHOCTH TIPOKCH-CEPBEPE] BBOIE JPYTHX THIOB SKpaHHpoBamws makera, Ho sror merox He
BCera JBILIETCS CaAMBIM IIPAKTHIHBIM ANIS HCIOHB30BAHMS.

Hocronncrea

ITporcu-CepBep HE I[IOIBOJIAET HPIMYIO CBA3h MEXIY KOHEYHBIMH Toukamu. OH HapyllaeT
MOJIENs KUIMEHT-Ceprep. B 3TOM OTHOMIEHMY, STOT MeTOR NeHCTBUTEIRHO Pa3zfieNdeT BHYTPEHHHE M
BHEILHHE CETH.

Tlpokcu-cepsep He pealH3yeT NOpAMOH MapHIpYT MEXAY CeTaMH. Tak Kak Hukaxad
MApIIpYTH3AIMS HEe JefaeTcd, 3ToT MeTo] ofecreunBaeT TPaHCHAINIEO ceTeBhix aapecos (Network
Address Translation (NAT)).

[Ipokcr-cepBephl MO3ROJIAIOT AAMHHHCTPATOPY COTH MMETh HOITBINE KOHTPOJL Hajl TPahHKOM,
IPOXOMSIIUM Yepes MekceTeBOH skpas. OHM MOTYT paspeminTh WIH 3alpeTHTh ONpeeNeHubIS
TIPFUIOKEHHA WIH OTIPeACTICHHbBIe 0COCCHHOCTH JIPIOKSHHUN.

V HApoKcH-cepBepoB €CTh JIyUNIMe CcHOCOGHOCTH (MISTPOBAHMA. TAK KAk y HMX €CTh
crocoBHOCTE BceIeAoBaTs UHMHOPMALHOHHYIO ACTh [18KEeTa, OHHM CIIOCOOHB! K TIPUHATHIO PELISHUM,
OCHOBAHHOMY HA COICPIKAFMM.

Henocratku ,

Ha npoxcu-ceppepax Bech UCXOsmuil M BXoidmmi Tpaduk NpoBepAeTcs Ha NPUKIAZHOM
YPOBHE, OITOMY OHH MeUICHHEe, JeM HakeTHsle GusTpst 1 MC3 ¢ KOHTpONEM COCTOSHUS, KOTOPBIC
NPOBEPSIOT TpaduK Ha ceTeBOM ypoBHE. B aToM Meroze Bee Tpaduxu JOLKHBI IPOWTH depes BCe
yporin mogenu OSI, B pesynsrare HHCHEKIMOHEEH mpotece TpefyeT MHOTO BpeMeHH o0paboTiy.
3T0 MOKET IPHUBECTH U ToMy, 4T0 MCD MOKeT cTaTs Y3KUM MECTOM B CETH.

Jpyroit HerooTaToK OPOKCH-CEPBEPa COCTOUT B TOM, 9TO KAXKIBIH HPOTOKON TpebyeT CcBoei
coOCTBEHHOR TIPHBS3KY K TIPOKCH-CEPREpY. ECHHM TaKOH NPHBAZKM He CYIECTBYeT, TO
COOTBETCTBYIOMIAN POTOKON HE MOMKET IIPOXOAMTH Yepe3 MexxceTesoH akpas. Kpome Toro, Tak Kak
UL KROKOOTO TIpoTokona T1pebyercs cBOW COOCTBCHHBI IIPOKCH-CEPBEp, IOJIEPIKKa HOBBIX
IIPOTOKOIIOB MOYKET CTATh TPYAHBIM S/I0M.

Ipokcu-cepseprt TpeSyIOT JONOTHUTENBHEX KoHbHrypaimit xiuenTa. Kinenram wa cerTy
MOXKET MOTPeGOBATECS CHEIMANM3UPOBAHNOe PoTpaMMuoe obecTieyerue, uTobsl ObITE B COCTOSHIHA
COSIMHUTHCS C TIPOKCH-CEPBEPOM. OTO MOXKET OKa3aTh CHIBHOS BivsHMe Ha Goybilye ceTd ¢
MHOTOUHCIESHHBIMU KITHEHTaMU. '

MacinTabupyeMocTh MOXeT ObITE TpobIeMoil ¢ IPOKCH-CEPBEPAMU, KOTia OHM YCTaHOBIICHDI
B Gomapmmx cersx. [loToMy 4T, ecnp HUCIO KIMEHTOB WITH YHCIIO0 IPOKCH-CEPBEPOR PACTIONOKEHHBIX
HA OFHOM XOCTe YBEIMHUABACTCS, TO paboTa yXyImaeTes.

TIpoKCH-CepBepsl, YCTAHOBJCHHLIC HA ONEpPAlHOHHBIX CHCTeMAaX OOMmEro HasHAYeHWs,
YA3BAMB! JUTd Jaseex (e30nacHOCTH OCHOBHOM crucTeMbl. ECH OCHOBHAA cucTeMa He DesornacHa, TO
MEKCETEBOH HKpaH He fe30maceH.
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Jaxiregenue

MCD mpexcrasnsier cobo¥ spdekTHRHOE CpPEACTBO, peanusyiolHee KOHTPONL 34
mgopManyelt, TocTynawmel! B IOKaNbHYIO COTh /MK BBRIXOMSIISH W3 Hee, NTOCPOACTBOM aHAIU3a
[0 COBOKYHHOCTH KPHTEpHEB W UPaBH NPUHATHA PEIICHHI O £ PacIIPOCTPAHEHWH B JIOKANBHON
CETH.

FIREWALLS

¥. 0. MOHAMMED

Abstract

The mechanisms that used by the firewall to allow or block traffic can be simple packet filters,
which make decisions based on the contents of the packet header, or stateful pauket nspection which
checks the state of all current connections, or more complex application proxies, which stand between
the client and the outside world, acting as a middleman for some network services.
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