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Lene uccnegoBahus: OLEHKA BO3MOXHOCTESN MPUMEHEHUS WMUTALMOHHOIC MOAS/MPOBaHUS B Xode opra-
HU3aLMA 14 [1aHUPOBaHKUS CBA3M NPY MOArOTOBKE B0EBLIX OflepaLe.

MeTtogab! uccnefoBaHus: UMATALMOHHOE MOLESIMPOBaHNE CHCTEMB! CBASBM C €8 OLEeHKOM 10 noKkasaTenam ag-
heKTUBHOCTY

Pezynerar: npefcTasieHa METOQNKa MPUMEHEHUS CHCTEMb! UMITALMOHHOIO MOAETMPOBaHIA B X046 opraHi-
3aLe 1 NaHupoBaHs CBA3Y fpy NoAroToBKe Boeskix onepalui. [porHosnpoBanme MoBeeHNs CUCTEME! CBA3M NTpK
PUMEHEHNIA UMUTALMOHHOIO MOLEMMPOBaHMSA MO3B0IAET paspadoTars 8 «UngpoBos ABOMHWMK» M APOBECcTH Tec-
TUPOBaHWE [0 OKa3aTenaM YCTOHYMBOCTH 1 [IPONYCKHOM CIIOCOBHOCTH, NOArOTOBUTE KOHQUIypaLmoHHsle garinei
TESKOMMYHUKALMOHHOr0 060pYyJ0BaHMS COrMIACHO ero MecTy B CEeTU ¥ 3HAYUTENLHO COKPaTWTL BPeMs MO4roTORKM
000pYA0BAHMA K 0BECMEYEHMIO CRAZN.

Hayunasa HoBM3HA: CCNEAOBaHME NPEANaracT MHHOBALMOHHYIO METOAUKY PatOTh! [OMMKHOCTHLIX Y 110 CBA3H,
OCHOBAHHYIO HA [TPUMEHEBHMIA UMUTaLMOHHOr0 Modemiposarus. Takod nogxos npeacTasiseT BO3MOXHOCTL CO3AaTbL
«MDPOBOY ABOVHNK» CHUCTEMbI CBA3M 1 [TOBLICHTL 8AEKBATHOCTL PE3YIbTATOR MAaHWPOBAaHNS M MOCTaHOBKY 2a4a4 Ha

oBecrieyeHe CBA3M.

Beepenue

B HacTodlee Bpems akTWMBHG MpoBOOATCH
nececnefoBaHua B 061aCTU NPUMEHEHWS BbICOKOTEX-
HONCTUYHbBIX peLLUEHWIA B chepe CBAZM, NOIBONAOLLMX
3HAYUTENEHO MOBLICUTE XaPaKTepUCTUKU ee (DYHK-
UMOHUMPOBaHMA WM aheKTMBHOCTL NpW Nepedade
BONbLUMX 0BBEMOB MHCPOPMALMK,

OgHUM M2 TaKWUX HanpaeneHWd ctano npu-
MEHEHWE WMWTALWMOHHOIO  MOOSNMPOBAHMS  Kak
3M1e-MeHTa CUCTEMbl MOOASPXKKWM MPUHATUS pelle-
HWA, NO3BONAIOWES B MWHUMASLHOE BpeMs Mony-
4aTb OOGOCHOBAHHbIE PELUEHWA B TaKUX CIOXHBLIX
BOMpOCaX, Kak NpoekTUpoBaHWe NpUMEHeHWs Tene-
KOMMYHUKALMOHHLIX CMCTEM, B TOM YMCIE BOGHHOMO
Ha3HaYeHus.

B xofe MMWUTALMOHHOMO MOOeNUpoBaHWa of-
HUM W3 OCHOBHbIX NpobnemMHblX BOMPOCOB BCerga
ABMAETCH a0eKBaTHOCTb MOMAYYEHHbIX pe3ynsTaToB,
TaK Kak M3BECTHS, YTO Niobas ModeNb CNOXHOW op-
raHW3aloHHO-TEXHWMYECKOW CUCTEMBI, a cUcTema
CBAI3W BOEHHOIo HA3Ha4YeHWA HECOMHEHHT ABMAETCS
TakoW, aTo MarepuanbHbld MW aBeTPaKTHBIA 0bb-

eKT, UMEIOLLMIA CXOOCTEC B ONpedeNeHHbIX OTHOLLE-
HUEX ¢ opurHanom [1]. [pu atom, HeoGXoOuMo YeT-
KO MOHWMATE CMCTEMY OrpaHUYeHWIA U OoNyLLUSHUWEA,
KoTopble UMeoTes Mpy No6omM MoZeNVMpoBaHUK U
COOTBETCTBEHHO BNMSIIOT HA 808KBATHGCTL NOMyYeH-
HbIX pe3ynsTaToB. [o MHEHWIO aBTOPOE, B NpeacTae-
NEHHOM BapWaHTe NPUMEHEH WS MMUTALMOHHOMO MO-
OENVPOBaHMWS OaHHYK NpobnemMy yaanock YacTUYHO
PELUMTE 38 CYUET MPUMEHEHMWS TEXHONOMK «LUdpo-
BbIX OBOWHWKOB», MpefnucaHHylo B cTaHgapTe?.

Oprannaayus cBA3U ¢ UCNONb30BaHWEM
HWMHWTAUWOHHOTO MOAENUPOBAHKUA

B npouecce opraHMsalMm CBSA3WM WM IKCM-
nyaTaumu Uud poeero o6opyaoBaHus BO3HWKAET He-
06X0OUMOCTE onpegeneHns NopsgKa NNaHupoBaHus
CMCTEMbI CBSI3W M CHUXEHWS BPeMEHHbIX NokasaTe-
neid ons ofecrnedveHus onepexaroLllgid roTOBHOCTU
cucTeMbl K 06MEHY BCEMK BUOAMM MHDopmMaLmm [2].
Lns BLINOAHEHWS 3a0a4 Mo COKPaLLEHWIO BREMEHU
UMKNa yrpaBleHus v NOoBbILLEHUO OBOCHOBAHHOC-
TV MPUHUMAEMBIX PeLUeHWA MpoBOOATCH OMbITHO-
KOHCTPYKTOPCKME W HAy4YHO-UCCIeJoBaTeNbCKME
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pa6oTbl, HarnpaBleHHble Ha CO3aHne CUCTEM Mofle-
nNpoBaHUs.

dopmanusaums CroXHbIX HACTPOEK 0GOpPYMo-
BaHWA B BUJe IOKYMeHTa, OTpaalolllero Bce HioaH-
Cbl €ro (OYHKUMOHUPOBaHUA, TpeGyeT 3HAUYMTESbHbIX
BPeMeHHbIX 3aTpaT, Fy60KUX 3HaHWUIA U MPUBNeYeHNUs
CMeLManncToB BbICOKOTO YPOBHS B pa3nuyHbIX Npej-
MeTHbIX 06nacTax.

Ovepawowaﬁ cucrema

ONEPALLHOHHAR CHCTEMA CNELIMASIBHOMD HASHAYEHHA

TCRCKC‘.f‘.",’H'.-@L{HOHHCC oé-:py,:caawc_ NPUMCHACMOC Ha CCTAX BOCHHOWN CBR3N

PEACTBO BUPTYanu3auuu

(ASTRALINUX )\ttt

C aToi Lenbio B xoe nnaHWpoBaHna pacoThl
TeNeKOMMYHUKALIMOHHOW ceTU crieluanbHoro HasHa-
YeHWS Obl1 MPUMEHEH IMYTIATOP CETEBbIX TEXHOMNOTHI
Ha 0CHOBe BUPTYarbHON ceTeBol nadopaTtopun. B na-
6opaTopuM BO3MOXHO MoLenupoBaTtb paboTy Terne-
KOMMYHUKALMOHHON CEeTU, UCMONb3ysa NporpamMMHble
06pasbl peanbHOro TeNeKOMMYHUKALIMOHHOIo 060pYy-
JOBaHWS, UCTIONb3YeMOoro B cucTemMe cBasu (puc. 1).

Cpepa supryanuaaymu

CPEACTBA UMUTALMOHHOTO
MOAENMPOBAHMUA
CNEUMANBHOTO HAZHAYEHUA

MporpammHbie 06pa3bl ONepayrUoOHHbIX
CHCTCM TCNCKOMMYHHKAUMOHHOIO

5
BOEH /A TEAEXKOM

NPOTEMN

[I] DRKTOPTC

V-

Puc.1. BapMaHT NpuMeRAeMOoro B CUCTeMe CBA3U TeITeKOMMYHUKaUMOHHOMo O50,Dy,qoBaHMﬂ

CHWxeHMe umKna ynpasneHuss Npy nNnaHupo-
BaHWM CUCTEMbl CBA3U MNPEATIoXeHO peanv3oBaTtb
3a cYyeT onpefeneHns NPOTOKONOB U alroputMoB
PYHKLMOHUPOBaHUA TeNEKOMMYHUKaLIMOHHOM CeTH,
a TaKxe opMUpoBaHUA KOHPUIypaUMoHHLIX at-
NOB MapLUpYTU3aTOpOB Ha 3Tare MNpuHATUA peLle-
HUA 06 opraHusaLum ceasu [3].

Ha anemeHTax cuUCTeMbl CBA3W pNgd peanu-
3aUmn NPUHATOrO peLUeHUs Heo6XOOUMO JULLIb 3a-
rpyanTb MoslyyYeHHble KOHMUrypaumMoHHble daiinbl
B 060py[0BaHue, YTO He TpebyeT Hann4us BbICOKO-
KBanMpuUUMpoBaHHOIo nepcoHana.

Mpu cyllecTBYIOLLMX MeToAax MiaHMpoBaHus
CBA3U MOCTaHOBKa 3ajayn Ha HacTpOMKY TeNeKoM-
MYHUKaLMOHHOIO O060pYAOBaHUA OCYLLIECTBIIASTCA
nocnegoBatenbHO. [aHHbIN MeToq, NOCTaHOBKU 3a-
Jay obnapaeTt pagoM CepbesHbIX HefloCTaTKoB, Tak
KakK obLLiee BpemMs Ha HAaCTPOWKY W NPoBepKY roToB-
HOCTU BCEro TeriekOMMYHMKaLMOHHOrO 060pyaoBa-
HWS B MacLuTabe cUCTeMbl CBA3UM MOXET JocTuratb
0O 7 CYTOK.

OpHako pake Npy TAaKUX BpeMEHHbIX 3aTpartax
He Bcerfa ygaeTtcsl [OOUTLCH peanusaumm Bcex 3a-

MAaHNpoOBaHHbLIX MapamMeTpoB PYHKLMOHNPOBaHMS
CUCTEMBI CBSI3U. JTO CBA3AHO C TeM, 4YTO rocnefo-
BaTenbHbIN MeTo MOCTaHOBKU 3afay He yYUTbIBaeT
BO3MOXHbIE U3MEHEHUST B YCIIOBUSIX SKCyaTaumm n
TpebyeT 3HauUMTENbHbIX BPEMEHHbIX 3aTpaTt Ha npo-
BEPKY U KOPPEKTUPOBKY HACTPOEK 060pYAOBaHUS.

B pesynsraTe, HECMOTpPsl Ha 3Ha4uTENbHbIE
BpeMeHHble 3aTtpaTbl, He Bcerga ynaertca 0oCTUYb
MOJSIHOW FOTOBHOCTU CUCTEMbI CBSI3N K BbIMONIHEHUIO
BCeX 3annaHUpoBaHHbIX hYHKLMUNA.

PelueHne paHHOM MpoGrembl ABRsieTCs MNpuU-
MEHEeHMe UMUTaLMOHHOTO MOJENMPOBaHUs.

MeroiKa NpUMeHEHHA cucTeM
MMUTALMOHHOTO MOLENMPOBAHUS
NPy OpPraHu3aLny CBA3H Npu
noAroToBKe 60eBbIX AeACTBUIA

OCHOBOM  MMUTALUMOHHOTO  MOENMPOBaHUSA
ABNIAGTCA MPUMEHEHME TEeXHONOrMm UndpoBbIX
OBOVHMKOB, CYTb KOTOPOM 3akJsiodaercsl B TOM, 4YTO
B creumanbHOM cpefe MOLENMMPOBaHUA MCMONb3Y-
KOTCH NporpaMMHble 06pasbl TeNEeKOMMYHUKaALMOH-
HOro 060pyoOBaHMA, KOTOPOE MNMPUMEHASTCA B Xo4e
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obecrne4veHnss CBA3W, Takue Kak MapLupyTusaTophbl
HunoHuc, MukpoTuk, lNpoTeit n apyrue.

Mpn sTOM NporpaMMHbIA 06pas3 MOMHOCTLIO
Mo CBOMM BO3MOXHOCTAM U HACTPOMKaM COOTBET-
CTBYeT peasibHOMy OOOpPYLOBaHUIO W MO3BONAeT
WUCMONb3oBaTh CO3[aBaeMble KOHMUrypaLMOHHbIX
dhannbl Ha AENCTBYIOLLMX 3MIEMEHTAaX CUCTEMbI CBS-
3.

Ina ceTerm BOEHHOW CBA3W MPUMEHEHNe
TEXHOMOMMN LUUGPOBLIX ABOWHUKOB nNpUotpeTaeT
0Cc060e 3Ha4vyeHWe, TaK Kak TOMbKO B BUPTyasb-
HOWM cpefieé BO3MOXHO MPOBECTU CIIOXKHbIE TOHKUE
HacTpoOMKM paboTbl OCOPYOOBaHWA, KOTOPble Ha
pearnbHbIX CEeTAX MPOBECTU UMW HEBO3MOXHO, UK
Ha 3TO MOTPeByeTcA MHOMO BPEMEHHLIX N OPYrux

3arpar.

MeToauka pa6oTbl MPUMEHEHNS CUCTEM UMU-
TaUWMOHHOrO MOLEeNIMPOBaHUA BKIMOYaeT cneaylo-
LWe aTanbl:

1. Cospnanune UM poBOro BOVIHUKA CeTH re-
penayun faHHbIX CUCTeMb! CBA3U:

Ha Tekywem 3Tane pagpabarbiBaeTcs
BUPTYasbHLIA MPOTOTUM CUCTEMbI CBA3U C MpU-
MEHEeHMEM crielmarnbHOro 06opyaoBaHns 1 passep-
HYTbIX cepBepoB (pUc 2.), NpeAHa3HavYeHHbIX AN
MOLENUPOBAHNSA N TECTUPOBAHWUS PasfU4YHbIX cLie-
Hapuer [4]. LindppoBoin ABOMHUK OOMKeH TOYHO BOC-
NPOn3BOANTL peasibHble XapaKTepUCTUKKU CUCTEMDI
CBA3U, BKIOYaa eé& Toronoruo, otopynoBaHve U
NPOTOKOTbI.

OnepaTuBHan NaMATb: o6bvém namatn 112 M6
CEPBEP ‘BLADE ‘ Mpoueccop: Intel Xeon, 36 anep, 40 2,8 My
Xpanunuuwe: 4 x 2 TB xécTkux Aucka
276 2T6 276
154.131.151 10.154.131.152 10.154.131.153 10.154.131.150
G (AsTRA UNuX) S (ASTRA L) CEPBEP DIONIS NX
upons ATC T | Cempsten —
-~ NPOTEX CC obnoamnonnn _
PMY-7 PMY-11
CEPBEP POSTLINK CEPBEP ZABBIX CEPBEP NK nucC

Postlnk 9

ZABBIX

Puc. 2. Cocras cucremsi UMUTaLMOHHOrO Mogemposarisg

CepBep MMUTALMOHHOTO MOOENUPOBaHUA pas-
BEPHYT Ha 6ase 6neinf-o60pyaoBaHua ¢ onepaTuBHON
namatbto 6onee 100 6 M XECTKUM OUCKOM 06BbEMOM
6onee 4 TepabaiT. CepBep COCTOMT U3 YeTblpex OT-
LenbHbIX Ne3BUIA, Ha KaXOOM M3 KOTOPbIX pasBepHyT
hparmMeHT ceTeil CBA3M rPyNNMPOBOK U apMuii. Takxe
pa3BEePHYTbI CEpBEPbI CUCTEMbI MOHUTOPUHra Zabbix,
3M1EeMeHTbl MeXBULOBOW CUCTeMbl MHIOPMaLMOHHOIO
06MeHa, Takme Kak nporpaMMHblid Komrneke Jiuc mo-
6UnbHbIA, MecceHmkep MocT/TMHK, TaKTU4eCcKnin MapLu-
pytusatop Ckapa6eint u ATC [lpoTeir. Mcnonbayrotes
nporpammbl UMUTaLMKU MyNbTUMEeUIAHOro Tpaduka [5],
MOHWTOPUHTa 1 NMPOBELEHNA KOMMbIOTEPHbIX aTaK U ap.

2. MogenupoBaHue 1 TeCTUpPOBaHMe: ¢ UCMOSb-
30BaHNMEM WMWTALMOHHOW MOAENU MpOBOOWUTCH MO-
LenMpoBaHue pasnu4HbiX cueHapues cBasu (puc. 3.),
BK/toYast M3MeHeHWe Harpy3Kku nporpammel [6] (umuta-
UMK MynbTUMedUAHOro Tpacduka), oTkas ob6opymaoBa-
HWSl M BO3LENCTBME BHELUHWX (hakTopoB. 3TO MO3BO-
NAET NPOBECTU KOMIMNEKCHYIO OLEHKY 3PdheKTUBHOCTH
CUCTEMbI CBA3U, BbIBUTL MOTEHUManbHble Npotrnemsl
M YA3BUMOCTU LO UX BO3HWKHOBEHUS B peasibHoW cu-
cTeMe, YTO CMoCOBCTBYET MOBLILLEHUIO HAOEXHOCTU 1
YCTOMYMBOCTM CUCTEMEBI CBA3M, a Takxe obecrnednsaeT
BO3MOXHOCTb CBOEBPEMEHHOro BHeApeHns Heo6xoaw-
MbIX KOPPEKTUPOBOK 1 YITYHLLEHWA.
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Puc.3. Cxema npoBefeHns n3mepeHmi

B uengax nposefieHNs TECTUPOBAHNSA HA «LMd-
POBOM [BOWHUKE» CUCTEMbI CBA3U MPOBEOAEH pAL,
U3MEPEHNA 0N OLEHKU Ka4decTBa OOCIy>KMBaHUA
(QoS) pasHopopgHOro Tpaduka Ha OCHOBe NpuUMe-
HEHWA anropuTMa No3TarHoro NPOOBUXKEHNUSA MO Bbl-
JeNeHHbIM KNacCuPMKaLnoHHbIM Npu3Hakam. [Npu
3TOM 6bI/IM 33€MCTBOBAHbI [Ba 3/IEMEHTA CUCTEMBI
CBA3N:

1. B VLAN 200 CKOH(UTypupoBaHoO MpOorpaMmmHoe
OrpaHn4eHne MponyCcKHOW CMNOCOGHOCTM MOPTOB
B 2 M6ut/c. MogenupyeTca KaHan CryTHUKOBON
CBA3MN.

Tabnuya 1 — lNocTtaHoBKa 3aa4u nccrenoBaHns

2.B VLAN 300 ckoHGUIrypupoBaHO MporpaMmHoe
OorpaHn4eHne MponyCcKHON CNOCOBGHOCTU MOPTOB,
BKJIIOYEHHbIX B 8 M6uT/c. MogenupyeTcd paamo-
penenHbIn UHTepBar.

Ina opraHnsaumm o6beuHEeHNs MPOMNyCKHbIX
CMOCOBHOCTEN MeXOY HAMU CKOHAPUTYPUPOBAH MNPO-
TOKON AnHammn4deckon mapwpytunzdauun OSPF un an-
ropuTm 6anaHcnpoBku LoadBalance.

[MocTaHOBKa 3aja4u NpefncTtaBfieHa B Tab-
nuue 1:

Tpadmk mexay APM Ne 1 n APM Ne 4 — VolP;

Tpacpuk mexay APM Ne 3n APMNe 5 — 3BKC;

Ne Endpoint 1 | Endpoint 2 Tun Tpacuka, 3aHumaemas CymmapHas
n/n KOJIM4eCTBO MOTOKOB nonoca 3aHUMaeMas nonoca
192.168.2.4 | 192.168.0.2 64 k6ut/c
1 (APMNe 1) | (APM No 4) 10 VolIP notokos KK 640 k6ut/c
192.168.2.5 | 192.168.0.3
2 (APM Ne 3) | (APM No 5) 3 3BKC notoka 2,4, 4 Méut/c 10 Méut/c.

3. AHanus pesynsTaTtoB: Nocne npoBeneHus
MOLENUPOBAHUA N TECTUPOBAHUSA (Tabn. 2), pe3ylb-
TaTbl AHANU3NPYIOTCH OOMMKHOCTHBIMU JiMLaMK MO

cBasu (Tadn. 3). OnpedensaTcs cnadble MmecTa cu-
CTeMbl CBSI3W W NpefsfiaralTcs Mepbl Mo UX ycTpa-
HEHUIO.
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Tabnya 2 — CeogHas Tabnnya pesynbTaroB 3KCneprMeHToR

= Bez npumeHeHus QoS C npumeHeHuem QoS
@ o
Ne S EE
o Tori g o s MuHumanbHan MpoueHT MuHumanbHan Mpouent
n/n ° E’g nonoca nonoca
o nponyckaHusa IRERb nponyckKaHus Heleph
& (M6uT/c) nakeToB (%) (M6uT/c) nakeToB (%)
1 VolP-1 0,064 0,033 26,7 0,064 0
2 VolP-2 0,064 0,045 14,9 0,064 0
3 VolP-3 0,064 0,031 29,4 0,064 0
4 VolP-4 0,064 0,051 ] 0,064 0
5 VolP-5 0,064 0,030 28,6 0,064 0
8 VolP-6 0,064 0,029 325 0,064 0
7 VolP-7 0,064 0,028 29,1 0,064 0
8 VolP-8 0,064 0,029 30,7 0,064 0
9 VolP-9 0,064 0,045 13,6 0,064 0
10 VolP-10 0,064 0,037 22,4 0,064 0
11 | Video-11 2 0,740 57,2 0,84 54
12 Videon-2 4 2,6 28,1 2,38 37,3
13 Video-3 4 2.1 445 2,99 19,6
Tabnmya 3 — AHanna pesynLTaTos
Ne
Tk Tun nonoca nponycKkaHusa noTepu NakeToe
1 VolP-1 489% BOCCTAHOBMNEHA 27% CHMXEHBI
2 VolP-2 30% BOCCTAHOBMNEHA 15% CHMXEHBI
3 VolP-3 52% BOCCTAHOBNEHA 29% CHWXKeHbI
4 VolP-4 20% BOCCTAHOBMNEHA 9% CHWXKeHbI
5 VolP-5 53% BOCCTAHOBMNEHA 29% CHMXEHBI
6 VolP-6 55% BOCCTAHOBNEHA 33% CHWKeHbI
7 VolP-7 589% BOCCTAHOBMNEHA 29% CHMXEHBI
8 VolP-8 55% BOCCTAHOBNEHA 31% CHWXKeHbI
e} VolP-9 28% BOCCTAHOBMNEHA 14% CHWXKeHbI
10 VolP-10 42% BOCCTAHOBMNEHA 22% CHMXEHBI
11 Video-1 12% BOCCTAHOBNEHA 6% CHWKeHbI
12 Video-2 -9% CHMXeHA -25% NGBbILLEHbI
13 Video-3 30% BOCCTAHOBNEHA 127% CHUXEHBI
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Yaanocb MOSIHOCTbI) BOCCTAHOBWUTL KavyeCTBO
Bcex 10 reHepupyembix VoIP notokoB. [NoTepu na-
keToB B IP-TenedpoHn — 0% OTCYTCTBYIOT, Mnonoca
NponyckaHna kaxkaoro notoka VolP peanusoBaHa Ha
100%. 3akpenneHne nonoc 3a onpefenéxHHsimm IP
afjpecamn Mo3eosngeT (popMMpoBaTbL MapLLPyTHO-a-
OpecHble Tabnuubl Ang KoHdwurypaumm oBopynosa-
HUA, OMepupPoBaTbL KOTOPLIMU MOXHO, obnafasn 6aso-
BbIMW HaBbIKaMu padoTbl C TENIEKOMMYHUKALNOHHBIM

’—-----------------~

obopygoBaHvem. [NpocTtaa npocnexuneaemas noruka
NMPUMEHEHWS crnocobda No3BoNAeT 6bICTPO HAXOOUTb U
NCNpaBnATe NPO6NeMbl B CETU.

4. [lnaHvpoBaHne un rocraHoBka 3afadq:; Ha
OCHOBE aHasM3a pes3ynbTaToB MOJeIMPOBaHUA U Te-
CTUPOBaHUA OOMKHOCTHbIE LA MIAHUPYIOT Mepo-
NpUATUA NO 06eCneveHNIO CBA3W [7] 1 CTaBAT 3afa4u
nofpasgeneHnsam cBsAsu (puc.4.) 3aga4m MoryT BKITO-
YaTb M3MEHEHNS KOHUIypauum CUCTEMbI CBA3M.

,—--------------~
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Puc. 4. Metogquka rinaHupoBaHus 1 NMocTaHOBKW 3ajayin C( 593) TfpuMeHeHns MnUTalMoHHOro MogennpoBans

[Mpouecc MMUTALMOHHOTO MOLOENIMPOBAHUA
BKJIIOYAeT B ce6a BaXKHbIA acnekT: Mocre 3aBep-
LWeHNd MOAENUPOBaHUA KOHUrypauuoHHble dai-
Nibl BUPTYanbHOrO O6OPYAOBAHUA MEPEHOCATCH Ha
peanbHoe 060pydoBaHWe, COOTBETCTBYKOLLEE €ro
CETEBOMY PaCTIONIOXKEHUIO.

B pamkax uMMUTaALMOHHOrO MOLOENIMPOBAHUA
BbIOENSAOT YeTbipe OCHOBHbIX 3Tana: co3JaHne Mo-
Jenu cetn cBA3u, aHanu3 3PPeKTUBHOCTU CETU
CBA3K, paspaboTka KOHPUrypaLUOHHbIX (annos
Ona 060py0oBaHNA B BUPTYalibHOM Cpefie, NepeHoc
KOHUTYpaLMOHHbIX painfioB C BUPTYaslbHOro 060-
pPyOOBaHUSA Ha pealibHoe B 3aBUCMMOCTM OT €ro
CETEBOI0 MECTOMOJIOKEHUS.

Mcnonb3oBaHne JaHHOTO Noaxoaa no3eosnseT

OOCTUYb 3HAYUTEJIbHbIX NPEUMYLLIECTB!

1. Bpems, Heobxogumoe ansa noarotToBKU TENEKOM-
MYHUKaLMOHHOTO obopyaoBaHug K pabote, co-
KpaLlaetcq 6onee 4em B 20 pas, npuyem spdekT
YCUNNBAETCA C YBESIMYEHUEM pasmepa CeTHn.

2. BepoATHOCTb OWNGOK MpU HACTPOMKE 06OPYLO-
BaHUA 3HAYUTENILHO CHUXKaeTCcs 6narofaps npegn-
BapuTENbHOMY TECTUPOBAHUIO CETU B UMUTALU-
OHHOW MOJENMN.

5. MOHUTOPUHI 1 KOPPEKTUPOBKA: TOCNe pea-
nusauum nnaHa OOSDKHOCTHbIe Nuua Mpofosnka-
0T MOHWUTOPWUHI C MWCMOJIb30BAHWEM MPOTrpamMMbl
Zabbix (puc. 5) No OCHOBHbIM WMH(OPMALNOHHBLIM
HarpaBneHusM.
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MoHuTOopUHI COCTOAHMA o6opynosa-
HUS: Zabbix No3BONSAET OTCNEXMBATL PAGOTOCNOCO6-
HOCTb CEPBEPOB, CETEBbIX YCTPONCTB U NPUITIOXKEHU,
YTO MOMOraeT BbISBNATL U MpefoTepallath MoTeH-
LMasbHbIe Npobnembl A0 MX BOZHUKHOBEHNS.
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CBoeBpeMEHHbIE YBEOMIIEHNS: cUcTeMa aB-
TOMaTUYECKU YBEOOMISET [LEXYPHOrOo Ha MyHKTe
ynpasneHusa o c60sAX 1 OTKINOHEHNAX B paboTe 060-
pyOoBaHus, YTo NO3BONAET BLICTPO pearnpoBaTth Ha
BHELLTaTHbIE cUTyaumn.

~
CEETE

L Lo SO

Pue. 5. MOHMTOPMHI' ceTtv nepefaqn JanHbiX CUCTeMbl CBAZN o0BeanHeHNs

AHanmnz pgaHHbIX: Zabbix cobupaeT n o6pada-
ThiBaeT 60JblUME OGbeMbl JaHHbIX, YTO AaeT BO3-
MOXHOCTb MpPOBOOUTL [NYG60KUIA aHanms paboThl
CUCTEMBI U BbISIBASATL TEHAEHLMU, CNOCOBHbIE MPU-
BECTU K c6oaAM. Harpumep, ecnn Bpems 3arnycka
cepBepa yBeNUUMBaETCSsl, 3TO MOXET CUMHAaNU3UPO-

BaTb O HEOGXOAMMOCTU BMeLLIaTEIbCTBRA.
CHMXeHVEe PUCKOB: perynspHbliA MOHUTOPUHT

¢ ucnonb3oBaHneM Zabbix MUHUMM3MPYET PUCKU
TEXHUYECKUX CO0EB U NOTEPb, CBA3aHHBIX C NMPOCTO-

AMK 060pYO0BaAHUS UMN CEPBUCOB. _
Takum obpazoM, NnpumeHeHne Zabbix ana mo-

HUTOPUWHra Nnocrie peanuaaunm rnaHa obecnevnsaet
60nee BbICOKYIO HAAEXHOCTL U 3hHEKTUBHOCTL pa-
60Tbl MHPOPMaLMOHHBIX CUCTEM, MO3BOMAA orepa-
TUBHO pearvpoBaTtb Ha BO3HUKaLLMe Npobrembl U
ONTUMU3MPOBATb MPOoLECCHl yNpaBneHns.

BeiBogb!
B npoulecce uccnenoBaHns cUcTeMbl yrpas-

neHust o6beaMHEHUA N METOAMKU paboThbl OIMKHOCT-

HbIX JINL, NO CBA3WM, Mbl UCTOSb30BaIM KOMMJIEKCHbIN
nogxon:. mojgenunpoBaHne KU TeCTUpoBaHWE CUCTEM

CBSI3U, KOTOpbIE UrpatoT KIKOYEBYIO POrib B UX paspa-
60TKe M aKcnnyaTaumm. 3T MeTobl, BKIoYass UMU-
TaUWoHHOe MOLEenUpoBaHUe, MO3BONAIT NPOBECTU
KOMMINEKCHYH OLEeHKY ahEKTUBHOCTU CUCTEMBI,
BbISIBUTL MOTEeHUUambHbIe NpobiemMbl U YA3BUMOCTU
0O UX BO3HUKHOBEHWA B pealnbHOW cuUcTeMe. 3TO
CMOCO6GCTBYET MOBLILLEHUID HAOEXHOCTU U YCTOM-
YMBOCTU CUCTEMbI CBA3W, obecreuvBasd ee decne-
pebonHyo paboTy U CBOEBpPEeMeHHOe BHeapeHue
HEO6XOOMMbIX KOPPEKTUPOBOK U yhy4llieHnin. mu-
TaUWMoOHHOE MOAenuUpoBaHue NMoMoraeT onpeaenuTb
chadble MecTa U MPUHATL Mepbl AN UX YCTpaHeHus,
YTO OCOBEHHO BaXKHO AN NpeAoTBpaLleHUs KpUTU-
YeCKUX CO0eB M o6ecrneveHns cTtabunbHon padoThl
CUCTEMBI CBA3U B YCMOBUSIX U3MEHSIOLLIMXCA Harpy-
30K U BHELLUHUX BO3OENCTBUN.
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WORK METHODOLOGY OF OFFICIALS OF THE UNION OF
THE REPUBLIC OF BELARUS USING A DIGITAL TWIN

Padishin S.A.%, Savitsky A.Yu.?

Keywords: communication management system, organizational management, operational and technical
management, technological management, planning.

The objective of the study: to assess the possibilities of using simulation modeling in the organization and
planning of communications in the preparation of combat operations.

Research methods: simulation modeling of the communications system with ifs assessment by performance
indicators

Resuli: The study presents a methodology for using the simulation modeling system in the organization and
planning of communications in the preparation of combat operations. Forecasting the behavior of the communications
system when using simulation modeling allows you to develop its "digital twin" and conduct testing according fo stability
and throughput indicators, prepare configuration files for felecommunications equipment, according to its place in the
network and significantly reduce the time it takes to prepare equipment to provide communications.

The scienfific novelty of the study offers an innovative methodology for the work of communications officials based
on the use of simulation modeling. This approach provides an opportunity fo create a "digital twin" of the communications
system and improve the adequacy of planning results and sefting tasks for providing communications.
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