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ACIIEKTbBI OBECIIEYEHUSA BE3OITACHOCTH
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AnHotanus. OOecrnieuenne MHPOPMAIIMOHHONH OE30MacHOCTH CETOAHs OYeHb AaKTYaJIbHO.
HUnpopmaimonHyro  6€30MacHOCT  MOXKHO — BBIICTNTh KaK OIHY W3  OCHOBHBIX
uHpopmarnonHbix npodieM XXI Bexa. Ha camom nene, mpobnembl XuieHus: HHGOPMAaLHH,
UCK)KEHHUs] CMbICTa WH(POPMALMM M €€ YHHUYTOXKEHHs YacTO MPHUBOAST K TOCIEIACTBHSM,
BEYIIUM HE TOJBKO K OaHKPOTCTBaM (pUPM, HO i BO3MOKHBIM JKEPTBAM.

KawueBble caoBa: wuHbopMannoHHas O€30MaCHOCTb, HECAHKLHMOHUPOBAHHBIA IOCTYII,
CyOBeKThI MH)OPMALIMOHHBIX OTHOIIEHUH; HH(POPMAIIHOHHBIE CHCTEMBI.

ASPECTS OF INFORMATION SYSTEMS SECURITY ENSURING
E.G. Ruchaevskaya, V.V. Shatalova
Educational Institution “Belarusian State University of Informatics and
Radioelectronics”, branch “Minsk Radio Engineering College”, Minsk,
Republic of Belarus

Abstract. Ensuring information security is highly relevant today. Information security can be
identified as one of the key information challenges of the 21st century. Indeed, information
theft, distortion, and destruction often lead to consequences that not only lead to company
bankruptcies but also to potential casualties (not to mention military conflicts).

Keywords: information security, unauthorized access; subjects of information relations;
information systems.

BBenenue

be3omacHOCT MHPOPMALIMOHHON CHCTEMbBI MOKHO OINPEACINTh, KaK €€
COCTOSIHME, MPH KOTOPOM oOpabareiBacMasi B Hel MH(OPMALMS XapaKTepU3yeTCs
KOH(PUICHIIMAJTBHOCTBIO, [IEIOCTHOCTBIO U TIOCTYMHOCTHIO [1]. JIs TOCTHXKEHMS
YKa3aHHOTO COCTOSIHUSI HEOOXOIMMO Ppeai30BaTh KOMILIEKC MEp MO 3alluTe
uHpopmarmu, oOpabarbiBacMOii B HMH(POPMANMOHON cucTemMe. PaccMoTpum
KJTFOUEBBIE aCNEKThI 00ecTeueHus: 0€30MaCHOCTH UH(OPMALMOHHBIX CUCTEM.
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OcHOoBHAA YACTH

Mepbl no 3amute upHOpMaUK, 00padarbiBacMoil B HMH(POPMALMOHON
CUCTEME, JOJKHBI ObITh HAITPABJICHBI HA:

— BBISIBIICHUE KPUTHUYECKON HH(POPMALINH;

— (M3UYECKYIO 3alIUTy 000PPYAOBaHUS HHPOPMAMOHHON CHCTEMBI,

— 3aMIMTa KPUTHYECKOH MHPOPMAIIMN OT HECAHKIMOHUPOBAHHOTO AOCTYIIA,

— o0ecrneueHne UENOCTHOCTH KPUTHYECKOH WH(OPMALMKM W CBA3AHHBIX
C HEM mporieccoB (Co3MaHusl, BBOIA, 00paOOTKHU U BHIBOJIA);

— obecreueHne J0CTYMHOCTHA H(OpMaLny;

— YYeT BCEX MPOLIECCOB, CBA3AHHBIX ¢ MH(popManuei [2].

OCHOBHBIE aCTIEKThI 3aLUTH HFHPOPMALIMKA OT HECAHKLIMOHMPOBAHHOTO IOCTYIA:

— MPUCBOCHME TOJIb30BATENO, (haiinaM, KOMIBIOTEPHBIM MPOTrpaMMaM
Y KaHAJIaM CBSI3U UJIEHTU(UKATOPOB — YHUKAIBHBIX UMEH U KOJIOB,;

— YCTAHOBJIEHUE TMOJIMHHOCTA TpH OOpaIEHUSX K HWHPOPMALMOHHOM
cucteMe M HMH(QOpPMaNMK, MO CYTH, MPOBEPKA COOTBETCTBHS JIMLA WM
yCTPOMCTBa,  COOOMMBIIETO  MACHTU(QUKATOp  (Takas  HMACHTH(PHUKAIUS
NOJIb30BATENCH, MPOrpaMM, TEPMHUHAIOB NPH JOCTYNE K CHCTEME 3a4acTyro
BBITIOJHAETCS. TIOCPEACTBOM TMPOBEPKH MapoJici Wiu oOpalieHueEM B CiykOy,
KOTOpasi OTBEYAET 3a CEPTU(PUKALIMIO TOJIb30BATENEH).

OCHOBHBIE ~ acnEKThl  O00ECNEYEeHHs LEITOCTHOCTH W JOCTYMHOCTH
uH(pOPMaLH CIIEAYOLIUE:

—3almmUTa OPOLECCOB CO3JaHust HMH(pOpMalUU, €€ BBOJAa, 00padOTKH
Y BBIBOJA,;

—y4eT BceX COOBITHIA, CBS3HHBIX C yNpaBIcHUEM HH(poOpManmen (koraa
uHpopManust co3gacTca, MOAM(PUUMPYETCs, KOrna K Hel o0ecrneunBacTcs
JOCTYI U KOT/Ia OHA PACIIPOCTPAHSIETCS ).

3aKkJIYeHue

B 3akmoueHMr MOKHO OTMETUTh, YTO MPABWIBHBII C METOI0JIOTHYECKOM
TOUYKH 3pPEHUS MOAXOA K 0O0ecrneueHuto Oe30MacHOCTH HHQPOPMAIMOHHBIX
CUCTEM HAYMHACTCS C BBISBICHHS CYOBEKTOB MH()POPMALMOHHBIX OTHOLIEHWIA
Y UHTEPECOB 3THX CYOBEKTOB, CBA3AHHBIX C HCTOJIb30BAHUEM YKA3aHHBIX CHCTEM.
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