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Abstract. Although the widespread use of Internet of Things (IoT) technologies increases the
efficiency of information systems, the limited computing capabilities and weak security
mechanisms of IoT devices make them wvulnerable to various cyberattacks. This thesis
analyzes the main security problems occurring in IoT devices, a real cyber incident example,
and effective protection methods. As a result, it is determined that IoT security requires a
complex and multi-level approach.
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Introduction

The Internet of Things (IoT) is a technology that enables physical objects,
sensors, and various smart devices to communicate with each other via the
Internet and exchange information. The [oT system has the ability to collect,
process, and transmit information in real time. This technology creates
integration between the physical environment and digital systems, making
management processes more efficient and automated. The application areas
of IoT are quite wide. Remote monitoring of patients in the healthcare sector,
automation of production processes in industry, intelligent management systems
in transportation, productivity monitoring in agriculture, and smart home
systems are some of the main areas where 10T is widely used. This technology
not only increases economic efficiency, but also expands operational decision-
making capabilities.

According to reports from international organizations such as Cisco
Systems and Gartner, billions of IoT devices are in use worldwide and are
increasing every year. However, the widespread use of IoT devices has also
raised security concerns. Poor protection of these devices can lead
to cyberattacks, data leaks, and even disruption of critical infrastructure.
Therefore, investigating security issues in [oT devices is of great scientific and
practical importance.

Primary Security Issues

The widespread adoption of the Internet of Things ecosystem and its
application in various fields have made security issues even more critical.
Unlike other information systems, 10T devices are characterized by a lack
of computing power, poor memory resources, as well as energy constraints.
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In addition, 10T devices are used in an open network environment, but they are
not configured with the required security features. This has made IoT systems
easy targets for cyber attackers.

The concerns in IoT security include both technical and organizational
issues. It involves the protection of information systems in a manner that ensures
the integrity, availability, and confidentiality of the information are not
compromised in the hands of unauthorized persons. However, the risks are not
limited to the devices alone but also the infrastructure that houses the devices.

The primary security issues associated with [oT devices are as follows.

1. Inadequate Authentication and Authorization Mechanisms. Perhaps one
of the most common security issues when it comes to [oT devices starts right at
the very beginning, as many devices are preconfigured with a default
username/password combination. In many cases, the end user never bothers
changing this combination. As a result, attackers have it very easy when it
comes to launching a brute force attack. And then, of course, there is the role-
based access control, which is not very well implemented in many cases,
allowing attackers to gain access to many more rights than they should ever
need. For example, someone who should only have ‘read-only” rights could end
up being granted the master key. And if the authentication process is not robust
enough, then the threat of botnet attacks looms very large.

2. Encryption and data protection issues. Data security in IoT devices
raises two important issues: Data in Transit, Data at Rest.

Data in Transit: In many IoT systems, data is sent over unencrypted
channels, e.g., HTTP. This leaves the system open to a "Man-in-the-Middle"
attack, where the hacker gains access to the network, allowing him to observe,
modify, or even forge the data stream.

Data at Rest: Inadequate handling of cryptographic algorithms, improper
handling of certificates, lack of proper handling of keys within the device, as
well as hard-coding keys into the application, are some of the issues related to
data at rest.

3. Lack of firmware and software updates. The lifespan of 10T devices 1s
quite long (up to 5-10 years). This leads to the problem of outdated software.
The fact that updates in the firmware are:

—not done in an automated way;

— not transmitted in an encrypted way;

— not supported at all.

They make it possible for the system to be in use for a long time with
known vulnerabilities. Moreover, the update mechanism in this case can be a
threat because the update package is not protected by a digital signature. This
makes it possible for the attacker to download fake firmware.
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4. Network architecture weakness and segmentation issues. 10T devices are
deployed in close proximity to other critical systems in the same network. The
absence of network segmentation allows an attacker to use a compromised loT
device to access other systems in the network, thereby enabling lateral
movement. This issue represents a significant threat, particularly in industrial
IoT environments, which may result in stopping production in these
environments.

5. Botnet and DDoS attacks. The high number of 10T device infections by
malware results in botnet attacks. For instance, in 2016, the Mirai botnet attack
caused a DDoS attack on Dyn, which temporarily restricted access to online
platforms such as Twitter, Netflix, and GitHub. Therefore, 10T security affects
the global internet infrastructure.

6. Privacy and data abuse. 10T devices collect different kinds of data about
their users' daily lives, such as: geolocation data, biometrics, indoor activity
data, voice commands, etc.

The lack of proper security for this data poses a significant threat to user
privacy. Moreover, data transfer to third parties or use for commercial purposes
may lead to ethical and legal issues. As a result of data leakage, users may be at
risk of suffering different kinds of attacks, such as financial loss, identity theft,
or blackmail.

7. Physical intrusion and hardware-level attacks. In most cases, 1oT
devices are installed in an uncluttered area (production area, public area, etc.).
Once the attacker is able to gain physical access to the device, he can:

Access the firmware through the JTAG and UART interfaces,

Obtain the cryptographic keys from the memory,

Re-program the device.

The threat of such types of attacks is critical, especially in the industrial
and transportation sectors.

8. Lack of standardization and regulation. The IoT environment has
developed without a set of standard security rules; therefore, manufacturers have
a patchwork of security standards. There are some who are taking security in the
IoT seriously, but some are compromising to be competitive and save money.
In this case, the combination of different security standards in a network
compromises the entire network.

However, [oT security is not only a technical issue but also has significant
social, economic, and strategic ramifications. Today, [oT devices are involved in
various aspects of life, such as smart homes and industries, healthcare, and
services. The security concerns associated with IoT are not only significant for
the systems but also for the overall society and people in various ways.

The level of concern regarding [oT security 1s substantial. [oT devices have
the ability to accumulate an enormous volume of data from our daily lives.
These include location information, audio, video, health information, and much
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more. Because of these issues, it is entirely possible for an individual to
intercept data being collected by IoT devices. In doing so, it creates an
opportunity for various types of cyber crimes such as identity theft, financial
crimes, privacy invasion, blackmail, and much more. A good example is an
intelligent security camera and an intelligent home management system.
Intercepting data from such devices is an invasion of one’s personal space.

In the case of the corporate world, IoT security risks can cause more
economic losses. Industrial IoT networks are connected to manufacturing,
logistics, and energy management systems. An [oT cyber-attack can cause losses
in the form of downtime and data losses. In 2016, the DDoS attack performed by
the Mirai botnet on Dyn’s services caused a shutdown of Twitter, Netflix, and
GitHub services for a few hours. This is an example of how IoT security risks
can cause damage to the global economic system.

In the case of the national and critical infrastructure world, the risks are
more critical and can cause more damage to the system as a whole. Energy
management systems, transportation systems, healthcare services, and
government services are using [oT technology. In such cases, the damage caused
by 10T security risks can cause more harm to the system and can even cause a
threat to human life, as in the case of information loss.

In addition, security issues in [oT devices can lead to legal and ethical
risks. Non-compliance with data protection legislation can result in a heavy
financial penalty for companies. In addition, the unregulated collection and
processing of users' information can result in a lack of public trust in companies,
thereby slowing down the digital revolution.

In conclusion, the scope of security issues in IoT devices can be from
individual users up to global infrastructure levels. The risks can be managed
through various means: technology, legislation, standardization, and security by
design. Therefore, loT security can be viewed as a strategic issue in the
information society.

Conclusion

From the analysis above, it is obvious that security issues related to IoT
devices are systemic and complex. In other words, the lack of proper
authentication and authorization processes, encryption issues, the absence of
firmware updates, poor segmentation of the network, botnet and DDoS attacks,
privacy issues, physical intrusion capability, and the lack of proper
standardizations represent the main security issues of the [oT environment.

The limited availability and regulation of resources in this environment
make information devices more vulnerable to criminal attacks compared to other
information systems. This is not just a threat to an individual; rather, it 1s a
problem that needs to be addressed by an organization. One good example is the
Dyn DDoS attack in 2016, which was executed by a botnet called Mirai. This
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attack also proves the significance of the role played by IoT in determining the
worldwide internet landscape.

Based on the results obtained, it has been concluded that the security of [oT
devices 1s not ensured only through technical means of protection. The
following complex approach is crucial for the security of [oT devices.

1. The implementation of reliable methods of authentication and multi-
factor authentication.

2. The application of modern methods of cryptography during data
transmission and storage.

3. The application of reliable and digitally signed methods of firmware
update.

4. The application of the “zero trust” approach and the segmentation of the
[oT network.

5. The application of the “security by design” approach, taking into account
the security issues from the design phase.

6. The improvement of international standards and mechanisms.

Therefore, it may be stated that the security aspect in the context of [oT not
only involves a technical challenge but also has a number of strategic, economic,
and social implications. Thus, it may be stated that in the context of a secure and
sustainable growth of the IoT technology, it 1s not only a matter of choice but a
matter of necessity for the government, industry, and the end-users to come
together in order to unlock the true potential of the technology.
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