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KIIACCUDPUKAIIUA TUITA CXEMbBI B TIPOTOKOJIAX
JBYCTOPOHHHIX BBIUMCJEHUI
HA OCHOBE AHAJIM3A TPAHCKPHUIITA
J.A. Pynenok, Y. A. 3mMaunHCcKas
Vupeoicoenue obpazosanus « beiopycckuti cocyoapemeennulii ynugepcumen
uHgopmamuru u paouosnekmpoHuxuy, e. Munck, Pecnybaiuxa beaapyce

AHHoTauusi. B pabore nccnenyeTcst onpeneneHne THIA JIOTHYECKOH CXeMbl B IIPOTOKOJIAX
2PC (rapbnupoBannbie cxembl So0) mo Tpanckpunty. Ha ocHoe omrummsanmii free-XOR
u point-and-permute onpenereHbl XapaKTepHbIe pa3Mepbl MAKeTOB U 3aJEPXKKU JJIST TEHTOB
AND u XOR. CrenepupoBaHbl TPAaHCKPUITHI YETHIPEX peanbHbIX cxeM (mult2 64, AES-128,
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SHA-256, FP-mul) ¢ BeiIcOKMM ypoBHEM IyMa U BapuatuBHOCTH. Knaccudukaropsr Random
Forest, noructuueckas perpeccust u SVM pocturin TouHOCTA 99,9%. ITO CBUAECTENBCTBYET
O CYILIECTBEHHOH yTeuke HHQOPMALUH O CTPYKTYpe PYHKIHUH, MOATBEPKAAs HEOOXOAMMOCTD
pa3padorku Function-Hiding MPC, ckpbiBaromieii He TOJbKO JTaHHBIE, HO U JIOTHKY
BBIYMCJICHUN.

Karuesbie cioBa: rapOnmupoBaHHble cxeMbl S0; Oe30macHble IBYCTOPOHHUE BBIYHCICHHUS,
KJIaccu(pUKaLUs TPAHCKPUITA; MAIIUHHOE O0Y4YEeHNE.

CLASSIFICATION OF CIRCUIT TYPE IN TWO-PARTY
COMPUTATION PROTOCOLS BASED ON TRANSCRIPT ANALYSIS
D. Rudenok, U. Zmachynskaya
Educational Institution “Belarusian State University of Informatics and
Radioelectronics”, Minsk, Republic of Belarus

Abstract. This study examines determining circuit type in Yao's 2PC protocols from
transcripts. Based on free-XOR and point-and-permute optimizations, characteristic packet
sizes and delays for AND and XOR gates were determined. Transcripts of four real circuits
(mult2_64, AES-128, SHA-256, FP-mul) were generated with high noise and variability.
Random Forest, logistic regression, and SVM classifiers achieved 99,9% accuracy. This
indicates significant leakage of function structure, confirming the need for Function-Hiding
MPC that conceals both data and computation logic.

Keywords: Yao's garbled circuits; secure two-party computation; transcript classification;
machine learning.

BBenenue

CoBpeMEHHbIE TPOTOKOJIBI O€30MaCHBIX IBYCTOPOHHUX BhluncieHui (2PC)
MO3BOJIFOT IBYM CTOPOHAM COBMECTHO BBIYMCIINTE (DYHKIMIO OT UX MPUBATHBIX
BXOJIOB, HE pacKpbiBas camMud BXOAbl Apyr Apyry. OyHmaMmeHTanbHas
KOHCTPYKIMsI — TapOnupoBaHHbie cxembl 510 [1] — obecnieunBaeT 0€30MacHOCTh
B MOJEIM MOIYYECTHOTO NPOTHBHUKA. OJHAKO B PEATBHBIX NPHUIOKEHUSIX
(YHKIMS TaKKe MOXKET ObITh KOH(PUACHIMAIbHOW (Hampumep, (opmyna
KPEAUTHOTO CKOPWUHIAa WJIH AWArHOCTHYECKUH alrOpUTM). OTO MPHUBEIO
K pazBuThro Hampasienus Function-Hiding MPC (FH-MPC), raoe ckpeiBaetcs
HE TOJIBKO BXOJI, HO M cama BbluKcliisieMast pyHKuus [2].

OnHAaKO TPOTOKOJBI MOTYT OCTaBJISATH MOOOYHBIE CHEABl  (pa3MeEphl
MAKETOB, 3aJCPXKKH), 3aBUCSIIME OT CTPYKTYphl cxeMbl (umciaa AND/XOR
TEUTOB). OTHM CIEApl MOTYT OBITh HKCIOJIB30BAHbI JUISL OMPEIACIICHUS THUMA
¢yakuun. B nanHo# pabote uccnenayercs knaccupukanms tamna cxemel (AND
win XOR) 0 CTaTUCTHYECKAM MPU3HAKAM TPAHCKPHUIITA.
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OcHoBHAA YACTH

B nmanHoli paboTe paccMaTpUBAETCS KJIACCUYECKUMH MTPOTOKON S0
¢ ontumm3anm-samu free-XOR u point-and-permute [3]. ['apOnep ctpout OyneBy
cxemy u3 reitoB AND u XOR. XOR He T1peOyror mnepenaud TadmMil
u oOpadateiBatOTCst OBICTPO, Kak-Ablii AND moposkgaer 4 3amm@ppoBaHHBIX
3amucn (16 Oaiit) [4], 4rO yBenMuUMBAET TpapUK M BPEMS BBINOJHCHUS.
[TpOTUBHUK MOKET W3BJICYb W3 TPAHCKPUNTA NPU3HA-KH, KOPPEIUPYIOIINE
C THIIOM CXEMBI.

Pa3mepbl MakeToB W 3aJEP’KKM BBIOPAHBI HA OCHOBE XAPAKTEPUCTHK
rapOnupo-BaHHbix cxeMm. [[ns AND 3anan auanazon 60—68 Oaiit (4 3amucu
c 3aromoBkamu), Mg XOR — 14-18 Oaiitr (cnyxxeOHbld Tpaduk) [3,5].
Bpemennbie 3anepkkn ocHOBaHbl Ha [1]: oOpabGotka AND 3aHumaer 4 MKC,
XOR — mpakTU4YeCKH MTHOBEHHO, B MOJENU cpeanss 3aaepxkka AND 0.15 wmc,
XOR 0.10 mc, oTpaskas COOTHOIUEHUE CIIOKHOCTH A CETEBBIE BAPUALIIY.

BmecTo BYX KJIACCOB C MCKYCCTBEHHBIMHM BEPOSITHOCTSMH UCIOJIb30BaAHbBI
YeThIPe pealibHble CcXeMbl K3 OcHumapkoB Bristol Fashion: mult2 64
(AND-0Ooraras), AES-128, SHA-256 (XOR-6orareie) u FP-mul (cmemannas).
JlnnHa CXeM BapbUpyeTCs OT COTEH JO ThICSY TEUTOB. TpPaHCKPHIITHI
CTCHEPUPOBAHBI C BBICOKMM IIyMOM (20% cily4ailHBIX 3aMEH TEWTOB),
BapUATHUBHOCTBIO Pa3MEPOB M 3aICPIKEK, JOOABICHUEM CIY>KEOHBIX MaKETOB
1 WAN-3anepxkek. CrenepupoBano no 1500 nmpumepoB Ha kimace. M3 kaxaoro
TPAHCKPHUIITA U3BJICKAIMCH. KOJMYECTBO MAKETOB, CYMMAPHBIA 00BbEM JaHHBIX,
CTATHCTUKH Pa3MEPOB U UHTEPBAJIOB, SHTPOMNUS, JUTUTETBHOCTb.

[Tpumenensr Random Forest, moructuueckas perpeccuss 1 SVM ¢ RBF-

4-Class Circuit Type Classification Report

Confusion Matrix (Random Forest Feature Importances
1400
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Total Bytes by Ciass Duration (ms) by Class

JAND-he:

e
SHAZSE (super XOR)  AES.A28(NDR]  Multipier

FPumul {mived)

0
HES-128 1HOR)

Martpuna ommbok knaccudukanumn yersipex Tumnos cxem (Random Forest). Knaccsr: 0 —
mult2 64, 1 — AES-128, 2 — SHA-256, 3 — FP-mul
Confusion matrix of four circuit types (Random Forest). Classes: 0 — mult2 64, 1 — AES-128,
2 — SHA-256, 3 — FP-mul
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3ak/IroueHue

OKCIIEpUMEHT TMMOKa3al. Ha YeTBIPEX pealbHbIX cxemax (mult2 64,
AES-128, SHA-256, FP-mul) Bce moaenu (Random Forest, norucruueckas
perpeccus, SVM) gocturim  To4yHOCTH  99.9%. HauOonbumii  BkIaa
B npeackazanus Random Forest BHeCM cpeaHmii pa3Mep makera, ATUTENbHOCTh
u 00beM JaHHBIX. Pe3ynpTarel JEMOHCTPUPYIOT YTEUuKy WH(pOpManuu
O CTPYKTYpE CXEMBI YEPE3 TPAHCKPHUINT, OOOCHO-BBIBas HEOOXOAUMOCTB
cozaanus Mexann3mMoB 3ammTel Function-Hiding MPC.
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