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Abstract. Operational data sharing often requires stable record linkage while reducing
identity disclosure risk. This paper outlines a compact two-layer de-identification design:
DES-family deterministic pseudonymization (preferably Triple-DES) to transform direct
identifiers into reversible tokens, and k-anonymity-guided generalization/suppression to limit
linkage via quasi-identifiers. We show how DES-style permutations can be adapted
to format-constrained fields through rank-then-encipher methods, and we summarize key
security and utility trade-offs.
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Introduction

De-identification aims to reduce the chance that released data can be linked
back to individuals, while keeping data useful for analysis and operations. In
practice, removing names 1s insufficient because combinations
of quasi-identifiers (e.g., date of birth, region, sex) can enable linkage to
external datasets, motivating formal models such as k-anonymity [4,5]. At the
same time, many workflows require consistent linkage across tables and time;
therefore, deterministic, keyed transformations (pseudonymization) are
commonly used to replace direct identifiers with stable tokens [5,6].

This paper focuses on DES-based transformation because DES 1is
a well-studied block cipher whose security debate highlights the importance of
key length and brute-force feasibility [1,2]. Given modern threats, single-DES
(56-bit) should not be relied on; where legacy constraints exist, Triple-DES
1s the preferred DES-family option for token generation [1,2,3].

Transformation of Personal Data for Anonymization

We propose a two-layer pipeline that separates (A) protection of direct
identifiers from (B) control of quasi-identifier linkage risk. Layer A creates
reversible pseudonyms (tokens) for identifiers such as account numbers
or patient IDs; Layer B generalizes or suppresses quasi-identifiers until the
released dataset satisfies a k-anonymity threshold [4,5].

A block cipher 1s a keyed permutation over fixed-size blocks; under
a secret key 1t maps each input to a unique output and supports inversion with
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the same key. DES was standardized for interoperability and scrutinized widely;
its 56-bit key length makes exhaustive search increasingly feasible, as early
analyses argued [1,2].

For de-identification, we use the permutation property to create
deterministic tokens: pack an identifier into one or more 64-bit blocks, apply
Triple-DES as the core permutation, and re-encode the result into the field’s
allowed character set. Determinism preserves referential integrity for joins,
while access to keys can be restricted for controlled re-identification [1,3,6].

Many real identifiers have constrained formats (e.g., fixed-length digits).
Format-preserving techniques address this by using Rank-then-Encipher (RtE):
ranking maps a formatted value to an integer, a block-cipher-based permutation
encrypts the integer, and unranking maps it back to the original format [7.8].
RtE aims to preserve only format properties; preserving extra message-specific
characteristics can leak information and weaken protection [7].

In a DES-family setting, Triple-DES can serve as the underlying
permutation inside RtE when system constraints require it, but designers should
apply domain separation (per-field keys or context tweaks) to prevent
cross-dataset linkability, especially for small domains where enumeration
1s practical [8].

k-Anonymity requires that each quasi-identifier pattern in the released
dataset correspond to at least k records, reducing the chance that a record
uniquely matches an external reference [4]. A practical enforcement method
1s to iteratively generalize (e.g., date—year, ZIP—region) and suppress outliers
until the minimum equivalence-class size reaches k. Empirical work on health
datasets shows that algorithm choice affects information loss and runtime, and
that optimized methods can improve utility compared to simpler heuristics [6].

Security: deterministic tokens enable linkage, but they remain vulnerable if
the token domain is small or if the underlying cipher key is weak; therefore
single-DES 1s unsuitable and Triple-DES should be used when DES
1s unavoidable [1,2]. Utility: stronger generalization for k-anonymity reduces
re-identification risk but degrades analytic precision; selecting k and hierarchies
should be guided by intended wuse and  acceptable  risk
thresholds [5, 6].

Conclusion

A practical way to enhance de-identification is to combine cryptographic
pseudonymization of direct identifiers with formal control of quasi-identifier
linkage. DES-family permutations (preferably Triple-DES) can generate stable,
reversible tokens and can be adapted to format-constrained fields via RtE
methods. k-Anonymity then reduces linkage risk by ensuring non-unique
quasi-identifier patterns, with an explicit privacy—utility trade-off
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