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CPABHUTEJIbHBII AHAJIN3 UCTOYHHUKOB U3JTYUEHUSA IS
NN P®POBAHHUA C ITIOMOIIBIO KBAHTOBBIX TOYEK
A1O. Edpemora, B.M. Anepupenko
Vupeoicoenue obpazosanus « beiopycckuti cocyoapemeennuiii ynugepcumen
uHgopmamuru u paouosnekmpoHukuy, e. Munck, Pecnyboaiuxa beaapyco

AHHoTauusi. B craThe CpaBHMBAIOTCS WCTOYHHKH H3JIYYEHHs, HCIOJb3yeMble IPH
muppoBaHUM HMHPOPMAIIMM HA OCHOBE CIIEKTPOB TMOMJIOIIEHHS] KBAHTOBBIX TOYEK.
[IpoaHanu3upoBaHbl 3Tambl MPOBEACHUS NMPOLEAYPH MH(POBAHUSA, a TAKKE TEXHUYECKHE
cpencrsa, HeoOxommumele st 3Toro. Ocoboe BHMMAaHME YAENIEHO IPaBUILHOCTH BbIOOpA
UCTOYHUKOB M3JIy4eHHs.. B pe3ynbrare CpaBHUTENBHOTO aHAJIN3a MCTOYHUKOB H3JYYECHUS
BBISIBJICHO, YTO ONTHMAJIbHBIA BBIOOP MCTOYHMKA IMOBBIIIAET TOYHOCTb, BOCIIPOU3BOAMMOCTD
U YCTOHYHUBOCTb KPUNTOTPaQHUECKON CHCTEMBI.

KawueBble caoBa: 3amura uHGOpManuy, mudpoBaHue, KpuUnTorpadus, KBAHTOBbIC
TEXHOJIOTUH, KBAHTOBBIE TOYKH, CIIEKTpP, UCTOYHUK HU3JydeHus, ynbrpaduonerosoe (YD)
uznyuenue, nappaxkpacaoe (MK) msnyuenue.
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COMPARATIVE ANALYSIS OF RADIATION SOURCES USED FOR
ENCRYPTION BASED ON QUANTUM DOTS
A.Y. Yafremava, V.M. Alefirenko
Educational Institution “Belarusian State University of Informatics and
Radioelectronics”, Minsk, Republic of Belarus

Abstract. The article compares radiation sources used in information encryption based on the
absorption spectra of quantum dots. The stages of the encryption procedure, as well as the
technical means required for its implementation, are analyzed. Particular attention is paid to the
correct selection of radiation sources. As a result of the comparative analysis, it was found that
the optimal choice of source improves the accuracy, reproducibility, and robustness of the
cryptographic system.

Keywords: information security, encryption, cryptography, quantum technologies, quantum
dots, spectrum, radiation source, ultraviolet (UV) radiation, infrared (IR) radiation.

BBenenue

B cBs3u ¢ HempekpamaromuMcs Pa3BUTHEM KBAHTOBBIX TEXHOJIOTHMA
B o0nacté 3amuTel WH(pOpMAIMK, KpaiiHe BaXKHO YACIUTh BHUMAHHE
UCCJIEA0BaHMSIM B 001aCTH KBaHTOBOM KpunTorpadum.

OcoOplii  WHTEpPEC NPEACTABISICT MHPPOBAHUE C HWCHOJb30BAHUEM
KBAHTOBBIX TOYEK — HAHOPA3MEPHBIX MOJYMPOBOJAHUKOBBIX CTPYKTYD,
o0iafaroIuX JUCKPETHBIM CIIEKTPOM YHEPreTUYECKUX YPOBHEHN U ONTUYECKUMU
XapaKTEPUCTUKAMH, KOTOPBHIE  MO3BOJSIOT  (DOPMUPOBATh  YHUKAJIbHBIC
CMEKTpPAJIbHbIe  CUTHATYypbl, MPUMEHUMBIE B  3ajayax IuuM@poBaHus
v ayreHTHUKanuu [1].

OcHoBHAA YACTH

HUnes mmdpoanuss uHGOpPMAMM HAa OCHOBE CHEKTPOB MOTJIOLICHUS
KBAaHTOBBIX  TOYEK  3AKIFOYAETCS B MCIOJB30BAHUM  MHOTOMEPHOTO
CHEKTPATBHOTO OTKJIMKA Kak (u3nueckoro Hocutens mudpa: ambo Kak
(pU3NYECKOro KIroUYa, JIMOO KaK HOCHTENS MHOTOKAHAIBHOTO CIEKTPaIbHOTO
P pOBaAHUSI.

JUTs anbHEHIIEro CpaBHEHUS TEXHUYECKUX CPEACTB, HEOOXOAMMO JUIs
HAYaja PaCCMOTPETh ATalbl MPOBEACHUS MPOLEAYPhI IU(POBAHUS. MOATOTOBKA
oOpasna;, KanuOpOBKA, M3MEPEHUE CIEKTPA;, MNPOBEPKA IMOBTOPSEMOCTH,
NPOBEPKA aJAIMTUBHOCTH U JTUHEHHOCTH, (POPMUPOBAHUE KPUNTOIPAPHUECKOTO
KJTt04a; Jemu(poBaHUE U OLIEHKA OITUOOK.

UroObl Takoii moaxox ObuUl  BOCHPOM3BOAMM, TpeOyercs UENbIi
TEXHOJIOTHYECKANH KOMIUIEKC, COCTOSIIIMA W3 HMCTOYHHKOB W3TYUYECHUS,
CHEKTPOMETPOB/MOHOXPOMATOPHI, BEIIECTBA-ACTEKTOPHI, ONTHYECKAas OOBSI3KA
B BHUJC (UIBTPOB, NEPKATENCH, MHTErPUPYOIUX CPEP, TEHEPATOPOB, a MPH
HEOOXOMMOCTH — KPUOTEHHBIX CUCTEM (KPHOCTAThI) U MUKPOCKOITHUIO.
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BbiO0p MCTOYHMKA M3TYUYCHUS SBISIETCS KPUTHUYECKH BAKHBIM (PAKTOPOM
Opy  peajM3ali  CXeM IMH(PPOBAHKMS HA OCHOBE CHEKTPOB MOTJIOMICHUS
KBAHTOBBIX TOUYEK, MOCKOJIbKY UMEHHO OH OMPEACIIICT XapakTep GopMUPyeMOro
CHEKTPATIBHOTO OTKJIUKA, €10 CTAOWIIBHOCTh M BOCIPOU3BOAUMOCTS [2,3].

B cBs3u ¢ stum ganee B Tabnuie OyAE€T MPEACTABICHO CPaBHEHUE
HECKOJIBKUX UCTOYHUKOB M3 TYyUEHUSI.

CpaBHUTENBHBIN aHATN3 UCTOYHUKOB M3JTYUEHHUS, UCTIONb3yEMBIX JUIs ITU(POBAHUS C IIOMOLIBIO
KT Comparative analysis of radiation sources used for encryption based on quantum dots

Bonsdpam-
XapaxTepuc eitrepueBas Kcenonosas
P P A P raJloreHHast LED / nazep
THKA jamrna Jamra
Jamra
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Hcnonssyercs . | U3JIy4eHue
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B BUIUMOH U . HCIIOJIB3YETCS
Has noJjie3- | o Y- o 1 WHT€HCUBHBIN
ommxueit UK- TOJIBKO ISt
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B xoxe CpaBHCHHUA YCTAHOBJICHO, YTO JIA HOCTPOCHHUA HAACIKHBIX CUCTCM

mrppoBaHUS

Ha OCHOBC

KBAaHTOBBIX

TOUYCK

HauOOJBUIYIO  [IEHHOCTh

OPEACTABISAIOT IIMPOKOMOJOCHBIE W HMHTEHCUBHBIE MCTOUHUKU HW3YyUYEHMS,
COCOOHBIE  00ECHEeUnTh OAHOBPEMEHHOE BO30OYXKAECHHE M PETUCTPALMIO
HIMPOKOrO JMana3oHa JJIMH BOJH, OJIHAKO KOMOMHUPOBAHUE PA3IMUHBIX THIOB
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UCTOYHUKOB MOXKET PAacCMaTpPUBATbCs Kak HamOOoJee MEPCHEKTUBHBIN MOIXO,
MO3BOJISFOLMI  OOBEIMHUTL TIPEUMYLIECTBA IIMPOKOTIONIOCHBIX M Y3KOTOJIOCHBIX
CHCTEM.
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