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HU.II I'ansk

Cmyoenm kaghedpvi npoekmuposanus UHGOpMayuoHHo-Komnviomepuvlx cucmem BI'YHP. Ob6nracmo
npopeccuoHanbHbIX UHMEPeCos / UCCIed08aHUlL: OU3HEeC-CUCTEMHbII AHATU3, NPUMEHEHUe Memo008 AHANU3A OAHHBIX U
MEXHON02ULL UCKYCCMBEHHO20 UHMEeKMa OJisi ONMUMU3AYUY OUSHEC-NPOYECcOos, U NOOOEPIICKIL NPUHAMIUSL PEULeHUI.

E.A. Kacnepey
Cmyoenm kagedpwl undiceneproii ncuxonoeuu u speonomuxku BI'YUP. Obnacme npogheccuonanbHblx uHmepecos
/ uccnedosanuil; A3bIKU NPOSPAMMUPOBAHUS, UCKYCCMBEHHbIU UHMEIEKM, UCCIe008AHUE UHIICEHEPHOU NCUXOTIOSUIL.

AnHoTtanmsi. B cratee paccmarpuBaeTcs pa3paboTKa JISTKOBECHOTO JITOPUTMA HPOBEPKH GKUBOCTI JIMILA B
PeKMME peabHOTO BPEMEHH, IPEAHA3HAYCHHOTO JUIS NPOTHUBOACHCTBUS IOJAEIKE OMOMETPHUYECKHX IaHHBIX B
cucremax BeO-uaeHTHUKanuu. [IpeayoxeHHbli MeTox 6asupyeTcs Ha aHaJIM3e aHTPOIIOMETPHUYECKUX TOYEK JIMIA C
WCTIONIb30BAaHMEM aJTOPUTMOB KOMITBIOTEPHOTO 3peHus. JlaHHBIM MOJXO0J] TO3BOJISAET CHU3UTH TpPeOOBaHMAX K
anrapaTHBIM Pecypcam, uTo AenaeT ero 3pQeKTUBHOM albTepHATHBOI PECypCOEMKNM HEHPOCETEBBIM PEILICHUSIM.

KoueBbie cjioBa: IETEKINS «OKUBOCTHY», OMOMETpUYECKast ayTeHTH(UKANNS, KOMIBIOTEPHOE 3peHHe, MOIeNKa
OMOMETPHUYECKHX TaHHBIX, BEO-NACHTH(HUKALNS, AHTPOIIOMETPUIECKHIE TOUKH JIUIIA.

BBenenne. B ycrnoBusx rio0anbHON mHM@poBH3ANMKM M Mepexoda K yAAICHHOMY
00CITy’)KUBaHUIO B (PMHAHCOBOM, F'OCY/IapCTBEHHOM U KOPIIOPAaTHMBHOM CEKTOpax, OMOMeTpHUYecKas
ayTeHTHU(UKauuss TO JIMIy CTaja HEOThEMJIEMbIM KOMIIOHEHTOM KOMIUIEKCHBIX CHCTEM
6e3onmacHocTd. OJHAKO POCT BBIYUCIUTENBHBIX MOIIHOCTEH M COBEPILIEHCTBOBAHHE METO/0B
CHHTE3a MEJMAKOHTECHTA MPUBEIM K PE3KOMY YBEIMYCHHUIO YHCIa aTak Ha MOJOOHBIE CHCTEMBI.
CornacHo aelicTByroleMy MexayHapoaaomy craunapty ISO/TEC 30107-1:2023, mogoOHbie yrpo3bl
KJIacCU(DUIUPYIOTCS KaK NPEAOCTaBICHHE CUCTEME OMOMETPHUYECKOro 3axBaTa JAHHBIX, IEINbIO
KOTOPOTO SIBJIIETCS] BMELIATEIbCTBO B paboTy Onomerpudeckoit cuctems [1].

B pamMkax TepMUHOJIOIMH CTaHAAPTA aTaKU MOTYT OCYIIECTBIIATHCS IBYMsI TUIIAMU CyOBEKTOB:
OMOMETPHUECKUM CaMO3BaHIIEM, KOTOPBIA CTPEMHTCS ObITh PACIIO3HAHHBIM KaK KOHKPETHOE APYTroe
JIMII0, W3BECTHOE CHCTEME, WIM OMOMETPHUECKMM MACKHUPOBLIMKOM, Ybsi IIeb — H30exarb

260


mailto:andryinna@bsuir.by
mailto:haliak.ivanba@gmail.com
mailto:kasperetsyevgeny@gmail.com

Jleenaoyamas mexcoyHapooHas nayuno-npakmuyeckas kongepenyus BIG DATA and Advanced Analytics, Munck,
Pecnybnuxa Benapycn, 23 anpens 2026 200a

pacro3HaBaHMs WU CKPBITh CBOM COOCTBEHHBIC XapaKTEPUCTHKH 0e3 HaMepeHHs MMUTHPOBATbH
KOT0-11100.

HecmoTpst Ha pasznuuue B MOTHBaX 3J0YMBIIIJICHHUKOB, YIpo3a B 000MX CIIy4asx 3a4acTylo
CBOJUTCA K aTake Ha YpOBHE INpenbsBieHus (Presentation Attack), B 4aCTHOCTH HETIOCPEICTBEHHO
Ha CEHCOp 3aXBaTa JJaHHBIX. B manHoi paboTe paccMaTpuBaeTcs IpOTHUBOCHCTBUE ATOMY TUITY aTak.
KitoueBoii KOHTpMEpO# B TaHHOM Cllydae BBICTYIIAET MPOBEpKa «KHUBOCTH» ([liveness). Ilon atum
TEPMUHOM IIOHUMAeTCsl M3MEPEHHE M AaHaJIU3 aHAaTOMMUYECKHX XapaKTEPUCTHK, a TaKxkKe
HETMPOU3BOJIBHBIX WM MPOU3BOJIBHBIX PEAKLUH C IENBIO OMPEIEICHUS] TOT0, TPOUCXOIUT JIH cOOp
OMOMETPHUYECKUX JAHHBIX OT >KMBOTO CyOBEKTa, MPUCYTCTBYIOLIETO B TOYKE 3axBaTa. MeToJbl
IIPOBEPKHU MOJJIMHHOCTH, OCHOBAHHBIE HA 3TOM IIPUHIIUIIE, SBIISAIOTCSA IOJIMHOKECTBOM MEXaHU3MOB
obOHapy>xeHus atak (Presentation Attack Detection — PAD).

CoBpemennble peanuzaiun  PAD-cucteM B OOJNBUIMHCTBE CIyyaeB ONHUPAIOTCS Ha
UCTIOJIb30BAaHUE HEHPOHHBIX CeTed JJs BBIABJICHUS apTe(aKkTOB TOAJEIAHHOW OHOMETPHH.
HecMOTpsi Ha BBICOKYIO TOYHOCTb, TaKH€ pEIIEHUs O0JIajaloT HEJOCTaTKaMH B KOHTEKCTE BeO-
CHCTEM.

Bo-niepBrix, cepBepHast 00paboTKa BHICOMOTOKA BHOCHUT CYIIECTBEHHYIO 3aAepxkKy (latency),
KOTOpasi C y4€TOM CETEBBIX U3epkeK MoxeT gocturats S00—1000 mc, 4To ABISIETCS HETPUEMIIEMBIM
rokaszaresieM JJIsl MHTEPaKTHBHBIX I0JIb30BaTENbCKUX MHTEp(delicoB. Bo-BTOPHIX, SKOHOMHUYECKas
3¢ HEKTUBHOCTh OJOOHBIX pEIIeHUI Py MacIiTaOUPOBaHUM KpaliHe HU3KA: MPOU3BOAUTEIBHOCTD
COBPEMEHHBIX MOJEJNIEN Ha cTaHAapTHBIX cepBepHbIX CPU 3adacTyro orpaHMueHa CKOpocThio 5—15
KaJIpOB B CEKyH/Y. DTO BbIHYk/1aeT KOMIIaHUM HHBECTUPOBATh B foporocrosimue GPU-yckopurtenu
U TIOAJIEpXKAHUS TPUEMIIEMON TPOM3BOIUTEIBLHOCTH NPU OOCITY>KMBAaHMM OOJIBIIOTO IOTOKA
OJTHOBPEMEHHBIX ceccHii Bepuukanuu [2].

Lenbto qaHHOM pabOTHI ABISETCA pa3pabOTKa METO/Ia aKTHBHOTO OOHAPYKEHHUS aTakK Jyis BeO-
UHTEpQEICOB, TMIICHHOTO YKa3aHHBIX HEJOCTAaTKOB. B OCHOBY mpeiaraeMoro pemeHus moixoxeH
MHTEPAaKTUBHBIA aHANW3 TOYEK JIMLA I0Jb30BaTENs B PEXHUME pealbHOro BpeMeHu. CucreMa
TEHEpUPYET CIydalHYI0 M10CIE0BATEIbHOCTD 3aJaHUI (IIOBOPOTHI FOJIOBBI, MOPTaHUE, U3MEHEHHE
MUMUKH) — M OLEHUBAET KOPPEKTHOCTb MX BBIIOJHEHHS C IOMOILBIO JIEFTKOBECHOIO
MaTEMaTUYECKOI0 amnmnapara KOMIBIOTEPHOIO 3pEHMS, YTO I03BOJISET NPOBOJUTH MPOBEPKY Ha
cepBepax 0e3 Crennanu3upoBaHHOTO 000PYIOBAHUSI.

Teopernueckuii 6a3uc M UCNOJAb3yeMblil CTeK TexXHOJOruil. B ocHoBe pa3zpaboraHHOroO
JITOPUTMA JISKUT KOMOMHAIHS KJIACCHYECKUX METOJ0B KOMITBIOTEPHOTO 3pEHHSI, UTO 00EeCTIeYHBAET
MOBBIIIEHUE TPOU3BOIUTENHFHOCTH Ha cTannapTHoM CPU 6e3 MmpuBIeUYEHUS CHEIMATH3UPOBAHHbBIX
yckopureneid. Cam xe (pu3ndecKuil mporecc AETEKIUH MPEICTaBIsSeT co00W MalluHy MpPOBEPKU
COCTOSIHMHM, KOTOpas B peXHUME pEabHOTO BPEMEHHU BBINOJHIET IOTOKOBYIO 00paboTKy
BUJCOJNAHHBIX. I KakI0oro Kajpa IOCIEI0BAaTEIbHO IPOU3BOJATCS CIEIYIOIIME OINEpaLU:
JIOKaNMM3alys JMIa, ONpeiefieHHe KOOPIWHAT €ro aHTPOINOMETPUYECKHX TOYEK, pacueT Habopa
YHUCIIOBBIX JIECKPUNITOPOB (KOA((UIIMEHTOB OTKPHITOCTH IJ1a3, pTa U YIJIOB MOBOPOTA TOJIOBBI) U
CpaBHEHHE ATHUX JIECKPUIITOPOB C IMOPOTOBBIMU 3HAYEHHUSIMU, COOTBETCTBYIOLIMMHU TpeOyeMoMy Ha
JTAHHOM »TaIrle ACUCTBUIO.

KittoueBbIM 3TanoM BCEro mporiecca sBISETCS BbIACIEHUE aHTPOIIOMETPUUYECKUX TOUYEK JIMLIA
(Facial Landmarks). JIns peuenus 3Toit 3ajjaun BeiOpana 6ubnuorexa DI/ib u peann3oBaHHBIN B HEH
METO/, UCTIOJIB3YIOIMNA MPEeABAPUTEIHHO OOYUEHHYIO MOJIENb, KOTOpasi 3aXBaThIBACT MOJIOKECHUE
KJIIOYEBBIX TOUYEK HAa OCHOBE aHajH3a H300paxkeHWs. JlaHHBIA IMOAXOJ TO3BOJISIET ONPEAETH
KOOpAMHATHI 68 KIIIOUEBBIX TOYEK, OYEPUMBAIOLINX KOHTYpPHI YEIIOCTH, OpOBEii, HOCca, TJa3 U Ty0
(pucynoxk 1). Bei6op B monbs3y DI/ib 06ycnoBiieH (poKycoM Ha MPOU3BOAUTENBHOCTD HA IIEHTPATbHOM
IIPOLIECCOPE U TIOCTATOYHON TOYHOCTBIO I PEILIEHUS IOCTABICHHBIX 3a1a4 [3, 4].
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Pucynok 1. 68 Touek nuua, oOHapyKMBaeMbIX Onbnuorexoit dlib

[Tocne momydeHus: MaccuBa KOOpAMHAT 68 TOUEK, CHCTeMa MEPEeXOAMT K pacueTy Habopa
YHCJIOBBIX JIECKPUIITOPOB, OTPAKAIOLUIUX TEKYIIEE COCTOSHUE MHUMHMKU M IIOJOXKEHHS TOJIOBBI
nosib3oBarensd. J[ns KOIMYECTBEHHOM OLEHKM MOpPraHusl M 3aKpblTUs TIJla3 I[PUMEHsIETCA
K03 (UIIMEHT COOTHOIICHHs CTOPOH ria3a (Eye Aspect Ratio — EAR) [5]. Jaunbiit K03QpuueHt
YHUCJICHHO BBIPAXKACT OTHOIIEHHE CYMMBI PACCTOSHUM MEXAy BEPTHUKAIbHBIMU TOYKAMH-
OpPUEHTHPAMU TIJIa3a K PACCTOSHUIO MEXAY €ro FOPU30HTAJIBHBIMU TOUYKaMHU-OpHEHTHpaMH. Takoe
COOTHOILIEHHE OCTACTCS CTAOMIIBHBIM IIPU OTKPBITOM TJ1a3€ U CTPEMHUTEIBHO CHUKAETCS K HYJIIO TIPU
€ro 3aKpBITUH, UTO JETAaeT ero MHIMKaTopoM Mopranus. [1o ananoruu ¢ EAR, 1u1st AeTEKUUH yIBIOKH
BBeleH KOX(PQUIIMEHT COOTHONICHUs CTOpoH pta (Mouth Aspect Ratio — MAR), KOTOpBIii
BBIUYHCIISIETCS] CXOKUM 00pa3oM, OLIEHUBAs CTENIEHb OTKPBITHS pTa OTHOCUTEIBHO €r0 IIUPUHBI.

Jlist BBITOSTHEHHS. HauboJ1ee CII0KHON YaCTH MPOBEPKHU — OTCIICKHBAHUS TOBOPOTOB TOJIOBBI —
MCTOJIB3YETCSl METOJ| OILICHKH MPOCTPAHCTBEHHOTO MOJ0oXeHus: oobekra (Head Pose Estimation).
JlanHast 3aja4a CBOAUTCS K KJIaccHdeckou mpobneme Perspective-n-Point (PnP) m pemiaercs ¢
MOMOIIBI0 OTHOMMEHHOTO anroputMma (SolvePnP) w3 oubmuoreku OpenCV [6]. Meton HaxoauT
opueHTanio o0vekTa B 3D-mpocTpaHCTBE IMyTeM COIOCTABJICHUS HabOpa €ro STaJIOHHBIX
TPEXMEpHBIX TOYEK (B JaHHOM ciy4yae — o0oOmeHHas 3D-Mozenb JMna) ¢ MX JBYMEPHBIMH
NPOCKIMSIMH Ha W300pakeHUH. B pe3ynbraTe anropuTM BBIYUCISET BEKTOPHI BpallleHUs U
CMEILEHHS, KOTOPBIE 3aTeM IPeo0pa3yIoTcs B yIIIbl Diiepa: ppickaHue (yaw), TaHrax (pifch) v KpeH
(roll). Ananu3 yrna peickaHus (yaw) MO3BOJISIET CUCTEME OIPENIENIUTh, TOBEPHYII JIU T0JIb30BaTENh
TOJIOBY BJIEBO MJIM BIPABO B COOTBETCTBUHM € MOJYUYEHHON MHCTPYKIIHUEH.

IIporpamMHasi peajiu3anms M apXUTEKTypa CHCTeMbl. APXUTEKTypa pa3pabaThiBaeMOii
CHCTEMBI 0a3UpyeTcsi Ha KIMEHT-CEPBEPHOM B3aWMOJICHCTBUHU, ONITUMH3UPOBAHHOM JUISI TOTOKOBOM
00paboTKH BUIEOAHHBIX B BeO-uHTEpdetice. CormacHo MpeacTaBIeHHON auarpaMMe (pHUCYHOK 2)
MOCJIeI0BaTEeIbHOCTH 00padOTKM Kajpa, IUKJ HAYMHAETCs Ha CTOpPOHE KiueHTa (Opaysepa), Tae ¢
nomotiplo uHTepdeiica getUserMedia ocymecTBisieTcss 3axBaT BHUACONOTOKA C BeO-KaMepsl
nojp3oBarens. [lyis MUHMMM3AaLMU HAarpy3Ku Ha KaHall CBSI3U M OOECIIEYeHHs] COBMECTUMOCTH C
npoTtokosioM HTTP, Kaxablii 3HAUMMBINA KaJp MoJBepraercs npeodpazoBanuio B ¢opmar Baseb4.
[lepenaua maHHBIX Ha cepBep, peaTM30BaHHBIN Ha 6a3ze MUKpodpermBopka Flask, ocyliecTBiseTcs
MOCPeICTBOM acUHXPOHHBIX POST-3ampocoB. Takoi moaxo/ Mo3BOISET peain30BaTh KOHUEMIIUIO
«TOHKOTO KJIMEHTa», TJIe BCE PECYpPCOEMKHE BBIUMCIICHUS, CBS3aHHBIC C aHAJIM30M OHMOMETpPHH,
BBIHOCSITCS HA CEpPBEPHYIO0 CTOPOHY, oOecrednBas CTAOMJIbHYIO pPabOTy CHUCTEMBI Jaxe Ha
MOOMJIBHBIX YCTPOMCTBAX C OrpaHUYEHHON BBIYMCIUTEIHLHON MOIIHOCTBIO.

LleHTpasIbHBIM 3JIEMEHTOM JIOTUKH paboThl cepBepa BBICTYNaeT MOIynb «Liveness State
Machine», ynpaBisIOIMKA MOCIEIOBATEIBHOCTBIO 3TamnoB mpoBepku. Ilpomecc Bepupukanum
pasfesieH Ha psj MOCJIEOBATEIbHBIX COCTOSHUM: OT NMEPBUYHOM JIOKAIM3ALMM JIMIA 10 aHaJIn3a
cneun(puyeckux KomaHj (IIOBOPOTHI TOJIOBBI, MOpraHue, MuUMHUYeckue peakuuu). Ilepexom
KQKJOMY CJEIYIOLIEMY 3Tally BO3MOKEH TOJIBKO IPHU YCIOBUHU YCIEIIHOTO BHIIOJHEHUS TEKYILETO
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3a/laHMsl, YTO KOHTPOJIUPYETCS] MyTEM HEMPEPHIBHOIO COIMOCTABIEHUSI PACUETHBIX JECKPUIITOPOB
(EAR, MAR, Yaw) ¢ STaJlOHHBIMH TOPOTOBBIMH 3HaueHUSMU. [[0700HBIA TOIXO0J HCKIIOYAET
BO3MOXXHOCTh TOJIMEHBI OMOMETPUYECKUX NNaHHBIX CTATUYECKHMMH H300pPKEHUSMU WM 3apaHee
3aMMCaHHBIMH BHIICOPparMeHTaMH, TaK KaK CUCTeMa TPeOyeT MMHAMUYECKOW PEaKIMH B OTBET Ha
CIIy4yallHO CT€HEpUPOBaHHBIE UHCTPYKIIHUH.

Awarp noc. T Tu o6paboTku Kappa (YnyuwenHan)

Mopayne Liveness

Nonb3osatens KKAMEHT Us) ) | Cepsep (Flask) J | (State Machine) | Dlib / OpenCV

1 HaxoauTcsa nepea Kamepon

loop J [Kaxaeie N mc]

2 3axeaT nsobpaxxeHns
(getUserMedia)

3 KoavposaHne (Base64)

4 POST Nvideo_feed

5 process_frame_for_liveness(frame)

6 cvtColor(BGR to GRAY)

7 Gray Frame ‘

8 detector(gray)

9 fluuo (rects) | ‘

(Calt __{ [[wuo nannewol
10 predictor(gray, rect)

11 68 Touek (shape) | ‘

12 PacueTt EAR, MAR, Head Pose

13 O6HOBNEHME COCTOAHUSA
(State Machine Logic)

14 OTPUCOBKA CETKM 1 KOHTYPOR,

15 AHHOTUPOBAHHBIN KaAp

16 return {img, feedback, step}

[7iwiio HE[Hanpenol
17 return {None, "Jluuo He HanaeHo"}

18 HTTP 200 (JSON)

19 O6HoBNEHME <img> n <text>

20 BusyansHblin hnabek

I'Ionhs‘o'g‘aTenb KnueHrT (JS) Cepsep (Flask) Moayne Liveness Dlib / OpenCV

(State Machine)

Pucynok 2. Jlnarpamma nocienoBaTeIbHOCTH 00paboTKH Kajpa

Jnst ynoOcTBa B3aMMOACHUCTBUS C KIMEHTOM IpeJIoKeHa MOICUCTEMa BU3YyaJIbHOW 00paTHOM
CBA3U. B mpouecce aHanM3a Kagpa MOIYJb 3aXxBaTa aHTPOIIOMETPUYECKUX TOYEK HE TOJIBKO
BBIUMCIIIET MaTeMaTHYeCKUe TOKa3aTenu, HO U (opMUpYyeT aHHOTHpPOBaHHOE M300pakeHue. Ha
UCXOJHBIA BUAECONOTOK B PEKUME PEAJbHOIO BPEMEHM HAKJIa/IbIBAETCS aJalTHBHAs ceTKa u3 68
KJIFOUEBBIX TOYEK M KOHTYPBI OCHOBHBIX 4epT JiMIA. Busyanusanus mporecca IETEKLUU CIIyKUT
MHCTPYMEHTOM B3aMMOJCHCTBHS C TOJb30BATEIEM: OHA IO3BOJIAET CYOBEKTY KOPPEKTHPOBATH
IIOJIOXKEHUE T'OJIOBBI OTHOCUTEIBHO KaMephl U OCBEILIEHHOCTH, a TaKKe IIOATBEPKAACT, YTO CUCTEMA
KOPPEKTHO pAacHO3HaeT ero OumoMeTpuyeckue xapaktepucTuku. Ilocie 3aBeprieHust oOpabOTKH
KaJpa cepBep Bo3BpamiaeT KIMEHTY JSON-00BEKT, COoAepiKalluii TeKYLIHMH CTaTyC MpPOBEPKH,
TEKCTOBYIO HHCTPYKIIMIO M MOAM(DULIIMPOBAHHBIN KaJp ¢ HAIOXKEHHOU rpaduKoil 17151 0TOOpaKeHHS
B Opaysepe.

PesyabraTrbl JKCHEPHUMEHTOB W OLEHKAa J(@@eKTuBHOCTH. 11  TeCcTUpOBaHUSA
pa3paboTaHHOTO AIrOPUTMA CO3aH BeO-uHTEepQeEiic, MO3BONIAIONINI IPOBECTH SKCIIEPUMEHTAIBHYIO
OLICHKY Kak d3(QEeKTUBHOCTH CHCTEMBI, TaK M YyJA00CTBa €€ WCIONb30BaHUS (pUCYHOK 3).
[Tonp30BaTenbCKHii MHTEPQEIC CIPOSKTUPOBAH C yUETOM MUHUMHU3AIMH KOTHUTUBHOM HAarpy3Ku Ha
nojp3oBarens. LleHTpanbHyto 001acTh 3aHUMAET BUACOIIOTOK € BeO-KaMephl, TJie BCIOMOTaTeIbHBIN
OBAJIBHBIM KOHTYp IIOMOTIaeT MOJIb30BAaTENI0 MPABUIBHO MO3UIMOHUPOBATh JUI0. B npaBoii yactu
9KpaHa pacIOJIOKEH MOLIAroBbI MHJIMKATOP 3TallOB IIPOBEPKU, KOTOPBHIM B PEAIbLHOM BPEMEHHM
oroOpaxkaer Tekyumii mporpecc. [lox BUAEOMOTOKOM BBIBOJUTCS TEKCTOBasi OOpaTHas CBS3b,
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coJepkalasl Kak MHCTPYKIMH JUIsl cleaylomiero neiictBus (Hampumep, «lloBepHute roioBy
BJIEBO»), Tak u ciyxebHble cooOmeHus (Hampumep, «JIuio He HalimeHo»). Takas KOMIOHOBKa
MPEOCTABIAET BO3MOXKHOCTh B3aUMOJICHCTBUS M TO3BOJISIET MOJI30BATENIO MOIYYaTh OOpaTHYIO
cBs3b 00 3(h(peKTUBHOCTH CBOMX NEHCTBUI B paMKax Ipoliecca BeprupuKaum.

Liveness 3TAMbI NPOBEPKM

0) MoaxnioueHue.

3) Cwmorpurte & kamepy

TosepHuTe ronosy BIEBO

rosepHuTe ronosy BIMPABO

Nowmopraiire

3axpoiite MNPABbLIV a3

3akpoiTe NEBbIA rnaz

YnuiGHuTeCH

MomecTuTe NMUO B OBan loroso!

Pucynoxk 3. Ilonp3oBarenbckuid HHTEpQeiic cucTeMbl Bepudukanuu

B xoxe ampobammu mogoOpaHbl MOPOTOBBIE 3HAUEHUS IS KAKIOTO U3 KOHTPOIUPYEMBIX
OMOMETPUUYECKUX TMMapaMeTpoB. 3ajadell Ha JaHHOM OJTale SBISUICS TOHWCK OajmaHca Mexmy
YCTOMYMBOCTBHIO CUCTEMBI K aTakaM Ha MPEAbSIBICHUE M MHHUMHU3ALMEH JIOKHBIX OTKAa30B B
obcnyxuBanuu (False Rejection Rate, FRR). OnTuMalibHbIC 3HAYSHUS, UCTIONb3yeMbIe B (PMHATHHON
BEPCHUH CHCTEMBI, IPUBEICHBI B Ta0uIie 1.

Tabauya 1. IloporoBble 3HaYeHUs TAPAMETPOB VIl MAIIMHBI COCTOSIHUI

Otan npoBepKu KonTponupyeMslii napamerp IToporosoe 3HaueHue
®dukcanus B UEHTPE VYroun peickanus (Yaw) +30 rpamycoB
IToBopoT BieBO/BIIpaBoO VYron prickanus (Yaw) >+25/<-25 rpagycos
Mopranue Koadpunment EAR <0.24

3aKphITHE OJHOTO IN1a3a Koadpunment EAR (3aKpbITHI) <0.24

Vie10ka Koadpunment MAR >0.40

TectupoBanue noATBepAno 3h(eKTHBHOCTH pa3pabOTaHHOTO MOAXO0Ja MO JBYM KIIOYEBBIM
HampaBJICHUSAM: O€30MacHOCTh W IPOU3BOAMUTENBHOCTh. B  Xome TecTHpoBaHHs TPOBEpPEHA
YCTOMUMBOCTh CHUCTEMBI K OCHOBHBIM THIaM 2D-aTak Ha MNpexbsSBICHUE: AITOPUTM YCHEIIHO
UACHTU(PUIMPOBAT M OJOKUPOBAJ TOMBITKA MPOXOXKICHHUS BEpUPHUKAIMH C HCIOIb30BaHUEM
CTaTUYHBIX apredakTroB (pacrnedyaraHHsle ¢ororpaduu) W AUHAMHYECKUX  apTe(akToB
(Bocmpom3BeieHUE BHUAEO3aMMCell Ha 3KpaHaX MOOWJIBHBIX yCTpOHCTB). OZHOBPEMEHHO C ITHM,
OLIEHKA MPOU3BOAMTEIBHOCTH TOKa3aja, 4TO CPEIHss JaTeHTHOCTh 00pabOTKM OJHOTrO Kajapa Ha
craanaptaoM cepBepHoM CPU (Intel Core i5) naxogutcs B auamnasone 30—40 mc. Takoil HU3KUH
MoKa3atesb MO3BOJISIET MOMJICPKHUBATH O 25 OJHOBPEMEHHBIX CecCHil BepU(UKaLUU B peaTbHOM
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BPEMEHH Ha OIHOM IIPOLECCOPHOM Spe, YTO TMOATBEPKAAECT BBICOKYIO apXHUTEKTYPHYIO
3G HEKTUBHOCTD [T BEICOKOHATPYKEHHBIX BE0-CEPBHCOB.

3akioyeHue. B xoze uccienoBanus pa3paboTaH U MPOrPaMMHO PEAU30BaH JIETKOBECHBIN
QIrOPUTM AaKTUBHOM MPOBEPKHU <OKUBOCTH» (Active Liveness Detection), OCHOBaHHBI Ha
KOMOWHAIIMM METOAO0B KOMITBIOTEPHOTO 3peHus. [IpennokeHHbI MeTO/1, UCTIONB3YIOMUNA MAaIIuHy
COCTOSIHMH JUIsl aHanW3a JUHAMUKUA aHTpONoMeTpuueckux Touek nwia (EAR, MAR, Head Pose),
MPOIEMOHCTPHUPOBAJT CBOIO 3(D(PEKTUBHOCTH B MIPOTHBOACHCTBIH aTaKaM C UCIIOJIb30BaHUEM (DOTO U BUIIEO.
[IpoBeneHHbIE SKCIIEPUMEHTHI  TOATBEPIMIM, YTO CHCTEMa OOJajaeT JIOCTATOYHO — BBICOKOM
MIPOM3BOMTENIFHOCTBIO HA CTaHIAPTHOM CEPBEPHOM OOOPYIOBAHHMHM, YTO JENAECT €€ SKOHOMHYECKU
BBITOZHBIM M JIETKO MacCIITaOUpyeMbIM pelieHreM. PaboTa MOKa3bIBaeT, 4TO KIIACCHYECKUE AJTOPUTMBI
KOMITBIOTEPHOTO 3PEHHUsI OCTAIOTCS aKTyaJIbHBIM M KOHKYPEHTOCIIOCOOHBIM MHCTPYMEHTOM Il peLeHuUs
3a/1a4 OMOMETPUIECKOM OE30ITaCHOCTH, TpeJyIarast MPAKTHYECKYIO AbTePHATHBRY TTyOOKOMy 00yueHH0. B
KQuecTBE HAlpaBICHUH [UIs JAIbHEHMIIero pasBUTUSI MOXKHO BBIIEIWUTh HWHTETPALMI0O B CHCTEMY
JIOTIONTHUTEINBHBIX TACCUBHBIX TIPOBEPOK (HAIIPUMED, aHAIU3 TEKCTYPhI KOXKH) JUIs IPOTUBOJCHCTBUS OoItee
CIIOKHBIM 3D-atakam, a TakKe aallTUBHYIO HACTPONKY IIOPOTrOBBIX 3HAUEHUH B 3aBUCHMOCTH OT YCIIOBUM
OCBELLICHHSI.
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ABTOpCKMIA BKJIAJ

Amnnpuanosny MiHaa BiaguMupoBHa — PYKOBOZICTBO M TIOCTAHOBKA 33/ja4M HCCIIEIOBAHNSL, ()OPMHUPOBAHHE CTPYKTYPBI
CTaTbH.

Tansik Ban IaBioBu4 — pa3paboTKa aropiT™a JISTEKIHH «GKMBOCTID JIHLIA, ITPOSKTUPOBAHHE MAaTEMaTHIECKON MOJIENH
apama aaTporoMerpudeckrx neckpuntopoB (EAR, MAR, Head Pose Estimation), mporpaMMeast peaymi3arist CepBEPHOM JIOTUKU
crcrems Ha Oaze Flask 1 OpenCV, nHTErparwist mroprTMOB MAIITMHHOTO 3PCHIS B PEITICHHE.

Kacnepen EBrennii AsiekcanapoBH4 — IIPOSKTUPOBAHKE MOJIB30BATENIHCKOTO HHTEpQelca U apXUTEKTypbl B3aUMOICHCTBIS
KIIMEHT-CEPBEPHOI CHCTEMBI, pa3paboTKa KIMEHTCKON YacT! TPFIIOKEHHS, TIPOBE/ICHHE SKCTIEPUMEHTATIHHOTO TECTUPOBAHYS, aHAIN3
KOPPEKTHOCTH pabOTHI CHCTEMBI TP PA3NTYHBIX CLIEHAPHSIX MCTIONB30BaHMSL.

EVALUATION OF THE EFFECTIVENESS OF GENERATIVE POLICY
IN OPTIMIZING DESIGN DECISIONS
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Abstract. The article explores the development of a lightweight real-time face liveness detection algorithm designed to counter
biometric data spoofing in web-based authentication systems. The proposed method is based on analyzing facial anthropometric
landmark dynamics using classical computer vision algorithms. This approach significantly reduces hardware resource requirements,
offering an efficient alternative to computationally expensive deep learning-based solutions.
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