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Abstract. The proliferation of IIoT devices introduces complex security vulnerabilities in cyber-physical systems. 
We propose AMS-HGNN, an Adaptive Multi-Scale Heterogeneous Graph Neural Network for real-time industrial 
anomaly detection. Our architecture features a Scale-Adaptive Graph Convolution mechanism, a Domain-Bridge Fusion 
module correlating cyber and physical entities, and a Lightweight Edge-Optimized design achieving sub-15ms inference 
on ARM devices. Evaluated on three industrial datasets (2.3M+ events), AMS-HGNN achieves an Fl-score of 0.938 on 
the SWaT benchmark -  a 6.8% improvement over existing methods -  while reducing computational overhead by 42%. 
Results confirm adaptive multi-scale learning as a viable pathway for deployable industrial security monitoring.
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Introduction. Industrial cyber-physical systems have undergone a fundamental transformation 
over the past decade, driven by the convergence of operational technology and information 
technology [5]. Modern manufacturing facilities, power generation plants, and water treatment 
systems now incorporate thousands of interconnected sensors, actuators, and computational nodes, 
generating massive volumes of heterogeneous data at unprecedented velocities. This connectivity has 
enabled remarkable improvements in operational efficiency and predictive maintenance capabilities. 
However, it has also expanded the attack surface available to malicious actors, as demonstrated by 
increasingly sophisticated attacks targeting critical infrastructure worldwide Traditional anomaly 
detection approaches in industrial environments have relied heavily on rule-based systems and 
statistical threshold processing methods [6]. While these techniques can identify obvious deviations 
from normal operating parameters, they struggle with the complexity and subtlety of modern cyber­
attacks. Attackers have developed methods that exploit the intricate relationships between cyber and 
physical components, manipulating sensor readings in ways that appear legitimate when viewed in
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isolation but create cascading effects when propagated through the system. Recent advances in graph 
neural networks have opened new possibilities for modeling the relational structure inherent in cyber­
physical systems [7-10]. By representing system components as nodes and their interactions as edges, 
GNNs can capture the propagation patterns that characterize both normal operations and anomalous 
behaviors. However, existing approaches face several limitations when applied to industrial 
environments: they typically assume homogeneous graph structures that fail to distinguish between 
fundamentally different entity types; they employ fixed-scale receptive fields that cannot adapt to 
varying local graph densities; and they require computational resources that exceed the capabilities 
of edge-deployed monitoring systems. This paper addresses these limitations through an Adaptive 
Multi-Scale Heterogeneous Graph Neural Network (AMS-HGNN) specifically designed for 
industrial anomaly detection. Our architecture introduces novel mechanisms for dynamic scale 
adaptation, implicit domain bridging, and edge optimization that collectively enable effective real­
time security monitoring in resource-constrained environments. The contributions of this work are 
threefold: First, we propose a Scale-Adaptive Graph Convolution that dynamically adjusts 
neighborhood aggregation ranges based on local connectivity patterns. Second, we develop a 
Domain-Bridge Fusion module that learns cross-domain correlations without requiring annotated 
relationship labels. Third, we present an edge-optimized architecture that maintains detection 
accuracy while achieving inference latency suitable for real-time deployment.

Proposed Methodology.
2.1 System Architecture Overview. AMS-HGNN processes streaming data from industrial 

systems through a pipeline comprising three main stages: graph construction, multi-scale 
representation learning, and anomaly scoring. The graph construction stage transforms heterogeneous 
data streams into a unified graph representation with typed nodes and edges. The representation 
learning stage applies our proposed Scale-Adaptive Graph Convolution and Domain-Bridge Fusion 
modules to compute node embeddings. The anomaly scoring stage combines reconstruction-based 
and distance-based signals to produce final detection decisions.

2.2 Heterogeneous Graph Representation. We construct a heterogeneous attributed graph G 
= (V, E, X, T), where V represents the set of nodes partitioned into types including sensors, actuators, 
network hosts, and software processes. The edge set E contains typed relationships including sensor- 
actuator couplings, network communications, and process-device bindings. Node attribute matrices 
X contain time-series features extracted from raw measurements over a sliding window, while T 
denotes the temporal dimension capturing graph evolution. Unlike prior approaches that treat all 
nodes uniformly [7, 9, 10], we maintain type-specific transformation parameters that account for the 
distinct characteristics of different entity classes. Sensor nodes incorporate measurement statistics 
and calibration parameters, while network nodes feature traffic volume distributions and protocol 
characteristics. This type-aware representation enables the model to learn domain-appropriate 
transformations while still permitting information flow across type boundaries through shared 
embedding spaces.

2.3 Scale-Adaptive Graph Convolution. The core innovation of our approach lies in the Scale- 
Adaptive Graph Convolution (SAGC) layer, which dynamically adjusts neighborhood aggregation 
ranges based on local graph structure. For each node v, we compute a local density measure rho (v) 
that captures the connectivity of its immediate neighborhood. Nodes in dense regions receive smaller 
effective receptive fields to prevent over-smoothing, while nodes in sparse regions receive larger 
receptive fields to capture distant contextual information. Formally, the scale-adaptive aggregation 
for node v at layer l is defined as

hv(l)= ouGNkv(v)vuWv(l)hu(l-1),

where Nkv(v) denotes the k(v)-hop neighbourhood with adaptive radius k(v) determined by local 
density, vu represents attention weights computed via scaled dot-product attention [11,14], and Wv(l) 
is a type-specific weight matrix for node type v. The adaptive radius k(v) is computed as
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kv=max1, K-v0,

where K is the maximum hop count and 0 is a density threshold hyperparameter. This formulation 
enables the model to simultaneously capture fine-grained interactions in dense device clusters and 
long-range dependencies in sparsely connected subsystems. The density-dependent scaling ensures 
that computational resources are allocated efficiently, with more aggregation steps performed only 
where they provide meaningful additional context.

2.4.Domain-Bridge Fusion Module. The Domain-Bridge Fusion (DBF) module addresses 
the challenge of learning implicit correlations between cyber and physical domains without requiring 
explicit relationship annotations. The module operates on the principle that legitimate cyber-physical 
interactions exhibit statistical regularities that can be distinguished from adversarial manipulations. 
Given embeddings from cyber nodes (hosts, processes) and physical nodes (sensors, actuators), the 
DBF module computes cross-domain attention scores that identify potentially correlated pairs. For 
each physical node p, we compute attention weights over cyber nodes c via

pc=softmaxWQhpTWKhcd.

The attended cyber representation is then fused with the physical embedding through a gating 
mechanism

hp'=Ghp+(1-G)cpcWVhc,

where G is a learned gate that controls the balance between original and fused representations. The 
DBF module is trained with a contrastive objective that encourages high attention scores between 
genuinely coupled cyber-physical pairs while pushing apart uncorrelated pairs [15]. This self­
supervised approach eliminates the need for manually annotated relationship labels, which are often 
unavailable or incomplete in operational environments.

2.5 Edge-Optimized Architecture. To enable deployment on resource-constrained edge 
devices, we develop an edge-optimized variant of AMS-HGNN through progressive distillation and 
structured pruning. Starting from a full-precision teacher model trained on cloud infrastructure, we 
employ knowledge distillation [3] to transfer learned representations to a smaller student model with 
reduced layer dimensions and fewer attention heads. Structured pruning removes entire attention 
heads and filter groups based on importance scores computed from validation data [4, 13]. Unlike 
unstructured pruning that produces sparse matrices difficult to accelerate on standard hardware, 
structured pruning maintains dense tensor operations that map efficiently to ARM NEON 
instructions. The pruning process iteratively removes components and fine-tunes remaining 
parameters until target latency constraints are met. The final edge-optimized model achieves 42% 
reduction in floating-point operations while retaining 96.3% of the original model's detection 
accuracy. On a Raspberry Pi 4B representing typical industrial gateway hardware, inference latency 
averages 13.7ms per graph snapshot, well within the 50ms threshold required for real-time monitoring 
applications.

Experimental Evaluation.
3.1. Datasets. We evaluate AMS-HGNN on three publicly available datasets representing 

different industrial environments. The SWaT (Secure Water Treatment) dataset [1] contains 11 days 
of operation from a water treatment testbed, including 7 days of normal operation and 4 days with 36 
attack scenarios.

The WADI (Water Distribution) dataset extends this to a larger water distribution network with 
123 sensors and actuators. The ICS-Flow dataset provides network traffic and process data from a 
simulated industrial control system with documented attack sequences.
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Table 1: Dataset Characteristics
Dataset Nodes Edges Duration Attacks
SWaT 51 ~500K 11 days 36
WADI 123 ~1.2M 16 days 15

ICS-Flow ~8K ~450K 7 days 22

3.2 Baseline Methods. We compare AMS-HGNN against representative methods from three 
categories: traditional machine learning (Isolation Forest [6], One-Class SVM), deep learning 
approaches (LSTM-Autoencoder [8], Transformer-based detector), and graph-based methods (GDN  
[12], MTAD-GAT [14]). A ll baseline methods are implemented following their original 
specifications and hyperparameters are tuned using grid search on validation splits.

3.3 Detection Performance. Table 2 presents the detection performance of all methods 
measured by F1-score, precision, and recall. AMS-HGNN achieves the highest F1-score across all 
datasets, with particularly strong performance on SWaT (0.938) and W ADI (0.921). The 
improvement over the best graph-based baseline (MTAD-GAT [14]) ranges from 5.2% to 8.7%, 
demonstrating the effectiveness of our multi-scale and cross-domain innovations.

Table 2: Detection Performance Comparison

Method SWaT (F1) WADI (F1) ICS-Flow (F1)
Isolation Forest 0.698 0.712 0.745

LSTM-AE 0.823 0.798 0.834
Transformer-AD 0.856 0.834 0.867

GDN 0.891 0.867 0.889
MTAD-GAT 0.903 0.879 0.901

AMS-HGNN (Ours) 0.938 0.921 0.942

3.4 Ablation Study. To isolate the contribution of individual components, we conduct an 
ablation study by systematically removing modules from the full architecture.

Results on the SWaT dataset are shown in Table 3. Removing the Scale-Adaptive mechanism 
(-SAGC) causes a 4.3% F1-score drop, confirming its importance for handling variable-density 
graphs.

Removing the Domain-Bridge Fusion module (-DBF) reduces performance by 5.7%, 
highlighting the value of cross-domain correlation learning.

The largest degradation (8.9%) occurs when using a homogeneous graph representation (­
Heterogeneous), validating our design choice for type-aware modeling.

Table 3: Ablation Study Results on SWaT Dataset

Model Variant F1-Score Delta
Full AMS-HGNN 0.938 -

- Scale-Adaptive (SAGC) 0.895 -4.3%
- Domain-Bridge Fusion (DBF) 0.881 -5.7%

- Heterogeneous Graph 0.849 -8.9%
- Edge Optimization 0.924 -1.4%

3.5 Edge Deployment Performance. Table 4 reports inference latency and memory 
consumption across different hardware platforms. On the Raspberry Pi 4B, AMS-HGNN achieves 
13.7ms average latency with 847MB memory footprint.
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The NVID IA  Jetson Nano provides improved performance at 8.2ms latency, while server-grade 
hardware (Intel Xeon) achieves sub-millisecond inference. These results confirm the feasibility of 
edge deployment for real-time industrial monitoring.
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Table 4: Edge Deployment Performance
Hardware Platform Latency (ms) Memory (MB)

Raspberry Pi 4B 13.7 847
NVIDIA Jetson Nano 8.2 623

Intel Xeon (Server) 0.8 1,245

3.6 Attack Type Analysis. We analyze detection performance across different attack categories 
in the SWaT dataset [1, 2].

Single-point attacks that manipulate individual sensors are detected with 96.4% accuracy, as 
they produce obvious deviations from learned normal patterns. Multi-point attacks that coordinate 
manipulation across multiple sensors prove more challenging (89.7% accuracy) but are still largely 
detectable through correlation analysis.

The most sophisticated attacks involve manipulation of the cyber-physical interface itself, 
where attackers exploit legitimate control protocols to induce physical effects. AMS-HGNN achieves 
94.2% accuracy on these attacks, significantly outperforming baselines that lack explicit cross­
domain modeling.

Conclusion. This paper presented AMS-HGNN, an adaptive multi-scale heterogeneous graph 
neural network for real-time anomaly detection in industrial cyber-physical systems. Our architecture 
addresses key challenges in industrial security through three main innovations: Scale-Adaptive Graph 
Convolution for handling variable-density graphs, Domain-Bridge Fusion for learning implicit cyber­
physical correlations, and edge optimization for resource-constrained deployment.

Experimental evaluation on multiple industrial datasets demonstrates state-of-the-art detection 
performance with F1-scores exceeding 0.92, along with practical inference latency suitable for edge 
deployment.

The particularly strong performance on cyber-physical interface attacks suggests that cross­
domain learning is essential for detecting sophisticated threats that exploit the boundary between 
digital and physical systems.

As industrial systems continue to evolve toward greater connectivity and autonomy, the need 
for intelligent, adaptive security monitoring will only intensify.

We believe that graph-based approaches that explicitly model system structure and 
relationships offer a promising foundation for next-generation industrial security, and we hope this 
work contributes to that ongoing development.
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АДАПТИВНОЕ МНОГОМАСШ ТАБНОЕ НЕОДНОРОДНОЕ ОБУЧЕНИЕ  
ГРАФОВ ДЛЯ ОБНАРУЖЕНИЯ АНОМАЛИЙ В РЕАЛЬНОМ ВРЕМЕНИ В 

ПРОМЫ Ш ЛЕННЫ Х  
КИБЕР-ФИЗИЧЕСКИХ СИСТЕМАХ

Аннотация. Распространение устройств промышленного Интернета вещей (IIoT) приводит к 
возникновению сложных уязвимостей безопасности в кибер-физических системах. Мы предлагаем AMS-HGNN
-  адаптивную многомасштабную гетерогенную графовую нейронную сеть для обнаружения аномалий в 
реальном времени в промышленных системах. Наша архитектура включает механизм масштабно-адаптивной 
графовой свёртки, модуль Domain-Bridge Fusion, связывающий кибер- и физические сущности, а также лёгкую 
edge-оптимизированную архитектуру, обеспечивающую время вывода менее 15 мс на устройствах с 
архитектурой ARM.Оценка на трёх промышленных наборах данных (более 2,3 млн событий) показывает, что 
AMS-HGNN достигает F1-меры 0,938 на наборе данных SWaT -  что на 6,8% выше по сравнению с 
существующими методами -  при одновременном снижении вычислительных затрат на 42%.Результаты 
подтверждают, что адаптивное многомасштабное обучение является перспективным подходом для внедряемого 
мониторинга промышленной безопасности в реальном времени.

Ключевые слова: гетерогенные графовые нейронные сети; многомасштабное обучение; кибер- 
физические системы; обнаружение аномалий; промышленный Интернет вещей; edge-вычисления; безопасность 
в реальном времени.
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