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To facilitate the logging of information regarding information security events within a Linux-kernel-
based operating system, the Auditd tool [1] will be installed.

Auditd tool is a system event logging tool built into most Linux distributions. It allows you to configure
event logging rules and save logged events to log files.

During the configuration process, the following steps were taken.

1 Performing the command sudo apt-get install auditd (Figure 1).

0 apt:géé-iﬂﬁtall-éﬁdi£a .
. Done
.. Done

... Dong

Figure 1 — Install auditd on the operating system

2 Configure Auditd by using the following command to access the configuration file: sudo nano
/etc/audit/auditd.conf.

3 Creating Event Rules [2].

3.1 Login event rules: recording information about users logging into the system, including login name,
IP address, login time, and login type. This constitutes a critical event for detecting intruders and preventing
unauthorized access.

To configure login event rules on a Linux system, the rsyslog configuration file (/etc/rsyslog.conf) was
used: sudo nano /etc/rsyslog.conf.

The following two rules were added (the two rules added to the /etc/rsyslog.conf file serve to record all
logs related to authentication and security on the Linux system into two separate files): authpriv.*
/var/log/auth.log, authpriv.* /var/log/secure.

3.2 Logout event rules: logging information about users logging out of the system, including the
username, |IP address, and logout time. The following rule was added: auth.* /var/log/auth.log.

3.3 Password change event rule: logging information indicating that a user is changing their password,
including the login name, IP address, and time of the change. The following rule was added: password.*
/var/log/auth.log.

Restart the rsyslog service to activate the added services using the following command: sudo
systemctl restart rsyslog.

3.4 Access modification event rule [3]: logging information regarding how users change access
permissions for system resources, including the username, IP address, time of modification, and access
type.

To configure access modification event rules on a Linux system, the auditd configuration file
(/etc/audit/rules.d/audit.rules) was used: sudo nano /etc/audit/rules.d/audit.rules.

The following rule was added: -w /etc/passwd/ -p wa -k passwd_changes, where -w /etc/sysconfig/ —
is the path to the directory you wish to monitor; -p wa — specifies the type of event you wish to monitor. w
represents a write event, and a represents an access modification event; -k sysconfig_changes - is a tag
used to label these events.
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3.5 System configuration change event rules: recording information about the user modifying the
system configuration including their login name, IP address, time of modification, and the type of
configuration changed. The following rule was added: -w /etc/sysconfig/ -p wa -k sysconfig_changes.

3.6 Attack event rules: recording information regarding attacks on the system including the attacker's
IP address, the time of the attack, and the type of attack. The following rules were added: -a always,exit -F
arch=b64 -S execve -k detect_attack; -a always,exit -F arch=b32 -S execve -k detect_attack, where -a
always,exit — specifies the rule types; -F arch=b64 and -F arch=b32 - are conditions limiting the rule to 64-
bit and 32-bit architectures, respectively; -S execve - is the specific event you wish to monitor.

3.7 Security event rules: recording information regarding security operations performed on the system
including the username, IP address, time of execution, and the type of security operation performed. The
following rules were added: -w /etc/passwd -p wa -k password_file; -w /etc/shadow -p wa -k password_file;
-w /etc/sudoers -p wa -k sudoers_file.

Restart the auditd service to activate the added services using the following command: sudo systemctl
restart auditd.

Records of information security activities: including logins, logouts, data security operations, password
changes, and system configurations, are meticulously documented in log files configured with the assistance
of auditd (Figures 2, 3, 4, 5). This demonstrates the effectiveness of the auditd tool in enabling users and
administrators to maintain robust control over their devices in the face of security events, thereby facilitating
the implementation of measures to prevent and mitigate potential threats arising from such incidents.

rch -k pawwsd_chang

arch -k anfig_cha

Figure 5 — The password change operation has been recorded.
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