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This study explores the privacy risks associated with artificial intelligence (Al) amidst rapid
technological advancements. It highlights concerns related to data collection, consent, and
unauthorized use, emphasizing the challenges these pose for individual privacy. The study also
discusses the need for robust regulatory frameworks to safeguard personal information in the age
of Al, ensuring that innovation does not infringe on privacy rights.
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Paccmompensr pucku Hapyuienus KOHQUOCHYUATLHOCMUY, CEA3AHHBIE C UCKYCCIMBEHHBIM
unmennexmom (HH) 6 ycioeuax cmpemumensHo20 pazeumus mexHoao2uti, d maxxice npoobnemsi,
c6A3aHHbIE €O COOPOM  OGHHBIX, CO2NACUEM U  HECAHKYUOHUPOBAHHBIM  UCNONb30BAHUEM.
Tlooueprrymvr npobiemvl, KOMOpvie OHU CO30aOM 0 KOH@GuoenyuarbHocmu auyHocmu. B uc-
CeO0BAHUYU MAKIHCE 00CYHCOCHA HeObX0OUMOCHb CO30AHUL HAOEHCHOU HOPMAMUGHO-NPABOGOT
Oaszvl O 3awumsl NEPCOHANLHLIX OanHbIX 6 snoxy HHU, eapanmupyiowet, 4mo uHHo8ayuu He
HAPYWLAIOM NPABA HA HENPUKOCHOBEHHOCHb YACTIHOT HCUSHU.
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As technology advances, it brings with it a host of risks, particularly concerning privacy.
Tools that enhance data collection and analysis simultaneously increase the chances of misuse
of personal and sensitive information. This privacy risk is particularly pronounced in the era of
artificial intelligence (Al), where vast amounts of sensitive data are collected to build and
refining Al and machine learning systems. While policymakers are striving to address these
privacy concerns through regulations, they inadvertently create compliance challenges for or-
ganizations utilizing Al in decision-making processes. Despite these concerns, companies
continue to implement Al models to enhance productivity and deliver value [1, 2].

This study delves into the privacy risks associated with Al and examines the
safeguards that impact society and commerce today. Al privacy involves protecting
personal or sensitive information collected, used, shared, or stored by Al systems. This
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concept is closely related to data privacy, which asserts that individuals should control
their personal data — determining how organizations collect, store, and utilize it. Although
the notion of data privacy predates Al, societal attitudes toward it have evolved alongside
technological advancements.

A decade ago, individuals primarily considered data privacy in the context of online
shopping, often expressing indifference about companies tracking their purchases.
However, as Al systems have begun to collect data more broadly, privacy concerns have
escalated, particularly regarding civil rights implications. Key privacy risks tied to Al
include: the collection of sensitive data, obtaining data without consent, unauthorized use
of data, unchecked surveillance, bias, unauthorized data transfers, and potential data leaks.

One reason Al poses a greater risk to data privacy compared to previous
technological developments is the sheer volume of information it processes. Al systems
routinely handle terabytes or petabytes of data, which often include sensitive information
such as healthcare data, personal social media content, and financial records. With more
sensitive data being collected and stored than ever before, the likelihood of breaches or
unauthorized disclosures increases significantly.

Controversies often arise when data is collected to develop Al systems without individuals'
explicit consent. Users of various platforms now expect greater transparency and autonomy
regarding their data. For instance, LinkedIn faced backlash when users discovered they had been
automatically opted in to allow their data to be used for training generative Al models.

Even when data is collected with consent, privacy risks remain if the data is
repurposed beyond the initially disclosed uses. For example, a patient in California discovered
that images taken for a medical procedure were used in an Al training dataset without her
consent. Such scenarios highlight the pervasive nature of privacy concerns in AL

Surveillance practices — such as the use of security cameras in public spaces or
tracking cookies on personal devices — existed long before Al emerged, but Al could
exacerbate these issues. Al models are often employed to analyze surveillance data, and
the results can sometimes reflect bias, leading to harmful outcomes, such as wrongful
arrests linked to Al-driven law enforcement decisions.

Al models also store vast amounts of sensitive data, making them attractive targets for
malicious actors. Unauthorized data transfers can occur through various means, including point-
injection attacks where attackers disguise harmful inputs as legitimate requests, tricking Al
systems into revealing sensitive information. For instance, an attacker could manipulate a
virtual assistant powered by a large language model to request private documents.

Data leaks, which involve accidental exposure of sensitive information, are another
significant concern. For example, OpenAl’s ChatGPT, a prominent large language model,
inadvertently exposed some users’ chat log addresses. Smaller proprietary Al models also
face similar risks; a healthcare company's in-house Al diagnostic tool could unintentionally
leak customer data to others using the same network.

Policymakers have sought to protect individual privacy from technological advances
since at least the 1970s. However, the rapid expansion of commercial data collection and
Al deployment has intensified the urgency for comprehensive data privacy laws. Notable
regulations include the EU’s General Data Protection Regulation (GDPR), the EU
Artificial Intelligence Act, U.S. privacy regulations, and China’s interim measures for
managing generative Al services.

While Al presents remarkable opportunities for innovation, it also raises significant
privacy concerns that must be addressed through effective governance and regulatory
frameworks. As the landscape of data privacy continues to evolve, the implementation of
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stringent safeguards will be crucial for ensuring that technological advancements do not
come at the expense of individual privacy rights.
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