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Paccmompena memoouxa u pe3ynomamol IKCNePUMEHMANbHON OYEHKU I¢PdexmugHocmi
cucmemvl AKMUBHOTL 3aUUMbI PEYeBOTi UHPOPMAYUL OM YMEUKU NO GUBPOAKYCIMUYECKOMY KAHATLY.
ObocHosana axkmyanbHOCMb  300a4U, NPOAHATUIUPOBAHBL CYUECHEYIOWUe Memoobl 3alimbl
unpopmayuu. Onucan nOpsOOK NPOGeOeHUs USMEPeHUTl ¢ UCNOIb30BAHUEM CReYUATUSUPOBAHHOSO
xkomnaexca «LLlym-3MA» 6 peanvnom nomewgenuu. Ilpogedeno cpagrerue pacuemusix i IKCnepu-
MEHMANBHBIX OOHHDBIX.

Karouesbie ciaoBa: 3aIMUIAacMoC TMOMCHICHUC, aKTHUBHAd 3alluTd, SKCICPUMCHTAIIbHAA
OLICHKA.

EXPERIMENTAL EVALUATION OF AN ACTIVE PROTECTION
SYSTEM FOR A CONTROLLED ZONE AGAINST
SPEECH INFORMATION LEAKAGE THROUGH
A VIBROACOUSTIC CHANNEL

M. 1. Prokoshin, I. A.Vrubleuski
Belarusian State University of Informatics and Radioelectronics, Minsk

This paper discusses the methodology and results of an experimental evaluation of the
effectiveness of an active protection system against speech information leakage via a vibroacoustic
channel. The relevance of the task is substantiated, and existing methods of information protection are
analyzed. The procedure for conducting measurements using the specialized “Shum-3MA” complex in a
real room is described. A comparison of calculated and experimental data is provided.
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PeueBast nHpopmanms ocTraercst OMHUM U3 Hauboyiee PacrlpoCTPaHEHHBIX M 3HAYH-
MBIX BHIOB MH(OpMALMH, HECylled KOH(pHUACHIMAIbHbIE AaHHbIE. B TO ke Bpems OHa
uMeeT OONBLINE PUCKH JJIT HECAHKLIMOHHPOBAHHOTO TIEPEXBaTa Yepe3 Pas3JIndHbIe TEXHH-
yeckne KaHaibl. [103TOMy akTyaJbHOCTH 3aIIUTHI pedeBOH MHPOPMALIUH B COBPEMEHHOM
UH(POPMALIMOHHOM MPOCTPAHCTBE MOCTOSTHHO Bo3pacTaeT. Cpenu pasIndHbIX TEXHIUECKUX
KaHAJIOB 0co00O€ BHUMAaHHE yAeJsIeTCs BUOPOAKYCTHUECKOMY KaHAJy YTEUKH HWH(popMma-
LM, TIOCKOJIbKY €ro peajn3auus 3a4acTyio He TpeOyeT CIOKHOrO AOPOrocTosmero 0do-
PYIOBaHUSI U MOXeT OBITh OCYINECTBJIEHA C HCIIONBb30BAHHEM OTHOCHTENBHO MPOCTHIX
CPEACTB, TAKUX KaK CTETOCKOIbI, KOHTAKTHBIE MUKPO(OHBI WIN JIa3epHBbIE CKAHEPBI, YTO
3aMeTHO oOjerdaer paboTy 37M0yMBIILIEHHUKY. CleayeT OTMETHUTh, YTO HENOCTATOYHAs
OCBEJOMJICHHOCTb O BO3MOXKHBIX YIpoO3aXx M OTCYTCTBHE aJE€KBATHBIX MEp 3aIUUTHI CIO-
COOHBI IIPUBECTH K CEPbE3HBIM MOCICACTBHSIM, BKJIIOUAs KOMIIPOMETALIMI KOMMEPYECKON
TaWHBI, MMEPCOHAJIBHBIX AAHHBIX WJIM MHON 4yBCTBUTEIbHON uHpOpMaumu. [lostomy pas-
padoTKa M 3KCIIEPUMEHTAJIbHAS OLIEHKA CHCTEM aKTHBHOH 3allUThI, CIIOCOOHBIX 3(dek-
TUBHO TPOTUBOIEHCTBOBATh YTEUKE pPeUeBOH MH(POPMALMU MO BUOPOAKYCTHYECKOMY Ka-
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HaJly, TPHOOPETAIOT MEePBOCTEIIEHHOE 3HAaueHHe Ui obecrnedeHuss WHPOPMALMOHHOM
6e3omacHOCTH OOBEKTOB MH(POPMALIMOHHON HHPPACTPYKTY PHI.

s obecneuenust 3QpPeKTUBHON 3aIIUTHI pe4eBOH MHPOPMALUN HEOOXOAUMO OIHU-
paTbcsl Ha (PU3MUECKYI0 MPHUPONY TEXHHYECKHX KaHanoB yTeukd. llo ¢usmke mpouecca
MOJKHO BBIICJIHTD CIEAYIOIIHE OCHOBHBIE TEXHHUECKHE KaHAJIbl YTEUKU: BO3AYIIHbIE, BUO-
POAKyCTHYECKHE, aKyCTOIJIEKTPUIECKHE, aKyCTOONITUIECKHE, TapaMeTPHUIECKUE.

Jlis IpOTUBONEHCTBHS yTeuke HH(POPMAIIMU 110 STUM KaHAJaM MPUMEHSIOT pa3jind-
HBI€ METOJIbI, KOTOPbIE MOJKHO YCJIOBHO Pa3Ze/IUTh HA TTACCUBHBIC U aKTHUBHBIE.

D¢} HeKTUBHOCTD HTHX METOOB 3AIUUTHI U UX MPUMEHUMOCTD B PA3JIMUHBIX Y CIIOBHUSIX
MOJKET 3HAYUTENBHO pas3nnuaThes. IlaccuBHbIE MeTOABI 0OeceunBa0T Oa30BbIN YPOBEHb
3aIUTBI, HO UX BO3MOJKHOCTH YaCTO OTPaHUYEHBbI KOHCTPYKTHBHBIMH OCOOEHHOCTSIMH TIO-
MEIIEHU M CTOUMOCTBI0 MOIEPHHM3ALUH. AKTHBHBIE METOMBI MO3BOJIIOT JTUHAMHYECKH
aJanTUPOBATHCA K M3MEHSIOLIMMCS yCJIOBHSIM U oOecrieunBaTh 0oyiee BBHICOKUN yPOBEHb
3alIUThI, OCOOEHHO MPOTHUB CJIOXKHBIX KAHAJIOB YTE€YKU. B TO ke BpeMs HawmiydlIuid pe-
3yJIBTAaT MOXKET OBITh MTOJIyYeH NP UX COUETAHUU.

[Ipexxae yeM MPUCTYNHUTHh K O0ECIIeYeHHI0 MHPOPMALMOHHON O€30MacHOCTH BhIe-
JICHHOTO NOMEIIEeHHUS, HEOOXOIUMO OIpeaeNUTh Oa30BbIi epedeHb JOCTATOYHBIX Mep 3a-
muThL. JJIs1 5TOr0 MOTyT MPUMEHSATHCS PACUYETHBIN (AHAJTUTUYECKHUN) M HKCIIEPUMEHTAIb-
HBI METO/IbI OIICHKH 3aLUIIEHHOCTH MOMEIIIEHUH.

PacueTHbIe OIIEHKH CTPOSATCS HA MAaTEMATUYECKUX MOJEISIX M ONEPUPYIOT UACATH3HU-
POBaHHBIMHU YCJOBHSIMH [1]. DKCniepUMeHTaIbHBIE OLIGHKU BBITIOJIHSIOTCS B PEabHBIX YC-
JIOBUSIX, YTO TIO3BOJIIET HAa XOIy CIVIAXKMBATh BJIMSHHUE MHOXKECTBA (PaKTOPOB, KOTOpBIE
TPYZOHO I HEBO3MOXKHO IMOJIHOCTBEO CMOJEIHPOBATh, TAKUX KaK HEOOHOPOIHOCTb MaTe-
pHanoB, CKpbIThe NehEeKThl U PEe30HAHCHBbIC SBJEHUSA. B TO BpeMs kak MOIENMpOBaHHUE
MOJKET OBITh CIIOJKHBIM, TPYZOEMKHUM U MMETh Pe3yJIbTaThl BEPOATHOCTHOI'O XapakTepa,
SKCIIEPUMEHTAJIbHBIE U3MEPEHUsI 00eCTIeYnBa0T 0oiee BBICOKYIO TOYHOCTh M JTOCTOBEP-
HOCTb PE3YJIbTaTOB.

DKCIepUMEHTAIbHAS OLEHKA BBIABIISIET HEOUEBUIHBIE MyTH YTEUKH, a TAK)KE MOMO-
raeT ONTUMH3HPOBATh MapaMeTphl 3aluThl 0ObekTa. B manHO# padore ans mM3MepeHHit
ucnospsyercs: kommuieke «lym-3MA», Bkmouatrouuii ynpasisomyto 119BM, nsmepu-
TeJb IMMHUTAHCA, Iy MOMEP-BUOPOMED, aKy CTHUECKHE CUCTEMBI JJISl TeHEPALUH TECTOBOTO
CUTHaJIa U APyTHUe yCTPONCTBA.

Jlns 3amurel npumensiercs: C3PU «IIpuboii», BKIFOYArOIIEe aKyCTUYECKUEe nmpeodpa-
3oBatenu ans BeHTwsinuy (AIIB), kommyaukanuii (AITK), okon (AITO) u cren (AIIC).

BaxxHoe 3HaueHHMe IS BBIABJICHMS NMOTEHLUAIBHBIX MyTEH YTEYKH W BbIOOpa amek-
BaTHBIX MEp 3aIIUThl UMEET JIETAJbHBIH OCMOTP KOHCTPYKTHBHBIX OCOOEHHOCTEH BhIIe-
JICHHOTO MTOMELICHHUSI.

Onwupasicb Ha UCXOHBIE JaHHBIC, B COOTBETCTBHH CO CXEMOW 3aIMUINAEMOr0 IOMe-
IIEHUs], IPEICTaBIEHHON Ha pHUC. |, BEIOPaHbI MECTO YCTAHOBKH aKyCTHYECKUX Ipeodpa-
30BaTeNell u PacloNoKeHHE KOHTPOJIBHBIX TOYEK H3MEPEHHN.

DKCreprMEeHTaIbHAsT OLeHKa 3(P(PEKTUBHOCTH CHCTEMbI aKTUBHOW 3aIUTHl PEUEBON
uHpopmanuu Oyaer MPOBOAUTHCS 4epe3 OIperesieHrne pa3OOopUUBOCTH PEYH B MOTEHIIH-
aJIbHO HE3aIIMIIEHHBIX 30HAX C BKJIFOUEHHOH M BBIKJIIOUEHHOW CHCTEMOW MacCKHUpPOBAHMSIL.
Onenka 6asupyercsi Ha METOJaX OINpeneseHUs] Pa30OPUMBOCTH PEUH U TOKA3aTENAX 3aTy-
XaHUSI PEUEBBIX CUTHAJIOB MPH MPOXOXKAECHUH HX Uepe3 Orpakaaroline KOHCTPYKLHUH TO-
MELIECHUH.

Cy1ecTByOLIMEe HHCTPYMEHTAIbHO-PACYETHBIE METOIBI AT OOJIBIIVIO IOTpPeLI-
HOCTb TIPU OIIEHKE pedeBOH pas0OpPUYMBOCTU B YCIOBHUSIX CHJIBHBIX IIyMOB, CO37aBA€MbIX
CpeICcTBaMU aKTUBHOH 3amuThl. B pabore [2] mpennaraercss airoputM OLEHHBAHUS CJIO-
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BECHOH pa300pYMBOCTH PeYH Ha OCHOBE (PYHKLMH KOT€PEHTHOCTH MCXOIHOTO M 3alllyM-
JIEHHOT'O CUTHAJIA, YTO MO3BOJISIET MOBBICUTH TOYHOCTDb OLICHKU. Takke B Ka4ecTBE KpUTe-
pYsl 3AIMUINEHHOCTH MOXET OBITh BBIOpaHa CJIOBECHAas pa300pYMBOCTH PEYH HAa OCHOBE
CTPYKTYyPHO-IIPOCTPAHCTBEHHON MOJIeNN KaHasa YTeUKH, Kak MPeaioskeHo B [3].

Ilopsinok U MeToauKa NPOBENEHUs U3MEPUTENbHBIX S3KCIEPUMEHTOB COCTOAT U3 He-
CKOJIBKHX 3TaIoB.

Ha noaroroButenbHOM dTane B KOHTPOJIHUPYEMOM 30HE Pa3MEIaloT HCTOYHUK TECTO-
BOT'0O PEUYEBOro CHrHasa (aKyCTHUYECKasl CUCTEMa) Ha THIIMYHOM MECTE PACIIOJIOKEHHSI UC-
TOYHHKA KOH(uAeHIuanpHOW uH(popmanuu. OcymiecTBisieTcss KaInOpOBKA HMCTOYHHKA
TE€CTOBOI'O CUTHAJA.

&
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Puc. 1. CxeMa 3a0ImaeMoro TOMEIICHUS ¢ KOHTPOILHBIMH TOUYKAMH H3MCPCHHN

Ha crnenyromem sTane B KaKIOH U3 ONPENENIECHHBIX YA3BUMBIX TOYEK NMPOBOAUTCS
U3MEPEeHHE YPOBHSI TECTOBOTO CHUTHaja M (OHOBOro Imyma 0e3 akTHBHOM 3amuThl (6a3o-
BbIil ypoBeHb) U ¢ BKIroueHHbIM C3PU ¢ ucnonp3oBanueM Iy Momepa-sudpomepa. Ompe-
neneHne pa3dopPUNBOCTH PeUr B KAXKIOW TOUKE IepexBara OyJeT OCYIIECTBISThCS O0BEK-
TUBHBIMH METOAAMH (MOJKEM HCIOJIb30BATh pacueT WHIAEKCA MMepeadn peun WiN HHIEKCA
APTUKY LK), TAK KaK CyOBbEKTUBHBIC (ITPOCIYIINBAHUE M 3aIHCh TECTOBOIO CHUTHANA C
nociaenyomeil pac@poBkoii) TpeOyIOT MPUBJICUEHUS 3KCIEPTOB U HE HUCKIIOYAIOT
BIMSIHUSI HA PE3yJbTAT WHAMBHAYaJbHBIX (pakTopoB. MHImEKC mepenmauu pedu sIBISIETCS
NPEaNOYTUTEbHBIM OOBEKTUBHBIM METOOM, TIOCKOJIbKY OH YYUTBHIBAET BIHSIHUE (POHOBO-
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ro uymMa u pesepOepanun Ha pa3dopunBocTh peun. OH pacCUUTHIBACTCS HA OCHOBE OTHO-
IIEHUS] CUTHAJI/IIYM B Pa3JIMYHBIX YaCTOTHBIX Nojocax. [To uroram aHanusa npoun3BeneH-
HBIX TPEABAPUTENBHBIX PACUYETOB MPHUHUMAETCS PEIIeHHE O HEOOXOIUMOCTH IOIMOJHH-
TenbHOMN HacTpoiiku C3PU.

Ha 3aknrountensHOM 3Tare, nocie KOPPEeKTUPOBKU HACTPOEK MapaMeTpOB MAacKu-
pytommero myma C3PU «IIpuboii», mpon3BOANTCS MOBTOPHOE M3MEPEHHE YPOBHS CUTHAJA
u pacuer pasbopumnBoctu peun. CHIKeHHE pa300pUMBOCTH 10 TpedyeMoro ypoBHs MOA-
TBEPAUT 3P(PEKTHBHOCTb CUCTEMBI.

Pesynerarel NpOBEAEHHON SKCIEPUMEHTANBHON OLEHKM CHCTEMbI aKTUBHOM 3aLlUTHI [O3BO-
JITFOT YIIPOCTHTD PELIeHHE KITFOUEBBIX 3a71a4 HH(popMarmoHHoi 6esonacHocTH. OHU BKITFOYAKOT:

— BO-TIEPBBIX, TOJyYEHHE IOCTOBEPHOW KOJIMYECTBEHHOW OLEHKU 3(P(PEeKTUBHOCTH
CUCTEMBbI B peajbHOM MOMEIIEHUH CO CIIOKHOM apXUTEKTypOW M MHOXKECTBOM IOTEHIU-
albHBIX KaHAJOB YTE€YKH. JTO JAeT BO3MOXHOCTh MOATBEPAUTb WM CKOPPEKTHPOBATH
TEOPETHYECKHE PacyeThl U 0OOCHOBATH BHIOOP M HACTPOWKH CPEACTB 3aLIUTHI,

— BO-BTOPBIX, BBIABJICHHE HanOoJiee ysI3BUMbIX YYaCTKOB KOHCTPYKLHUH, Yepe3 KOTOo-
pble BO3MOJKHA yTe€UYKa peueBO MH(POPMAIIUH, YTO MO3BOJISIET LEJICHAIIPABICHHO yCHIIUTh
UX 3alUTY;

— B-TPEThUX, anpoONPOBaHNE HAa MPAKTUKE METOANKH U3MEPEHUI C UCIIONIb30BAaHUEM
komruiekca «Illym-3MAY, 4To BaKHO AJISI CIIELUAICTOB B OOJIACTH TEXHUYECKOM 3aIUTHI
uHpOpMALUH.

IIpoexT oTanyaeTcs MpakTUUECKON HAIMPaBIE€HHOCTHIO, TPUMEHEHUEM COBPEMEHHOTO
U3MEPUTENTBHOTO 000PYIOBAHMS U KOMILJIEKCHBIM IOAXOAOM, VYUTHIBAIOIIUM CIIELUPUKY
BCEX MOTEHLMAJIbHBIX KaHAIOB yTeuku. [lomyueHHble pe3ysbTaThl BHOCIT BKJaJd B pa3BU-
THE METONOB ObecreueHs] KOH(PHUICHINAIBHOCTH PeueBOd MH(POPMALMU U TMOBBIIIEHUE
3aIUIIEHHOCTH 00bEKTOB HH(POPMALIMOHHON HHPPACTPYKTY PhI.
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