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Abstract: smart-city and IoT systems generate heterogeneous data whose latency, sensitivity and
computational demands cannot be met efficiently by a single computing tier. This paper formalizes data
distribution across a hierarchical Edge—Fog—Cloud architecture, represented as a labeled graph whose nodes
are partitioned into edge, fog and cloud layers with distinct capacities and latency ranges. A layer-assignment
function maps each data unit to a processing layer according to its latency requirement, sensitivity level,
computational load and current resource utilization. Four categories of distribution criteria — temporal,
semantic, security and resource — are formalized, together with a weighted multi-criteria score function and a
dynamic adaptation mechanism, providing a theoretical basis for latency-aware, privacy-preserving data
placement.
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[. INTRODUCTION

The proliferation of Internet-of-Things (10T) sensors, video cameras and actuators in smart-city infrastructures
has produced data volumes and velocities that a purely centralized, cloud-based processing model can no
longer accommodate. Long-distance transmission between |oT sources and remote data centers introduces
propagation delay together with substantial bandwidth demand, which is incompatible with applications that
require millisecond-scale reaction, such as traffic-signal control or fire-hazard detection. These limitations
motivate a hierarchical Edge—Fog—Cloud architecture, in which processing is distributed across three tiers
positioned at increasing distance from the data source and possessing increasingly large, but more remote,
computational capacity.

While the architectural roles of the edge, fog and cloud tiers are well documented in the literature, a compact
formal representation that simultaneously captures topology, per-layer capacity, latency bounds, data
sensitivity and dynamic load is less common, and existing descriptions often remain qualitative. This paper
addresses that gap by (i) representing the Edge—Fog—Cloud system as a labeled graph together with a data-
assignment function, (i) formalizing four categories of distribution criteria that determine the processing layer
of a given data unit, and (iii) introducing a multi-criteria decision function and a state-dependent dynamic
adaptation mechanism that together support latency-aware and privacy-aware data placement. The model is
intended as a theoretical basis for the simulation and performance evaluation to be carried out in subsequent
stages of this research.

Il. FORMAL MODEL OF THE EDGE-FOG-CLOUD ARCHITECTURE
A. System and Data Representation

The Edge—-Fog—Cloud system consists of three functionally distinct tiers. The edge tier comprises small,
physically distributed computing units co-located with 10T devices; its principal role is first-stage filtering and
local decision-making, so that typically only 5—-15% of raw sensor data is forwarded to higher tiers. The fog tier
aggregates data from a set of edge nodes belonging to a common geographic area, performs medium-scale
analytics and coordinates resource allocation among the edge nodes it supervises; the concept was introduced
by Cisco in 2012 [1] and later standardized by the IEEE as the OpenFog Reference Architecture (IEEE 1934-
2018) [2]. The cloud tier provides elastic, large-scale computing and long-term storage for city-wide data
integration, model training and cross-system analytics, at the cost of higher end-to-end latency and
dependence on external infrastructure providers.

G=(N,E L), (1)

where N is the set of all computing nodes, E € N x N is the set of communication links between nodes, and L
= {edge, fog, cloud} is the set of layer labels. The node set is partitioned according to layer membership as N
= Nedge U Nfog U Ncloud, with Nedge N Nfog = Nfog N Necloud = 0.

Data circulating in the system are represented as a set:
D ={d1, da, ..., dn}, 2)
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where each data unit di is characterized by a tuple (|di|, typei, Lreq(di), S(di), tsi): |di| is the data volume (kB),
typei denotes the semantic data type, Lrq(di) is the maximum tolerable end-to-end latency (ms), S(di) € {1, 2,
3, 4, 5} is a discrete sensitivity level (1 = lowest, 5 = highest, e.g. personally identifiable or state-classified
information), and tsi is the generation timestamp. Four flow directions are distinguished within G: upward flow
(device — edge — fog — cloud), downward flow (control and update messages traveling in the opposite
direction), lateral flow (exchange between nodes of the same layer), and feedback flow (results returned to the
originating source).
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Figure 1. Layered Edge—Fog—Cloud architecture and the four data-flow directions (upward, downward,
lateral, feedback)

Table 1. Comparative characteristics of the Edge, Fog and Cloud layers

Parameter Edge Fog Cloud
Typical latency range 0.1-10 ms 10-100 ms 50-500 ms
Typical computing | 1-16 CPU cores, 1-32 | 8-64 CPU cores, 32-512 | Elastic; up to thousands
capacity GB RAM GB RAM of CPU cores and GPUs
Tvpical storage capacit Small local SSD/DRAM | Medium-term local | Petabyte—exabyte
yp 9 pactly (short-term) database / cache scale, long-term

Large-scale analytics,
model training, long-
term storage

Local filtering and real- | Cross-node aggregation

Primary function time decision-making and coordination

B. Layer Capacity, Latency and Transfer-Time Constraints

Each layer | € L is characterized by a processing capacity Ci, expressed as available computational throughput,
with the strict ordering

Cedge <K Ctog < Celoud €)

reflecting the trade-off between physical proximity and computational scale. Correspondingly, each layer
operates within a characteristic latency range: Teage € [0.1, 10] ms, Trog € [10, 100] ms and Tcioud € [50, 500] ms.
The choice of processing layer for a data unit di is captured by an assignment function

F:DxN-—L, 4)
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which maps each data unit, given the current network state, to the layer responsible for its processing; F
depends primarily on Lreq(di) and S(di), and secondarily on available capacity and network load (Section I1-C).

For a communication link e(ni, n(J) € E connecting nodes n; and n.J, let B(e) denote its bandwidth and t(e) its
propagation latency. The time required to transfer a data unit d; across e is:

Ttransfer(di, e) = |d|| / B(e) + T(e). (5)

The overall latency experienced by di is the sum of propagation, processing and queuing delay, Twota(di) =
Tprop(di) + Tproc(di) + Tqueue(di); a feasible assignment must satisfy Twotal(di) < Lreq(di). The associated optimization
problem is to choose F so as to minimize the total processing and transfer cost across all data units, subject
to this latency constraint and to the capacity bound of each layer.

C. Data Distribution Criteria

Four categories of criteria jointly determine F(di). Temporal criteria classify di by latency requirement: Lreqg(d;) <
10 ms mandates edge processing; 10 ms < Lreq(di) < 100 ms favors the fog layer; Lreq(di) 2 100 ms permits
cloud processing. High-frequency sensor streams (generation rate above 100 Hz) are additionally pre-filtered
at the edge to prevent network saturation. Semantic criteria concern whether di can be interpreted in isolation
or requires aggregation with data from other sources; single-sensor readings are typically resolved locally,
whereas area-wide optimization (e.g. city-scale traffic-flow analysis) requires fog- or cloud-level aggregation.
Security criteria are based on S(di): when S(di) = 4 and the available cloud infrastructure is hosted outside the
jurisdiction responsible for the data, di must not leave the edge or fog layer, consistent with data-sovereignty
requirements such as the EU General Data Protection Regulation [3]. Resource criteria compare the
computational demand Creq(di) with the currently available capacity of each layer; if Creq(di) exceeds the
available edge capacity, di is forwarded to the fog or cloud layer, and if the aggregate raw-data rate exceeds
link bandwidth, edge-side filtering or compression is required before transfer.

D. Multi-Criteria Decision Function and Dynamic Adaptation

The four criteria above are combined into a single decision through a weighted score assigned to each
candidate layer | € {edge, fog, cloud}:

Score(l) = wy-LatencyScore(l,Leq) + W2 SecurityScore(l,S) + wz-ComputeScore(l,Creq) + Wa-LoadScore(l,p1),  (6)

where wi, ..., wa = 0 are weighting coefficients satisfying wi+wz+ws+wa = 1, and pi € [0, 1] denotes the current
load density of layer [; the four component scores rate the suitability of layer | with respect to the corresponding
criterion. The chosen layer is:

Q= argmax lefedge,fog,cloud} SCOl’e(D. (7)

The weights are set according to application priorities: a delay-critical application increases wi, whereas a
privacy-critical application increases wo.

To account for time-varying network and load conditions, the system state at time t is defined as the triple S(t)
= (p(t), B(t), L(t)), where p(t) is the vector of per-layer load densities, B(t) is the vector of available link
bandwidths, and L(t) is the vector of current link latencies. A transition policy m: S — A, with A the space of
admissible layer-assignment actions, selects the destination layer for incoming data; the long-term objective
is to maximize the cumulative reward R = %: r(t), where the instantaneous reward r(t) reflects the degree to
which latency requirements are met, load is balanced across layers, and network resources are used
efficiently. As a concrete instance of this mechanism, an edge node whose load density exceeds a threshold
pthreshoid = 0.80 redirects incoming data to a neighboring, less-loaded edge node, or to the fog layer if all nearby
edge nodes are similarly saturated.

[ll. CONCLUSION

This paper has presented a formal model of data distribution in a three-tier Edge—Fog—Cloud architecture. The
system was represented as a labeled graph with layer-partitioned nodes and a characterized data set; a layer-
assignment function, four categories of distribution criteria, a weighted multi-criteria decision function, and a
state-dependent dynamic adaptation mechanism were formalized and linked to the underlying architectural
constraints of latency, capacity and data sensitivity. The resulting framework offers a mathematically consistent
basis for reasoning about latency-aware and privacy-aware data placement in Edge—Fog—Cloud systems and
is intended to underpin the simulation and performance analysis to be carried out in subsequent stages of this
research.
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®OPMAIIbHAA MOJEIb PACMNPEQENEHNA JAHHBLIX HA OCHOBE APXUTEKTYPbI
EDGE-FOG-CLOUD

KnblueB A.

VIHXXeHEepHO-TEXHONOrMYeCKUin yHuBepcuTeT TypkmeHucTaHa nmenn Ory3 xaHa, Awxabag, TypKMEHUCTaH,
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AHHOTaUMSA: CMCTEMbI «YMHOro ropoga» u loT nopoxaarT HeoAHOPOAHbIE AaHHble, TPeboBaHUA KOTOPbIX MO
3agepxkke, KOHPMOEHUNANbHOCTN N BbIYUCIUTENBHON Harpy3ke He MoryT BbITb AhPEKTUBHO YO0BNETBOPEHDI
OfQHUM YpPOBHEM BblMUCNEHWA. B ctatbe dopmanuayetca pacnpegeneHne OaHHbIX B MepapXuy4eckon
apxutektype Edge—Fog—Cloud, npeacTtaBneHHoOM B BUAE pa3MeveHHoro rpada, yanbl KOTOporo pasgaeneHsl
Ha cnou edge, fog 1 cloud ¢ pasnn4HOW MOLLHOCTLIO U AnanasoHaMu 3agepxkn. PyHKUMS pacnpegenenvs
COMOCTaBnsAeT Kaxaon eauHnue [OaHHbix obpabaTtbiBalowmii Cnon no €€ 3adepXkke, YPOBHIO
YyBCTBUTENBHOCTU, Harpy3ke 1 TekyLL e 3arpy3ke pecypcoB. Popmanun3oBaHbl YETbIPE KaTeropum Kputepmes
— BPeMEeHHbIe, ceMaHTu4eckne, 6e30nacHOCTN U PecypCHble — a Takke B3BELLEHHas MHOrokpuTepuanbHas
PYHKUMSA OLIEHKM N MEXaHU3M AVHaMUYeckon aganTtaumm, obpasylolime OCHOBY ANS pa3MeLLeHnst AaHHbIX C
YYETOM 3a4EPXKKN N KOHPUOEHUMANBHOCTY.

KniouyeBble croBa: rpaHUYHbIE BbIMUCIIEHUS; TYMaHHbIE BbIYUCIIEHNS; 06MnayHble BblMUCIEHNS; dhopMarnbHas
MoZenb; pacrnpeaeneHe AaHHbIX; 3a0epXKa; UHTePHET Belllel; pacnpenenéHHble CUCTEMBI.
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