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Abstract: this paper addresses the design of a monitoring system intended to assess and maintain the
information security of social network platforms and their users. The proposed system architecture combines
automated content monitoring, account and bot-behavior analysis, malicious-link and phishing detection, and
data-leakage tracking into a unified pipeline built on classical rule-based filters and machine-learning
classifiers. The paper describes the functional modules of the system, the data flow between them, and the
criteria used to prioritize alerts for human moderators. Limitations related to scalability, privacy constraints,
and evasion by malicious actors are discussed, along with directions for further development.
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[. INTRODUCTION

Social network platforms accumulate large volumes of personal, behavioral, and communication data, which
makes them an attractive target for a wide range of threats: account compromise, phishing and malicious links
distributed through posts and messages, automated bot networks used for disinformation or fraud, and
unauthorized leakage of user data through third-party applications and application programming interfaces
(APIs). Manual moderation cannot keep pace with the scale of user-generated content, which motivates the
development of automated monitoring systems capable of continuously assessing the security state of a
platform and flagging incidents for timely response [1-5].

The goal of this work is to describe the architecture and core functional components of a system for monitoring
the information security of social networks, covering both platform-level threats (compromised accounts, bot
activity) and content-level threats (malicious links, data leakage) within a single monitoring pipeline.

II. SYSTEM ARCHITECTURE

The proposed monitoring system consists of four principal modules operating over a shared event stream
collected from platform activity logs, posts, messages, and account metadata: (1) a content monitoring module,
(2) an account and behavior analysis module, (3) a link and phishing detection module, and (4) a data-leakage
tracking module. Each module produces a risk score for the object under analysis (post, account, or outgoing
data transfer), and an aggregation layer combines these scores using weighted rules to generate prioritized
alerts for security analysts and moderators.

Incoming data is first normalized and passed through a rule-based pre-filter that removes low-risk, well-known
benign patterns, reducing the load on the subsequent machine-learning components. This two-stage design
allows the system to process high volumes of events while reserving computationally expensive analysis for
content flagged as potentially suspicious.

[Il. CONTENT AND BEHAVIOR MONITORING

The content monitoring module applies natural-language processing techniques, including keyword and
pattern matching combined with text classification models, to detect posts and messages containing
harassment, hate speech, disinformation, or coordinated inauthentic messaging. Classification models are
trained on labeled examples of policy-violating content and are periodically retrained to adapt to evolving
language patterns used to evade detection.

The account and behavior analysis module evaluates account-level features such as posting frequency,
temporal patterns, network of connections, and similarity to known bot signatures. Graph-based analysis of
the social connection network helps identify clusters of accounts exhibiting coordinated behavior, which is
characteristic of bot networks and inauthentic amplification campaigns, while anomaly-detection models flag
individual accounts whose behavior deviates sharply from established user baselines, a pattern often
associated with account takeover.

IV. LINK, PHISHING, AND DATA-LEAKAGE MONITORING

The link and phishing detection module inspects URLs shared within the platform against reputation
databases, lexical features of the URL string, and, where feasible, sandboxed analysis of the linked page's
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content and redirect chain, allowing detection of both known and newly registered phishing domains before
they reach a significant number of users.

The data-leakage tracking module monitors data flows to third-party applications connected through the
platform's API, comparing requested data scopes against the platform's data-sharing policy and flagging
integrations that request excessive permissions or exhibit unusual data-export volume, which may indicate
misuse of user data beyond its intended purpose.

V. ALERT AGGREGATION AND PRIORITIZATION

Risk scores produced by the four modules are combined by an aggregation layer that accounts for the severity,
confidence, and potential reach of a detected issue — for example, a phishing link shared by a highly connected
account is prioritized above the same link shared by an isolated one. Aggregated alerts are routed to human
moderators through a triage queue, and confirmed incidents are fed back into the training data of the relevant
module, enabling continuous improvement of detection accuracy over time.

VI. LIMITATIONS AND CHALLENGES

Several challenges affect the practical deployment of such a system. First, scalability is a concern, since large
platforms generate content at a rate that requires efficient, often distributed, real-time processing infrastructure.
Second, privacy regulations constrain the extent to which user data and communications can be automatically
analyzed, requiring careful design of data minimization and access-control measures within the monitoring
pipeline itself. Third, malicious actors continuously adapt their tactics to evade detection, including the use of
adversarially crafted content and slowly evolving bot behavior designed to mimic genuine users, which
necessitates ongoing model retraining and periodic manual review of detection rules. Finally, an overly
aggressive system risks a high rate of false positives, which can burden moderators and negatively affect
legitimate users, making the calibration of alert thresholds an important design consideration.

VII. CONCLUSION

The described system combines content monitoring, behavioral analysis, phishing detection, and data-leakage
tracking into a unified pipeline for maintaining the information security of social network platforms. A two-stage
architecture, in which lightweight rule-based filtering precedes machine-learning-based analysis, allows the
system to operate at scale while retaining the ability to detect complex, evolving threats. Future work should
focus on improving robustness against adversarial evasion, refining alert prioritization to reduce moderator
workload, and extending the architecture to comply with evolving data-protection requirements.
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PA3PABOTKA CUCTEMbI MOHUTOPWHIA MH®OPMALIMOHHOW BE3OMACHOCTU COLUMAIBbHbLIX CETEN
TaranrbinbigkoB W.I'., ApTbiknbieB K.C.
Ory3xaHCKuii MH)XEHEPHO-TEXHOINOMMYECKMIN YHUBEPCUTET TypkMeHncTaHa, Awxaban, TypkMeHncTaH

AHHOTauMs: B cTaTbe paccmaTpuBaeTcs pas3paboTka CUCTEMbI MOHUTOPUHIA, MPeAHasHaAYeHHOW ANt OLUEHKU W
nogaepxaHus MHcpopmaunoHHon 6e3onacHoOCTU nnaTdopM coumarnbHbIX ceTel U Mx nonb3oBaTtenen. [NpeanoxeHHasa
apxuTekTypa 00beauHseT aBTOMATU3MPOBAHHLIA MOHWUTOPUHI KOHTEHTA, aHanuM3 MOBEedEeHWsI akkayHToB W 60ToB,
06HapyxeHue BpeJOHOCHbIX CChINOK U (OULLIMHTA, a TaKKe OTCNEeXUBaHNE yTeueK AaHHbIX B e4MHbIN KOHBEWEP Ha OCHOBE
Knaccuyecknx NpaBmn 1 KnaccudukatopoB MalMHHOMO 06yyeHns. OnucaHbl (yHKLMOHabHBIE MOZY N CUCTEMBI, MOTOKU
OaHHbIX MEXOYy HUMU U KpUTEPWUM MPUOPUTM3aLMM OMOBELLEHUIA Ans MOAEepaTopoB. PaccMOoTpeHbl orpaHuYeHus,
CBsi3aHHble C MaclTabupyeMocTblo, TpeboBaHUSIMM KOHMUAEHUMANbHOCTM W MonblTkaMu obxoga cUCTEMbI
3M0YMbILUSIEHHMKaMW, @ TakXke HanpaBreHus fanbHeNLero passuTus.

KntoyeBble crnosa: MHOpMaLMOHHas ©Ge3onacHOCTb, coumarnbHble CEeTU, MOHWUTOPMHI Ge3onacHocTW, obHapyxeHue
60TOB, OGHapYXXeHWe (PULLIMHTA, yTeYKa AaHHbIX, MallMHHOEe 0By4YeHue.
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ANTTOPUTM BHE[PEHWA BOOAHBLIX 3HAKOB B VHDL-OMUCAHUA LIM®POBbLIX YCTPOWCTB,
PEANN3YEMbIX HA FPGA

JlaBpeHoBa A.C., MBaHiok A.A.

Benopycckuin rocygapCTBEHHBIN YHUBEPCUTET NHGOPMATUKM U PaaMO3NEKTPOHMKN, MUHCK,
Pecnybnuka benapyck, anastasialavrenova566@gmail.com

AHHOTaumsa: B paboTe npeacTaBfneH MOAXOA K aBTOMaTM3UMPOBAHHOMY WCCIEAOBaHWK YCTONYMBOCTU
annapaTHbIX BOAsiHbIX 3HaKoB, BHeapsiembix B napameTpbl INIT LUT-6nokoB FPGA, k cuHTe3y 1 ontummnsauum
B CAIP [1-2]. KnioyeBbiM pe3ynbTaToM MccrenoBaHus sABNAeTcs pas3paboTka nporpaMMHOro cpeacTsa,
MO3BONSAOLLLEr0 aBTOMATU3MPOBaTh NPOLECC 3alLMThl MHTENMEKTYyanbHoM cO6CTBEHHOCTH, @ TaKke AeTarnbHO
n3yvyaTb MEeXaHW3Mbl COXPaHEHWs CKPbITOM MHAOPMAaLMK Ha aTanax CuHTe3a, pasMeLLeHUs 1 TPaCCUPOBKMU.
[nsa noBbIWEHUs KPUNTOCTOMKOCTN BOASAHOMO 3HaKa npeanoXxeH MeTod NnceBAocnydYanHoro pacnpegeneHus
6utoB no cBOGOAHLIM sYelkam namsATM KoHdwurypaumm LUT-6nokoB ¢ wucnonb3oBaHuem LFSR.
OKCMepUMEHTbI BbISBUNN YSA3BUMOCTb BOOSHOro 3Haka K ontumusaumm CAIP » nokasanu, 4To gns ero
coxpaHeHus1 HeobXoaMMO NPUMEHATL crneumanbHble NpMémbl obecneyeHust yCTonunBoCTU.

KntoyeBble crioBa: annapartHble BoasiHble 3Hakun, VHDL, FPGA, CAIMP, LUT-6nok, LFSR.
|. BBEOEHWE

PaspaboTtka undpoBbix ycTponcTB Ha s3blke VHDL ¢ nocnegyrowen peanvsauuen B nporpaMmmmpyembix
normyecknx uHTerpanbHblx cxemax (MINAC) TpebyeT 3HaumMTenbHbIX WHTENMeKTyanbHbIX —3aTtpar.
TpaavuMOHHbIE NPaBOBble MEXaHU3Mbl He Bcerga npegoTBpallalT HeCaHKUMOHWPOBAHHOE KOMMpoBaHue,
obpaTHOe NPOeKTUpOBaHUE N MOUMMKALIMIO NPOEKTHLIX onucaHui [3]. B cBA3M € 3TUM akTyanbHON 3agaden
cTaHoBUTCA co3paHue adekTuBHbIX MeTodoB 3awmtel HDL-onucaHun, cpegu KoTopbix 0coboe MecTo
3aHMMaloT annapaTtHble BoAsHble 3HaKW, KOTOpble MO3BONSAIOT CKPbITHO BHEAPUTb MAEHTUMUKALMOHHYIO
MHOpMaLmo B CTPYKTYPY YCTPONCTBA.

OcHoBHOM npobnemon BHeOpeHWUs BOASHbIX 3HAKOB vepe3d moaudumkauuto INIT-napametpos LUT-6nokos
SIBMISAETCA UX YSI3BUMOCTb K MPOLIECCY CUMHTE3a B CUCTEMAX aBTOMaTU3MpPOBaHHOro npoektuposaHus (CAIP).
CuvHTe3aTop ONTUMU3UPYET CXEMY, YAANSAS U3ObITOYHBLIE NTOrMYECKME CBA3N, YTO MOXKET NPUBECTM K CTUPAHNIO
CKPbITOM maeHTndUuKaunmoHHon uHdopmauumn. B pamkax uccnegosaHus npoBefeHa NpoBepka TOro, Kak
ontummaauum CAIP BAMsIOT Ha COXPaAHHOCTb BOASIHLIX 3HAKOB. B kadecTBe MHCTPyMEHTa peLleHns 3agaun
pa3paboTaHO nporpamMHOE cpeacTeo, obecneuynmBarOLMin aBTOMaTU3NPOBaHHbIM aHann3d VHDL-koga,
BHEeApPEHME BOOSAHbBIX 3HAKOB M MX 3aWwmuTy oT ontummnsaumm CAIP.

II. OGOCHOBAHWE MPEOJTATAEMOIO CMOCOBA BHEAPEHUA BOOAHBLIX 3HAKOB

ba3oBbiM 3r1eEMEHTOM KOMOWMHAUMOHHOM norvkn B apxuTtektypax FPGA sensatoTtca LUT-6noku. LUT-6nok
npeacraBnsAeT cobor KOHUrypupyemoe ctaTuveckoe ornepatuBHOE 3arnomuHarowee yctponctso (COJY),
roe  normdeckaa yHKUMs  onpegensietcs  Tabnuuen ucTMHHOCTM [4], 3agaBaemMon napamMeTpom
nHngpnanusauum INIT. Ona LUT-6noka ¢ n-Bxogamu pasmep napametpa INIT cocraensieT 2™ 6uT.

BoasaHon 3Hak (watermark, ganee — WM) — 310 ckpbiTas ngeHtudmkaumoHHas nHpopmaums, BHegpsiemas B
uncpoBon OOBLEKT ANs NOATBEPXKOEHMSA NPaB MHTENNEKTyanbHoN cobcTBeHHOCTW. B npeanaraemom nogxoae
B Ka4yeCTBe KOHTeWHepa 4115 BOASHOIO 3HaKa MCMOoNb3YTCA HeAOCTMKMMbIE (CBOBOAHEIE) agpeca Tabnuubl
nctmHHoctn LUT-6noka, He Bnusiiowme Ha peannsyemyto nornyeckyto dyHkumio. AHanns VHDL-npoekToB
nokasar, 4To cpegHee konmyectso LUT2-6nokoB oTHocuTenbHO Bcex LUT-6nokoe coctaensiet 24,2%, LUT3
— 20,2%, LUT4 — 24,2%, LUT5 — 16,1%, LUT6 — 15,3%. Takum o6pa3om cpegHee Konmy4ecTBo cBOGOQHOro
MecTa B npoektax coctaBunio 2640 OWT, 4TO MoKasbiBaeT BO3MOXHOCTb BHEAPEHWA BOOSHOIO 3Haka
COOTBETCTBYIOLEN ANMHbI 6€3 NCNonb3oBaHMA JONOMHUTENBHbBIX annapaTHbIX PeCYpCoB.

Mpun peanuaaummn norm4eckon PyHKLUUN C YUCITIOM BXOLO0B MEHbLUUM, YEM NPUCYTCTBYET B BbiOpaHHom LUT-
Oroke 4YacTb aApecHOro MNPOCTPaHCTBa OKa3blBaeTCs (PYHKUMOHANbHO Hewncnonb3dyemon. KonnyecTtso
HEAOCTMXMMbIX (CBOOOAHbIX) aApecoB, KOTOPbIE MOTYT ObiTb NCMOMBb30BaHbI ANsl CKPbITOro XpaHeHNs! AaHHbIX
6e3 HapyLeHus paboToCcnoCOBHOCTM CXeMbI, BbIYMCASETCA MO hopmyne:

Cpym = 2™ —2™, (8]

rae C,,m — EMKOCTb KOHTelHepa BogsHoro 3Haka B LUT-6noke, m - KonmmyecTBo BXO4OB KOTOpble TpebytoTcs
Ona peanusaumn LeneBon Norm4eckon gyHKUUN.
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Ha pucyHke 1 nokasaH 6a30BbI NPUHLUMM MCMONb30BaHNS CBODOAHLIX agpecoB Tabnuubl CTUHHOCTU LUT4-
Groka Ansi CKPbITOro XpaHeHUs AaHHbIX 6e3 n3amMeHeHNs (PYHKLMOHaNbHOro NOBEAEHUSA CXEMBI.
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BoasiHol 3Hak MOXeT ObITb NGO pa3MepHOCTU, He NMPEeBLILAOLLEA MaKCUMarbHY0 EMKOCTb KOHTENHepa.
MpocToe nNuHelHoe pacnonoXeHue OMTOB MO BO3pacTaHUIO agpecoB YsI3BMMO K aHanuay, Tak kak genaeT
3aKOHOMEPHOCTU BHEAPEHUS npenckasyeMbiMy Af1s 3MoyMblUIeHHUKa. [na NoBbILWEHUST KPUNTOCTOMKOCTM
MeToAa BHEOPEeHWs M YCTOMUMBOCTM K aTakam Ha oOHapyXeHue 3Haka WCnonb3yeTcss MexaHu3m
ncesaoCryvyanHon nepecTaHOBKM MHOEKCOB CBODOAHBIX SY€EeK Ha OCHOBE FIMHEWHOro perncrpa casura c
obpatHon cBasbo (LFSR) [5]. LFSR, wuHMUManM3MpoBaHHLIN CEKPETHBbIM KITHOYOM U NPOU3BOSIbHbIN
NPUMUTUBHBLIA  HENPUBOAUMBLIA ~ NONMMHOM  OBpaTHOM  CBA3WM, reHepupyeT  MnocrneaoBaTernbHOCTb
nceBaoCnyvYanHbIX YMCen, NCMOoMNb3yemMyto A4S MOCTPOEHUS NepecTaHOBKU. ANropntM BHEAPEHUS BOASIHOTO
3Haka c ucnonb3oBaHneMm LFSR npounnioctpnpoBaHo Ha pucyHke 2.

Amnanus LUT-6710Kk0B 1 BbIsSIBICHUE
AHanu3 HCXOIHOTO Omnpenenenne
(DHKCHPOBAHHBIX BXOJ0B
VHDL-onucanus JIOCTHKHMBIX aJIpECcOB
JIOTHYECKOTO 3IeMEHTa
DopmupoBanue I'enepupopaHue afpecoB AIECK
Brenpenue BoastHOTO M Onpenenenne
HOBOTO MAPAMETPA,__| ;haka B moMyHeHHbIe [—] - worn o/ oba HPH [OMOIIH [=—CcBOOOIHBIX aTPECOB IO
INIT ms LUT- Y LFSR ¢ yuéTom HayanbHOro P
STTCHKI Ta0JIHIe HCTHHHOCTH
610ka COCTOSIHUS (KIIOY, TIOJIMHOM)

PucyHok 2. Anroputm BHEAPEHMST BOOASHOrO 3Haka ¢ ncrnonb3oBaHnem LFSR

AnropuTm BHegpeHusa BkoyvaeT aHanm3 VHDL-koga, onpegeneHve cBobogHbix sideek LUT-6rnoka um
reHepawmo Ncergocny4varnHon nepecTaHoBKN MHAEKCOB Ha ocHoBe LFSR ¢ 3agaHHbIM Knto4oM 1 MOfIMHOMOM.
[na onpepenenna MHoxecTBa A OOCTMXKMMbIX agpecoB siieek namsitu napametpa INIT ucnonbsyetca
cnegytowas dpopmyna:

A=(Gloc(y) = 1),j€{0,1,..,2" — 1},|A4| = 2HWOP) 2

rae n —ymucno Bxodos LUT-6noka; OP = (p™ 71, ..., pt, p°) — BekTOp 3aHaTocTn Bxogos LUT-6noka; p! € {0,1},
npuyém p' =1 o3HayaeT, YTO BXOA i WCMOMb3yeTcs, a p' =0 — YTO BXOA 3aMKCUPOBAH KOHCTAHTOM;
HW (OP) — Bec XammuHra Bektopa OP, paBHbIA YNCY UCMOMNb3yeMbIX BXOAOB; j — HOMEp AYenkn namaTu
KoHdurypauun LUT-6noka (napametp INIT); OC — BekTOp 3aHATOCTM namsAtn KoHdwurypauumn LUT-6roka;
0C(j) € {0,1} — npusHak 3aHATOCTU A4enkun, rae OC(j) = 1 COOTBETCTBYET AOCTUXMMOMY agpecy, a 0C(j) =0
— cBobogHoMy afpecy. B pesynbTate MHOXECTBO A COAEPXUT HOMepa Bcex OoCTMXMMbIX siyeek INIT,
KONMYECTBO KOTOPbIX pasHo 2HW(OP)

Anpeca, He BolLedLIME B STOT BEKTOP, 00pa3yoT MHOXECTBO CBOGOAHbIX SiYE€EK, KOTOPOE M UCMONb3yeTcs B
KayecTBe KOHTeliHepa AN BOAAHOro 3Haka.

Ill. SKCMEPUMEHTAJIbHAA YACTb N AHAITN3 PE3YNbTATOB NCCINEOOBAHNA

OKCNepMMEHTbI NPOBOANNNCH HA TECTOBOM MpOEKTe — 8-BXOAOBOM MYIbTUIMIIEKCOPE, peann3oBaHHOM Ha
Tpex 6nokax LUT6 B cpeae Xilinx Vivado 2021.1. Tpetuin 6nok LUT nmeeT Tpu BXxoga, PUKCUPOBAHHbIE B
fiorM4eckom Hyne, 4YTO NpegocTaBnseT 56 cBob6OAHbIX ssyeek Anst BHegpeHus 3Haka. B kauectBe TecToBOro
BOASIHOIO 3Haka ucnonb3oBanacb 16-6utHasi nocnegosatenbHocTb 0001001000110100 (hex: 0x1234).
MepBbIN 3KCMEPUMEHT MoKa3arn, YTO Mpu BHeApeHWM 3Haka 6e3 3awmTHbIX atpubyToB cuHTesatop Vivado
BbIMOSHSAET arpeccuBHy0 onTummuaaumio: 6nok LUT6 ¢ doukcnpoBaHHbIMK BXxodamuy cokpaitaetcs go LUT3, a
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HeJOCTMXMMbIE adpeca ygansTcs. B pesynbtate BOASHOM 3HaK TepsieTCsl MOSTHOCTLIO. [Ns coxpaHeHus
3HaKa uccriefoBanvcb TpyM MeToda MackMpoBaHust, UCKoYaowmx ontumnaauunio LUT-6noka:
1. Atpubyt DONT_TOUCH: 3anpeLyaeT cnHTe3aTopy CTPYKTYpHble Npeobpa3oBaHusa broka.

2. JloxHble curHanbl: 3ameHa koHcTaHT '0' Ha Bblpaxenus Buga d(i) xor d(i) ¢ aTpubyTom
DONT_TOUCH, 4to MackupyeT hakT (hUKCUPOBaHHbIX BXOA,0B.

3.MeHepaTop KOHCTaHTHbIX 3HadveHun (CVG — Constant Value Generator [2]): BBeaeHue
nocrnegoBaTenbHOCTHOW NTOTMKN ANS YCNOXHEHUS CTPYKTYPbl CXEMBI.

CTpyKTypHblE CXeMbl CUHTE3MPOBAaHHbLIX YCTPOWUCTB AN YKa3aHHbIX KOHUrypauuin npuBeaeHsl Ha pucyHKax
3 n 4. [Ina HarnagHOCTM Ha cxemax CKpbiTbl Oydpepbl BBoga-BbiBoga (IBUF, OBUF), aBTOMaTtnyecku
BcTtaBnsiemble CAINP, normyeckas cTpyktypa u napametpbl LUT-6r0koB oTo6paxeHbl 6€3 n3ameHeHn.

lut_low lut_high lut_mux2

= 0 lut_mux2 = 10 —=40
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PucyHok 3. Cxema nocrne cuHTe3a 6e3 meTtoaa 3awmTbl n ¢ atpnbytom DONT_TOUCH
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PucyHok 4. Cxema nocne cuHTe3a C UCrosib30BaHUEM NOXHbIX curHanos n CVG

CpaBHUTENbHLIN aHanM3 BNUSIHASE Pas3fMYHbIX METOAOB 3alUThbl Ha annapaTHble pecypcbl NPUBELEH B
Tabnuue 1.

Tabnuua 1. CpaBHMTENBHBIN aHaNM3 PeCypcoeMKOCTU N dHepronoTpebneHns

pezz?/lgzrvm KoghB:ch;;JT- Tunbl LUT-6n0okoB Tpurrepei no”Haﬂ(gTO)UJ'HOCTb
bes 3awuThl 3 2 xLUT6, 1 x LUT3 0 1,657
DONT_TOUCH 3 3 x LUT6 0 1,657
JloxHble curHansl |6 3 x LUT6, 3 x LUT1 0 1,654
CVG 8 3 x LUT6, 2 x LUTS3, LUTZ2, 2 x LUT1 |3 1,711
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Pe3yn bTaTbl MOKa3bIBAKOT, YTO:

1. Metog DONT_TOUCH He yBenuuMBaeT pecypcbl, HO CTPYKTYpa CXeMbl OCTaeTCA Npo3payvyHon Ans
aHanmsa, YTo CHUXaeT CTeneHb CKPbITHOCTU 3Haka.

2. MeTop c NoXHbIMK cUrHanamm yaeaveaeT uncro LUT-6nokos (gobaenstotca LUT1 gns reHepaumm
Hynen), Ho 3bPEKTUBHO MACKUPYET KOHCTaHTbLI, YCNOXHAS 0O6paTHOE NpOeKTMpOBaHUE.

3. Ncnonb3oBaHne CVG nNepeBOAMT YacTb CXEMbI B CUHXPOHHbIVA PEXUM, yBENUUMBasi noTpebneHne
aHeprun go 1,711 BT 13-3a nepekmnoyaTenbHON akTMBHOCTU TPUITEPOB, O4HAKO obecnevmBaeT HanBbICLLYIO
CNOXHOCTb aHanu3a CTPYKTYpbl 4115 3N0YMbILLIIEHHUKA.

Bo Bcex 3allULLEHHbIX KOH(bI/IpraLLI/lFlX q.)yHKLLI/IOHa.I'IbHaFl OKBMBAIIEHTHOCTb COXpaHAnachb, a MakCMmaribHasa
paGoqaﬂ 4acToTa He CHMXanacb KPUTUYECKWU. SKcnepmmeHTaano noaoTBepXXAeHo, 4To I'IpOCTOI7I MeTo
BHeOQpeHna yA3BMM K ONTUMU3aLUNAM CAIP, Ttoroa kak npennoXeHHble MexXaHU3Mbl MaCKMpOoBaHUA
obecneynBaroT COXPaHHOCTb 3HaKa C npuemMnemMmbiMn HaknagHbIMMU pacxogamu.

V. SAKINIOYEHWE

B xoge wuvccnegoBaHust yCTaHOBMNEHO, YTO BHedpeHWe BoAasdHbIX 3HakoB B VHDL-onucaHus uyepes
moandmkaumio INIT-napametpoB LUT-6rnokoB ABNAeTCs ysa3BUMbIM K ONTMMU3aLmsaM coBpemeHHbix CAlNP
6e3 NpuMeHeHUs JOMOMHUTENbHBLIX 3alUTHbIX Mep. [pocToe BHeApeHWe NPUBOAUT K YAANEHUI0 CKPbITON
WHGpOpMaumMM Ha adTane cuHTesa. PaspaboTaHHbI MporpaMMHbIA MOAYMb MO3BOMWMM aBTOMAaTU3MpoBaThb
NPOLEeCC OLIEHKM YCTOMYMBOCTU 3HAKa M JoKa3aTb, YTO 3PEKTUBHBLIM peLLEeHNEM SBNSETCA UCMONb3oBaHNe
MEeXaHW3MOB MackupoBaHus. PesynbTaTtbl paboTbl MOryT ObITb MCMNONb30BaHbl AN 3awntbl HDL-npoekToB
npu pa3paboTke CrOXHbIX LMPPOBbLIX YCTPONCTB.
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ALGORITHM FOR EMBEDDING WATERMARKS IN VHDL DESCRIPTIONS OF DIGITAL DEVICES
IMPLEMENTED ON FPGA

A.S. Lavrenova, A.A. Ilvaniuk

Belarusian State University of Informatics and Radioelectronics, Minsk, Republic of Belarus,
anastasialavrenova566@gmail.com

Abstract: this paper presents an approach to the automated study of the robustness of hardware watermarks
embedded in the parameters INIT of FPGA LUT-blocks against synthesis and optimization in CAD [1-2]. The
key result of the research is the development of specialized tools that automate the process of intellectual
property protection and also enable a detailed study of the mechanisms for preserving hidden information
during synthesis, placement, and routing. To increase the cryptographic strength of the watermark, a method
of pseudorandom distribution of bits among free cells of LUT-blocks using an LFSR is proposed. Experiments
revealed the vulnerability of the watermark to CAD optimization and showed that special techniques for
ensuring robustness must be applied to preserve it.

Keywords: hardware watermarks, VHDL, FPGA, CAD, LUT-block, LFSR.
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