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CoBpeMeHHBIE CHUCTEMBI  TEIEKOMMYHHUKAIUil  (aKTUYECKH IPEACTABISIIOT  COOOH  KOMITBIOTEPHBIE
WH(POPMAIMOHHBIE CHUCTEMBI, KOTOpPBIE IOCTOSHHO COBEPLICHCTBYIOTCS W HAJENSIOTCS BCE HOBBIMU M HOBBIMHU
(GyHKUMAMU 1 00ecneunBaloT MoJIb30BaTeNeil (KIMEHTOB) Bee Oosiee IIMPOKUMH BO3MOXKHOCTAMHU. [Ipu aToM ycnex
B HCIOJNB30BaHMM CHCTEM TeJIEKOMMYHHKAIlM BO MHOTOM OINpeAeNseTcs HaJeKHOCTbI IPUKIAJHOTO
MIPOrPpaMMHOTO OOecredYeHns, HCIIOJIb3YyeMOro B cocTaBe cucteM. [lo nuTepaTypHbIM JaHHBIM [1] Ha oo
MIPOTPaMMHOTO 00eCHeueHHs] MOXKET MPUXOANUTHCS 10 40 MPOLEHTOB OTKAa30B KOMIBIOTEPHBIX MH(POPMALMOHHBIX
cucteM. [ToaTOMy oIeHKE M 00€CTIeYeHUIO IKCIUTYaTaIlli OHHOW HaIe)KHOCTH MIPUKIATHBIX KOMIIBIOTEPHBIX IPOTPAMM
JUTSL CHCTEM TEJICKOMMYHHUKAIUH TOJDKHO YICIAThCS 0c000e BHUMAaHHE.

OueHka 0XHIaeMOM 3KCIUTyaTallMOHHOW HaJeXHOCTH MPHUKIAJHOM KOMIBIOTEPHON HpOrpaMMbl J0 Hadaja €e
MIPOSKTHPOBAHNUS, BKIIOYAIOIIETO pPa3padOTKy anroputMa Oyaymied mOporpaMMBl M HAIMCaHHE KOJa Ha S3BIKE
NIPOrPaMMHPOBAHMSI, SBISETCS IOJIE3HOW M OTBETCTBEHHOM MPOLIEAYpOH, TaK Kak MO3BOJIIET COPHUEHTHPOBATHCS B
MIPUHIUIIHATBHON BO3MOXKHOCTH 32 OTBOJUMOE OIOPKETHOE BpeMs CO3IaTh IMPUKIAJHYI0 KOMIBIOTEPHYIO POrpaMmy,
OTBEYAIOIIYI0 TPEOOBAHMUIO HAJIS)KHOCTH. A 3TO, B CBOIO OUEPE/Ib, ONPEICIUT LIEIeCO00Pa3HOCTh TPOSKTUPOBAHUS HOBOM
WIN MOJICPHU3AIMU JCUCTBYIOIECH TEIeKOMMYHHKAlMOHHOM cucteMbl. Kpome Ttoro, cBeneHust 00 OxumaeMoi
9KCIUTyaTaIMOHHON HaJeXKHOCTH Oyaylied NpHUKIaAHON KOMIIBIOTEpPHOHW IpOrpaMMbl IO3BOJIAT OINPEICIUTHCS B
ONpPaBJaHHOCTH BKJIAJIBIBAHUS 3aKa3YMKaMH CHUCTEM TEJIEKOMMYHHUKAIWI JalbHEHIIUX (UHAHCOBBIX CPEICTB Ha
pa3paboTKy MPUKIIATHON KOMIIBIOTEPHOI MPOrpamMMEI.

OueHka 0)XUJaeMol HaJe)KHOCTH MPUKIIAJAHBIX KOMIIBIOTEPHBIX IPOTpaMM aBTOpaMH paccMaTpuBaiach B [2, 3]. B
4acTHOCTH, B pabote [2] ObUTH OmpeneleHbl OCHOBHBIC MPHHIIUIIEI M MOJXOABI K OLEHKE OXHIACMOH HaIeKHOCTH
MPUKIAIHBIX KOMIBIOTEPHBIX IPOrpamMM, a B [3] Ha KOHKPETHOM IPHUMEpE MOKa3aHa OLICHKA 0’KUIAEMOW HaleXHOCTH
MIPUKIIATHOW KOMIBIOTEPHO MPOTpaMMBI IJIsI OTIPEICIICHHOM 001aCTH ee IPUMCHEHUS.

OnmHuM ©3 BaXXHEHWINMUX OTAlloOB OIEHKH OXXKHIACMOW HAJEKHOCTH OyAyIied NPUKIaJHONH KOMIIBIOTEPHOM
[IPOrpaMMBbl SIBJISIETCSI OIpPENEJIeHUE MPOTHO3HOTO 3HAYEHHs HAYaJbHOM IUIOTHOCTH OTKa30B, MHAa4Ye€ — IUIOTHOCTH
MIPOSIBIIEHUS OIMOOK B KOMIIBIOTEPHOH MporpaMmMe (0003HAYMM 3Ty TIOTHOCTH depe3 Fo). B pabotax [2, 3] B kauecTBe
OCHOBBI oTpejiesieHust Fy ncnoip3oBaHa «Pumckas mozxens» RL-92-52, mpemnoskennas B [4]. DTa Moiens B KadecTBe
COCTaBIIAIONIMX KOMIIOHEHTOB OmpereNieHus Fo BKIIOYAeT METPUKY D, YUYUTHIBAIOIIYI0 OCOOEHHOCTH IPOEKTHOM
OpraHHU3al{H, OTIBIT U KBAUTU(HKAIMIO IPOrPAMMHUCTOB pa3padaThiBatolel NPUKIAJIHY0 KOMIIBIOTEPHYIO ITPOrpamMmy, a
TaKXKe METPUKY S, NPUHUMAIONIYI0O BO BHHMMAaHHE OCHOBHBIC XapaKTEPUCTHUKU caMoil Oynyuiedl KOMIBbIOTEpPHOM
nporpammbl. [Ipudem B pabote [2] mis MeTpUKH S PEKOMEHIYETCS YUUTBHIBATh CIEAYIOUINE €€ XapaKTePUCTHKU:
CJI0)KHOCTB, HOBU3HY, CPEICTBA pa3pabOTKH, CTENICHb UCTIONB30BaHMsI CTAaHIAPTHBIX MOJIYIICH.

JIJIs. TIOBBIMIICHUST TOCTOBEPHOCTH OTIPEIEIICHUS MIPOTHO3HON OICHKW HAadalbHOW IUIOTHOCTH OIMHOOK Fo W, Kak
CJIeJICTBHE, IPOCKTHOM SKCILTyaTallMOHHOW HaJeKHOCTH OyAyIied MPpHUKIaIHOW KOMIBIOTEPHON MPOTPaMMbI aBTOPaMHU
mpejyiaraeTcsl IONOJHHUTh MaTeMaTHYeCKOe BBIpOKEHHE ompeneneHus Fo Merpukoil (o0ozHaumMm ee uepes U),
YYHTHIBAIOIICH, HE IPUHATHIC BO BHUMAHUE, HO THITOTETUYECKH BIUSIONINE Ha Fo, (PaKTOPHI, CBA3aHHBIC C OpPraHU3aIUCH,
pa3pabaTbIBaroIeii porpaMmy, MOPOrPAaMMUCTAMHA M XapaKTEPUCTUKAMHU Oyaylied MPUKIATHON KOMIIBIOTEPHOM
nporpammbl. Metpuky U OyzieM Ha3bIBaTh METPUKOM IOJHOTHI ydeTa ()akTOpOB, BIUSIONMX Ha HAYAJIbHYIO IFIOTHOCTh
0TKa30B Oyjayuieid NpUKIaJHOW KOMIBIOTEpHOW mporpaMMbl. Mognenb onpenenenus Fo ¢ ydetom wmeTpuku U
npeanoxxeHa B Buje [3]

Fo=F3-D-S (2 - U), omu6ox / KLOC, M

rae Fs — MeTpuka 0o0NacTH NMPUMEHEHHS NPUKIATHOW KOMITBIOTEPHOW MPOTPaMMBI, MPEICTABISAIONAs CoO0M
cpemHOl0 10 cdepe MPOHM3BOIACTBEHHOW IEATEIBHOCTH (OTpaciy) IUIOTHOCTh OTKa30B, €¢ Ha3bIBAlOT 0a30BOU
IUIOTHOCTBIO OTKa30B [4], pasmepHOCTh F5 — «ommbok / KLOCy; 3amncs KLOC o3Ha4aeT THICSIYY HCIOTHIEMBIX CTPOK
MIPOrpaMMHOTI0 KOJA.

OTMmeTuM, 4TO 3HAYEeHHE 0a30BOI IUIOTHOCTH OTKA30B MPU ONPEACICHUU MPOTHO3HOTO 3HAYCHHS HAYaIbHOW
IJIOTHOCTH OTKa30B Fy A MPHUKJIATHBIX KOMIBIOTEPHBIX MPOrpaMM, pa3padaThiBaeMbIX IS TEIEKOMMYHHKAITHUH,
coctasisieT Fy = 7,8 ommbok / KLOC [2, 4].

Metpuka U moaenu (1) siBrsiercst 6e3pa3MepHOil B MOXKeT OBbITh ONpe/esieHa METOIOM IKCIIEPTHOM OLEHKH C y4ETOM
YCIOBHUS

0<U<]l. (2)
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[Ipnuem 3nauenne U = 1 1OJDKHO COOTBETCTBOBATH CIIyYal0 yueTa IMPAKTHUECKH BceX (PakTOpOB, ONpeiesIsiomunX
3HAUYCHHE HAYaJIbHOM IJIOTHOCTH OTKa30B Fo, T. €. (pakTHUECKH KayeCTBO HAIMCAHUSI MPOTPAaMMHOI0 Kojxa Oymymied
NIPUKJIaIHOW KOMIBIOTEPHOH mporpammbl, a U < 1 — ciydaro, KOrJa Kakas-TO 4acTb (haKTOpOB, THIIOTETHYECKU
BIIMSIIOIINX HAa HAYaJIbHYIO HaJIS)KHOCTh OyTyIel KOMIBIOTEPHOI POrpaMMBbl, HEe IPHHATa BO BHUMaHKE B MeTpHUKax D
us.

Ormpenenus 1o BEIpaxkeHHI0 (1) HayaIbHYyo ITIOTHOCTh OTKa30B F, M 3Hast IPOTHO3HOE YUCIIO CTPOK IPOTrPaMMHOTO
koma (8 KLOC), mo mopmenu, mpuBOIUMON B [2], MOXHO OIIEHHTHh HadalbHOE 3HAUYCHHE HHTEHCHBHOCTH OTKa30B
KOMIBIOTEPHOH TporpaMMbl (Ao, pa3MepHOCTh 1/4), a namee C y4eTOM IDIAHHPYEMOTO OIO/KETHOTO BpPEMEHH,
OTBOAMMOTO Ha IPOLENYpy TECTHPOBAHUS, HAlTH NPOCKTHOE 3HAYCHHE HKCILTYyaTAIMOHHON MHTEHCHUBHOCTH OTKa30B
(Aoke, PA3MEPHOCTH 1/4) KOMIIBIOTEPHOH MpOrpaMMBl M JIPYTHE XapaKTEPUCTUKH €€ HAAEKHOCTH [3], B TOM UHCIe,
BEPOSTHOCTH 0E30TKA3HOM padOThl KOMITBIOTEPHOH MPOrpaMMbl B TEUEHHE MHTEPECYIOIIETO KaICHIAPHOTO BPEMEHH T,
00o3HaueHa Kak P(t):

nt
PO =) =[ew(h 1) ®
rze P — BeposTHOCTH 0€30TKa3HOI 00pabOTKHU MPUKIIAHOW KOMITBIOTEPHOH ITPOrpaMMOii OJJTHOTO yCPE/IH EHHOTO
Habopa MCXOAHBIX JAHHBIX NMPH (QYHKIMOHUPOBAHHU CHCTEMBI TEIEKOMMYHHKALUM; 1 — Cpe/iHee MPOrHO3HOE YUCIIO
oOpalieHuii B 4ac K NPHUKIJIAJHONW KOMIIBIOTEPHOW INporpaMMe B TE€YEHHE KaJleHJapHOro INepuoja T; f — cpenHee
nporeccopHoe BpeMs (B yacax) oOpabOTKH MPUKIATHON KOMITBIOTEPHOW NMPOrpaMMOM OJJHOTO yCPEJHEHHOIo Habopa
JIAHHBIX.

[To BompocaM OLEHKH OXHJA€MOW IPOEKTHOW HAJCKHOCTH IUIAHUPYEMBIX K pa3paboTKe NPHKIaIHBIX
KOMITBIOTEPHBIX TNIPOTPaMM  MOXKHO oOpamaTtbecss B yd4eOHO-MCCIENOBaTeNIbCKylo sabopaTtoputo «HamesxHoCTh
NIEKTPOHHBIX CHCTEM» Kadeapsl MPOeKTHpoBaHMSA HH()OPMAIMOHHO-KOMIIBIOTEPHBIX cHucTeM benopycckoro
TOCYAapCTBEHHOTO YHUBEPCUTETa HH()DOPMATHKH U PaOdIeKTPOHUKH (ay . 37-1 kopir.).
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B.B.BABAYEV
CURRENT PROBLEMS OF WEB RESOURCE SECURITY: A CONTEMPORARY ANALYSIS
Institute of Telecommunications and Informatics of Turkmenistan, Ashgabat, Turkmenistan

This paper examines the evolving landscape of web resource security in the contemporary digital era. Despite
advancements in cryptographic protocols and security frameworks, web applications remain primary targets for malicious
actors. This study analyzes prominent architectural and runtime vulnerabilities, including injection flaws, authentication
breakdowns, supply chain risks in open-source dependencies, and the rising threat of automated botnets. By evaluating
current countermeasures alongside their limitations, this paper outlines critical trajectories for future research and defense
mechanisms. The global migration toward cloud computing, microservices, and decentralized web architectures has
transformed web resources into the operational backbone of modern commerce, governance, and social interaction.
However, this rapid digital expansion has outpaced conventional security paradigms. Web resources—encompassing web
applications, Application Programming Interfaces (APIs), and cloud-hosted data repositories—are fundamentally exposed
to the public internet by design.

While legacy perimeter defenses such as standard network firewalls were sufficient in the past, modern threats target
the application logic and structural components of web platforms. The primary objective of this paper is to investigate the
most critical contemporary vulnerabilities plaguing web resources, evaluate why traditional countermeasures are failing,
and discuss the academic and practical paradigms required to secure the next generation of web systems.
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Core Taxonomy of Contemporary Web Vulnerabilities

Advanced Injection Flaws and Input Validation Failures

Despite decades of awareness, injection vulnerabilities—most notably Structured Query Language Injection (SQLAi)
and Cross-Site Scripting (XSS)—persist as dominant threats. Modern web frameworks have integrated parameterized
queries and auto-escaping contexts to mitigate these risks. However, the complexity of modern web ecosystems introduces
new vectors:

— NoSQL and Graph Database Injections: The proliferation of non-relational databases has led to unique injection
styles where attackers manipulate execution logic through object serialization or query language structures.

— Server-Side Request Forgery (SSRF): Driven by cloud-native designs and microservice communication patterns,
SSRF allows attackers to force a server-side application to make HTTP requests to arbitrary domains, often exposing
metadata services or internal networks.

— Identification, Authentication, and Session Failures

— As single-page applications (SPAs) and decentralized user tracking become standard, session management and
identity verification have grown incredibly complex.

— Broken Object-Level Authorization (BOLA): Frequently appearing at the top of API security risks, BOLA occurs
when an application exposes endpoints that handle object identifiers, creating an expanded attack surface where users can
access other individuals' private records by manipulating variables within request strings.

— Credential Stuffing and MFA Bypass: Automated tools leverage massive breaches of historical credentials to
execute high-velocity credential-stuffing attacks. Furthermore, contemporary adversarial tactics have evolved to bypass
Multi-Factor Authentication (MFA) using reverse-proxy phishing kits (e.g., Evilginx), making session hijacking highly
prevalent.

Emerging Paradigm Threats

Modern web development heavily relies on third-party libraries, content management systems (CMS), and
framework packages managed via tools like npm, PyPI, and Maven.

— Transitive Dependencies: A single web application may rely on thousands of nested, underlying open-source
packages. Attackers exploit this blind spot through dependency confusion or by directly compromising the developer
accounts of maintainers to inject malicious payloads into updates.

— Lagging Patch Management: Organizations frequently fail to inventory or audit their internal dependency graphs,
allowing widely known vulnerabilities to remain exploitable in active web environments for years.

— Automated Client-Side Exploitation and Botnets

— The traditional server-focused security model often overlooks the client environment.

— Magecart and Formjacking: Attackers compromise third-party scripts (such as analytics or chat widgets) loaded
directly into user browsers to harvest confidential inputs, such as credit card information, directly from the DOM before
it ever reaches the secure server infrastructure.

— DDoS and Layer-7 Exploitation: Distributed Denial of Service (DDoS) threats have evolved from simple
network-layer flooding to highly sophisticated, distributed Layer-7 (Application Layer) request floods. These mimic real
human behavior, making them exceptionally difficult to detect and neutralize without disrupting legitimate traffic.

Threat Vector Primary Impact Contemporary Catalyst Primary Defense Paradigm
BOLA /IDOR | Unauthorized Data Access | Proliferation of Microservices / | Strict Attribute-Based Access Control
APIs (ABAC)

Supply Chain | Remote Code Execution | Over-reliance on Open-Source | Automated Software Bill of Materials

Risks (RCE) Ecosystems (SBOM) auditing

SSRF Internal Network | Cloud Metadata Services Adoption | Strict Input Allowlisting & Network
Exposure Isolation

Layer-7 DDoS Resource Exhaustion / | Low-cost Global Botnets / Cloud | Al-driven Behavioral Rate-Limiting
Outages Proxies

Conclusion and Future Directions

Web resource security can no longer rely on a reactive approach or simple perimeter defense. As web topologies
expand to incorporate edge computing and complex cloud dependencies, security architectures must transition toward a
comprehensive Zero Trust Philosophy, wherein no internal or external request is trusted implicitly. Future scientific
exploration must focus heavily on the integration of contextual, artificial intelligence-driven behavior analysis capable of
isolating runtime anomalies in real time. Ultimately, reducing the global attack surface requires a cultural shift toward
standardizing robust software engineering patterns, forcing security to be treated as a core operational feature rather than
a late-stage add-on.
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