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Yupeorcoenue obpasosanus «benopycckuii 2ocyoapcmeentbiil yHugepcumem uH@opmamuKy u paouod1eKmpoHuKUy»,
2. Munck, Pecnybnuxka Benapycs, HauanbHuk HayuHO-UCCI€008amMeNbCKOU 1AO0pamopul cucmem u yCmpoucmes cesasu

B Hacrosmee BpeMs pagMOCHCTEMBI IIMPOKO NMPHUMEHSIOTCS Ul TIepefiadyd CIyXKeOHOM M KOH(HICHINATBHON
nH(popManuu B OpraHax rocy1apCTBEHHOTO YIPABICHNUS, CHIIOBBIX CTPYKTYPaX, Ha TPAHCIIOPTE U B IIPOMBIIILIICHHOCTH.
OTKpPBITOCTh PaJUOTPaKTa JeJaeT TaKWe CHCTEMBl YS3BUMBIMU JUIsi NepexBaTa COOOIICHHH, HABS3BIBAHUS JIOXKHOM
nHpopManuy, MOCTaHOBKH IPeTHAMEPEHHBIX OMEX, TI03TOMY MX (YHKIIHOHHPOBaHHWE HEBO3MOXKHO 0€3 TEXHHYECKUX
CpeACTB 3auTh (MppoBaHue, CKpeMOIMPOBaHKE, CKaYUKOOOpa3Has IIepecTpoiika pabodell 4acTOThI, ay TCHTU(QHUKAIHS
abonenTtoB u ap.) [2]. IIpu 3TOM NMI060E CPENCTBO 3aIIUTHI BHOCUT B PAIHOTPAKT COOCTBEHHbIE MCKaXEHHs M MOTEPH,
yXyJuast OKa3aTeIn KauecTBa paJnuocBs3u. BenencTBue 3Toro oneHnka 3 GeKTHBHOCTH TEXHUYECKUX CPECTB 3aIUTHI
B OTPHIBE OT [TOKa3arelieil kauyecTBa pyHKIMOHUPOBAHUS PaJUOCHCTEM METOANYECKH HEKOPPEKTHA: «HIEaTbHO CTOHKAas»
3aIIMTa MOXKET OKa3aThCsl HEIPHEMIIEMOH, €CIIM OHA CPHIBACT CBSA3b MIIM CYIECTBEHHO CHIDKAET €€ KaueCTBO.

Henpro paboTH! sBISICTCS pa3paboTKa CHCTEMBI KPUTEPUEB U MOKa3aTelei 3ppeKTHBHOCTH TEXHUUECKUX CPENCTB
3aIIUTHl PAAMOCUCTEM, COTJIIACOBAHHOW C IOKA3aTEeNIIMHM KadecTBa PaAHOCBA3M M OOCCIICUMBAIONIEH COMOCTABHMOCTD
AJIbTEPHATHBHBIX BAPUAHTOB IIOCTPOCHUS 3AIHUTHI.

B pabore npeanoxeHo (popMHpOBaTh CHCTEMY KPHTEPHEB B TPH B3aMMOCBSA3aHHbIC rpymmsl. IlepBas rpymma —
KPHUTEPHUH 3aIUIICHHOCTH: CTOMKOCTh K TE€PEXBaTy (TPYJOEMKOCTb PAaCKpBITHS KJIFOYa MM COOOLICHUS), BEPOSITHOCTD
HaBsI3bIBaHUS JIOXKHOW MH(POPMAIMH, CTOMKOCTh K MOJIABJICHUIO U 0OHAPY)KEHHIO CHI'HAJA, BPEMsl CpPbIBA 3alllUTHI PU
aKTUBHOM Bo3JeiicTBuu Hapymmrend [1, 5]. Bropas rpynmna — KpuTepun COrjlacOBaHHOCTH C KaueCTBOM PaHOCBS3H,
XapaKTepu3yIoLIxe JeTPaalifio paJAnOTPAKTa IIPH BKIIOYSHUH CPENICTB 3aIUTHL: TIPHpALICHUE BEPOSITHOCTH OIIMOKU Ha
6uT APoy, moteps sHepreTudeckoro 3amnaca AE (1b), BHocuMas 3aepikka U paclIMpeHHe MoJI0Ckl 3aHUMAaeMbIX 4acToT,
CHIDKEHUE KOd((HIMEHTa TOTOBHOCTH KaHalla 3a CUET JIOIOJHHUTENbHBIX PEKUMOB CHHXPOHHU3AIMHU U PaCIpe/ieICHHs
kiroueit [3]. Tperbs rpynna — kputepun 3pQEeKTHBHOCTH IOCTPOCHUS: annapaTHble 1 BpEMEHHBIE 3aTPaThl, CTOMMOCTh
BHEJIPEHHS U CONIPOBOXKICHNUS 3alUTHI, MaccOrabapuUTHBIC M YHEPTETHUECKHUE XapaKTEPHCTHKH.

CoryacoBaHnE KPHTEPHEB C IOKAa3aTEIMH KadyecTBA PAIMOCBA3H BBIIOJHIETCS Y€Pe3 CHCTEMY HOPMHPYIOIINX
orpanndeHui. Kaxxnomy mokasaremto kadecTBa (BEpOSTHOCTh OMIMOKK Ha OWT, OTHOIICHHE CHUTHAJ/TIOMEXa Ha BXOJE
JIEMOIYIATOPA, K03()(QUIMEHT TOTOBHOCTH, BPEMS YCTAaHOBJICHHS COSANHEHUS) CTAaBUTCSI B COOTBETCTBHE JIOIIyCTHMOE
3HAUCHHWE JEeTpajaluy, 33JaBacMOC TAKTUKO-TEXHWYECKUM 3aJaHueM. [lokasaTenu BTOPOH TPYHIBI HOPMHUPYIOTCS
OTHOCUTENBHO 3THX AOIYCKOB, Oylarojaps dyeMy TpeOOBaHUA K 3amuTe (HOpMYIUPYIOTCS HE a0CTPAKTHO, a B €IHOM
M3MEPUTENBHOM TIPOCTPAHCTBE C IIOKa3aTelMsIMM KadecTBa paauocBa3d. CoONoCTaBIEHHE BapHAaHTOB 3allUTHI
BBINOJIHACTCS [0 MHTErpanbHOMY Tokazatenmo O = X wi'K|, rae K; — oTHOcuTensHbIe (HOPMHPOBAaHHBIE) 3HAUEHUS
nokasaTesield, w; — BecoBble KO3(D(HUIMEHTHI, OTpaKAIOL[ME IPHOPUTETHl KOHKPETHOTO NpUMEHeHusi [4]; BapuaHT
CYMTAETCA JOIMYCTHUMBIM, TOJIBKO €CJIM BCE OTPAHNYEHUS 110 KaUeCTBY PaAMOCBSI3U BBIIOTHSIIOTCS.

CrpykTypHas cxeMa IpeayoKEeHHOr0 OX0/1a MPUBeIeHa Ha pUCYHKE 1.

Pucynox 1 — CtpykTypHas cxema corjacoBaHHs KpUTEepHEB APPEKTUBHOCTH TEXHHYECKUX CPEACTB 3AIIUTHI C
NI0Ka3aTesIMU KaueCcTBa PaUOCBs3H

IIpakTryeckast 3HAYMMOCTD MOJX0/1a COCTOUT B TOM, YTO OH IMO3BOJISIET 0OOCHOBAHHO BHEIOMPATH PAIlOHAIBHBIN
BapHAaHT 3alUTHl JUII KOHKPETHOH pamuocucTeMbl. Tak, JJs y3KOIOJOCHBIX CHCTEM C JKECTKUM JHEPreTHYCCKUM
OFOJKETOM TPEIIOYTHTSIFHBIMUA OKa3bIBAIOTCS CPEICTBA IMU(PPOBAHUS Ha KaHAIBHOM YPOBHE C MHHUMAJIBHOMN
CiTy’)keOHOM M30BITOYHOCTBIO, TOTJIa KaK B IIMPOKOMOJIOCHBIX CHCTEMaX C W30BITOYHOCTHIO TI0 IIOJIOCE OIpaBlaHa
CKauK000pa3Has mepecTpoiika YacTOTHI, IOBBIIIAFONIAs CTOHKOCTH K TIOJIABIICHHUIO TIPH YMEPCHHOM JIerpaialliyl KauecTBa
CBSI3H.

TakuMm o0paszomM, pa3zpaboTaHHas cECTeMa KpUTEPHEB W TMOKa3aTeNei: 00ecrieunBaeT METOAMYECKH KOPPEKTHYIO
OIICHKY 3(bq)eKTPIBHOCTPI TEXHUYCCKUX CPEJACTB 3alllUThl PAJUOCUCTEM 3a CUET ABHOTO Y4Y€Ta UX BJIMAHUA Ha Ka4CCTBO
PaanOCBSI3H; TIO3BOJIIET HOPMHUPOBATH TPEOOBAHKS K CPEACTBAM 3aIUTHI Yepe3 IOMYCTUMBIC JeTpagalny MoKa3aTeiaen
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KayecTBa (YHKLUHOHMPOBAHUS; J@CT COINOCTAaBUMYIO 4YHCJIEHHYIO0 Oa3y aus BbIOOpa palMOHAJIBHOIO BapHaHTa
MIOCTPOEHHMS 3AIUTHI IPU TPOSKTUPOBAHUH U MOJCPHHU3ALMH PAJAUOCUCTEM.

KnroueBsle ciioa: 3amura HHGOPMAaLUH, PaJHOCHCTEMBI, TEXHUYECKUE CPEJICTBA 3aLUThl, KPUTEPUH U TI0Ka3aTeNn
3 PEKTUBHOCTH, KAYECTBO PAIUOCBSI3H, OLICHKA 3alHIIICHHOCTH.
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The development of distributed computing systems, the Internet of Things, edge devices, and software-defined
information environments is increasing the demand for key agreement methods that feature low computational complexity
and the ability to adapt to changing interaction conditions. One promising approach involves tree parity machines (TPM)
— a specific class of neural networks capable of synchronizing internal weight parameters through the exchange of output
signals over an open channel. The resulting synchronized state can be used to generate a shared data sequence, including
in experimental neural-network-based key agreement schemes.

The idea of using two mutually learning neural networks TPM as an alternative to the Diffie-Hellman algorithm belongs
to I. Kanter, W. Kinzel, Kanter E. [1]. Learning means that the synaptic weights (wy, 1 <i<K, 1 <j<N; K—number of neurons
in the first layer of the network, N — number of inputs of each neuron; wj € Z; w; € {—L,—L+1, ..., L};K, N € N) of the hidden
neurons (the outputs of which for networks 4 and B we designate as (o;= x; wy)” and (c;= x; wy)?, respectively) of both networks
(4 and B) are adapted according to certain rules for input (x;, x; € X, X5, X8 € {~1, 1}) — output (t*, 1%; 1*8€ {1, 1}) pairs
according to certain rules. The training of the networks (TPM*##(K-N-L)) concludes when the weights become equal, and these
weights can be used as a shared cryptographic key. The general structure of the TRM network is shown in fig. 1.

Fig.1 — The general structure of the TPM network

The development of the TPM architecture has been directed toward increasing the complexity of computational
arithmetic to ensure a higher level of cryptographic resistance. To date, research results concerning the synchronization
of TPM based on the extension of real numbers — specifically complex numbers (TPCM), quaternions (TPQM) and
octonions (TPOM) — have been published in [2—6].
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The work we present contains the results of a study of the synchronization process of the TPM based on the use of
a combination of two different algebras relating to integers (Z), complex numbers (C), quaternions (H), and octonions
(0).

We assume that using a combination of different algebras — the most obvious combination being the real numbers
as one algebra and one of the hypercomplex number systems as the other—in the training of an individual TPM interacting
with another analogous TPM until they reach synchronization may, in certain cases or under certain learning rules, offer
advantages over systems operating on the basis of a single algebra. The first potential advantage is an increase in the
information capacity of a single logical weight: a complex-valued weight contains two real components, a quaternion-
valued weight contains four, and an octonion-valued weight contains eight. With KK and NN remaining unchanged, the
internal state space of the TPM increases even in purely formal terms. The second advantage is associated with mixing
components based on different algebras. In theory, this may make it more difficult for a third, attacking network to
reconstruct the state of the legitimately synchronizing networks on a component-by-component basis. The third advantage
is the possibility of obtaining several groups of key material within a single synchronization process. The fourth advantage
lies in expanding the space of possible learning rules, activation functions, norms, and projections. This creates additional
opportunities for optimizing the trade-off between synchronization time and attack success rates.

Given the four levels of each network (the input, the weights, the hidden-neuron output, and the network output), as
well as the known characteristics of the principal network learning rules (Hebbian, anti-Hebbian, and random-walk
learning), a combination of integers and one of the hypercomplex numbers appears to be the most obvious and relatively
simpler option.

If, for example, X?, X*# € 7 and wy;, 6;, 1 € C, then for convenience we will denote the network architecture as Z-
C-C-C. It follows from this that all intermediate calculations, weighting coefficients, as well as outputs from each of
networks 4 and B are represented by complex numbers. We have conventionally called this architecture ICTPM (Integer-
Complex TPM). The ICTPM network is a hybrid of the TPM and TPCM networks. The first-level elements are
perceptrons with N-element weight vectors ([w;1, wi, ..., win], where 1 < i > K), whose values are complex numbers (w;;
= (a1)j T i(a2)y; (a1)jand (az); € [-L, L]). As in the case of the TPM architecture, the above elements are limited to the
range [-L, L]x[-L, L]. The proposed approach ensures the compatibility of the model with classical weight updating rules,
including the Hebbian rule and its modifications. To compare the parameters of the network synchronization process
based on the proposed ICTPM architecture and TPM, TPCM architectures a software tool based on Python was developed.
Using the developed application, experimental simulations of weight coefficient synchronization for networks with
different K-N-L (1000 experiments for each architecture) were conducted. Formally, different channels connecting
networks A4 and B were used: the trained networks were hosted on the same computer, and on different ones connected to
the same LAN.

The Z-C-C-Z architecture. If the output is determined solely by the real part of the field and the update affects only
the real part of the weight, the imaginary part retains its initial value. With independent initialization of A and B, full
synchronization is often not achieved under any of the three learning rules. For a meaningful comparison, it is necessary
to introduce a predefined mechanism for updating both components of the complex number — such as alternating between
the two projections. However, this approach does not yet ensure resilience against attacks.

The C-Z-Z-Z: complex-valued input, real-valued weights, and real-valued output. If the output and the update rule
utilize only the real part of the input, the imaginary part does not affect the protocol. In this configuration, comparing the
three rules effectively amounts to the same comparison as that for a standard TPM with real-valued inputs.

It is evident that, based on combinations of integers and complex numbers, other TPM architectures can also be
considered.A crucial conclusion supporting the practical value of the proposed approach is the well-known asymmetry:
the time required for the legitimate synchronization of 4 and B grows only polynomially with the weight depth L, whereas
the number of networks an attacker needs for a successful genetic or majority attack grows exponentially with L. This
remains the primary argument for continuing research in the direction analyzed.
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