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IlpoBeneH aHanM3 ammapaTHBIX peANM3alUil aNrOpUTMa KPUNTOrpadHYecKOro  X3IINPOBAHMS
SHA-1 Ha KOHBEHEepHBIX CXEMax C Pa3IHMYHBIM KOJIMYECTBOM YPOBHEH JOTHWKH. PaccMoTpeHsl
ammapaTHele peanmzanuu  anroputMa SHA-1  uis  mpuiokeHWH, TpeOyOLIMX BBICOKOH
MIPOU3BOIUTEIEHOCTH.

Kiouesvie cnosa: anroputm kpunrorpaduueckoro xsmupoBaHus SHA-1, KoHBeHEpHbBIC CXEMBI,
CIIeLMAIU3UPOBAHHBIN MTPOIIECCOP.

BBeaenne

KonBeliepHble CXE€MBI MOCTPOCHUS CIELUATU3UPOBAHHBIX IPOLIECCOPOB  IMO3BOJISIOT
JOCTUraTh MAaKCHUMAaJbHBIX IOKa3zaTelell MpOM3BOIUTEABHOCTH W 3(P(PEKTUBHOCTH HCIOIB30BAHUS
anmapaTHBIX ~ pecypcoB. [lpumepamu  4BISIOTCS. — ammapaTHbE — peaiu3alid  ajJropuTMa
kpunrorpadpuueckoro xsmmpoBanus SHA-1' [1] (mamee — amroputm SHA-1) Ha KOHBEHEpHBIX
cxemax [2]. 3BecTHbIe Ha CErOMHSIHUNA 1€Hb YHUBEPCAIbHBIE allllapaTHbIE pealu3aluy ajJropuTMa
SHA-1 [3, 4] umeroT NperMyIIeCTBEHHO MTEPATUBHYIO apXUTEKTYPY, UCIIOIb3YIOIIYIO TOJIBKO OJHMH
0ok 00pabOTKM JIaHHBIX, KOTOPBIA peanu3yeT ojHy wutepainuio amroputma SHA-1. Takas
apxXuTeKTypa o0OecrneuyuBaeT MHHMMAJIBHOE HCIOJNB30BAaHUE AMNMAapaTHBIX PECcCypcoB, OAHAKO, M
MUHHMMalbHOE ObIcTpopelicTBue. [l ompeneneHHOro kiacca 3agad TpeOyeTcss MaKCHUMajbHOE
OBICTpPOZICHCTBIE Ipollecca XAUINPOBAHUS, KOTOPOE O0eCleunBacTCs anmnapaTHbIMU pean3alisiMu
anroputMa SHA-1, UMEIOIMUMH KOHBEHEPHYIO apXUTEKTYPY BHIYHCICHUH.

Hcxoanbple JaHHDBIE

AnroputM SHA-1 ucnonb3yercs B KpunrorpaduiecKux NPUIOKEHHUSIX M MPOTOKOJIAX st
BBIUUCIICHHS XdIIa (UKCHPOBAHHON UIMHBI B 160 OMT OT BXOIHOTO COOOIIEHHWS MaKCHMalIbHOM
nanbt 281 Gut. Anroputv SHA-1 paGoraer ¢ 512-paspsaasivu 610kamu (nanee — SHA-1 Giokn),
KoTopble oOpabateiBatoTcsi pasgenbHo. SHA-1 0ok pasmensiercss Ha 16 32-pa3psgHbIX CIIOB
(Mo, ..., Mis). Jlst BBIYMCIICHHUS X31Ia HCHOJIB3YIOTCS TSITh TepeMeHHbix cocrosiuuii (A, B, C, D, E).
Jist XxpaHeHus! STUX epEMEHHBIX B alllapaTHBIX pealu3alusix npeaycMmarpuBaeTcs Oydep pazmepom
B NATh 32-pa3pagHbiX peructpoB. Ha HawanbHOM 3Tame BBIYMCICHWH JaHHBIE PETHCTPHI
MHUIHATA3UPYIOTCS HIECTHAIATEPUYHBIMU 3HaYCHUsIMU (Tabut. 1).

Tabmuma 1. 3HaveHus 15 MHHIHATU3AUUN PETHCTPOB

peructp A 0x67452301
peructp B OXEFCDABS89
peructp C 0x98BADCFE
peructp D 0x10325476
peructp E 0xC3D2E1F0
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AnroputMm xsmupoBanusi SHA-1 BeimonHseTcst B ueTsipe 3Tana 1o 20 uTepauuii B KakIOM.
OmpenensroTcst HEJMHENHbBIE OTIePalii U KOHCTaHTHI (1-4).

R(m.1,k) =(MmAl)v (=M AK), K, =0x5A827999 0<t<19, )
R(m1,k) =m®| @K, K, = OXBEDIEBAL, 20<t <39, @)
R(m1,k)=mAl)v(mak)v (I AK), K, =0x8F1BBCDC, 40 <t <59, @)
R(m1,k)=m®1 DK, K, =OxCAB2CLDS, 60<t<79. %

Brok coobmenuss mnpeobpasyercs u3 16 32-OutoBbix cmoB M, B 80 32-6uroBbIX
cnos W, (5, 6).

W =M 0<t<15 (5)

t,

Ha puc.1 mnpuBemeHa cxema mpeoOpa3oBaHMid, OCYIISCTBISICMBIX ~OIHON HTepanuei
anroputma SHA-1.

A B C D E

— Vﬁ

A B C D E

Puc. 1. Cxema BBITIOJIHEHHUS OJIHON HTepanuu anroputma SHA-1

INepBonavanbHo 3HaueHust peructpoB A, B, C, D, E coxpaHstoTCs BO BpEMEHHBIX IEPEMEHHBIX.
3arem, Ha kaxaoMm mare 1 =0,...,79 BeIONHAIOTCS HEOOXOAUMBIE TIpeoOpazoBanus (7—12).

temp=(A<<5)+R(B,C,D)+E+W +K;,

()
E=D, (8)
D=C, 9)
C=B<<30, (10)
B=A (11)
A=temp. (12)

[Mocne npeoOpazoBanuii Tekymmue 3Hauenus peructpos A, B, C, D, E mpubasnstorcst k ux
Ha4YaJIbHBIM 3HAYEHMSIM COOTBETCTBEHHO. OCyIIECTBISIETCA MEpPEXo] K CIEAYIOMEH HUTeparuH.
PesynpTHpytommM 3HaueHueM OyAeT KOHKaTeHauus Ity 32-0UTOBBIX 0B B 01HO 160-6uTHOE X311~
sHaueHue. Kaxas urepaius n3MeHseT 3HaueHue peructpos A, B, C, D, E, ucnons3ys pyukuuio F,
KOTOpasi UCTIONb3yeT 3HaueHus peructpoB B, C, D B kauecTBe BXOAHBIX MIEPEMEHHBIX H (HOPMHUPYET
Ha BbIXOJe 32-paspsnHoe 3HaueHue. B BelpaxkeHuwsx (6, 7, 10) 3Hak << 0003HayaeT OIEPALUIO
LUKJIMYECKOro caBura BiaeBo. B menom aaroputm SHA-1 Beimosasiercs 3a 80 urepanmii. [Ipu sTom
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nepbie 20 urepanuii oOpasyiot payHn 1, cienyromme 20 — payHn 2 u 1. 4. PayHasl pasnnuatorcs
ncrnonszyemMoit pyHkimeit F, u korcranTon K, xak 3To ornpeneneno B BelpaxkeHmsx (1—4), rae t — ato
momep mara. Kak ormeuanoch Bbimie, SHA-1 00K BKIOYAaeT TONBKO 16 32-pa3psaHbIX CIIOB,
KOTOpBIC TIO OMNpPEIEICHHBIM NpaBUaM COTJIACHO BhIpaxeHusM (5,6) mpeoOpasyrorcs B 80 32-
Pa3pSAHBIX CIIOB, KaX0€ W3 KOTOPBIX OAWH Pa3 HCIONB3YETCS Ha COOTBETCTBYIOMICH HTeparuu
anroputMa. [locie Beimonnenus Beex 80 utepanuit nonmydeHnsle B peructpax A, B, C, D, E 3nauenus
npubaBIAOTCs 10 MoAymo 2% k 3HaueHMSM BpeMeHHbIX nepeMeHHbIX A, B, C, D, E, BbIUMCIEHHBIX
s npeapinymero SHA-1 Ojoka Tekymero oOpabaTeiBaeMoro cooOmenus. B ciydae, ecnu
coobmienue coctouT u3 oxgnoro SHA-1 6ioka, momydyennsie B peructpax A, B, C, D, E 3naueHus
rmociie KOHKaTeHaWyd MaAayT (UHAIBHBIA XdmI. B TpOTHMBHOM cCily4ae 3HAUeHUS B YKa3aHHBIX
peructpax OyIyT HCIONB30BAThCS MpH 00paboTke ciexyromero SHA-1 6moka.

Kak BugHO u3 BeIpaxkenuit (7—12), anroputv SHA-1 mMeeT mocie0BaTeNbHYIO TPUPOTY.
[Ipu anmapaTHO¥W peamu3aliii BO3MOXKHOCTH IapaUIeIbHOTO BBITIOTHEHHS OIEpannii OTpaHNYeHBI
uMeronuMucs B anroputme SHA-1 3aBHCHUMOCTSMHU TIO JTAaHHBIM.

MeTmea IKCIIEPUMEHTA

Jns ananmmsza peanuzanuii anroputMa SHA-1 Ha KOHBEHEpHBIX cXeMax PaccCMaTpUBAETCS TPH
BapuaHTa IIOCTPOCHHUA CIICHUATIM3UPOBAHHLIX ITPOLCCCOPOB. Cne,uyeT OTMETUTH, YTO JIA
AKCIIEPUMEHTOB CTPOWIKCH CIICIUATH3UPOBAHHBIE MPOIIECCOPHI C - 00PabOTKOM BXOAHOTO COOOIICHHS
amuHOM He 6osee 160 6ut (20 cumBosos B koauposke ASCII).

[lepBsIit BapHaHT NOCTPOSHHS ITOAPA3yMEBAET UCTIOIB30BaHNe 82-CTYIIEHYaTON KOHBEHEPHOI
cxeMbl (puc.2), B KOTOpOHl OJHA CTYICHb KOHBEHepa HCIOJB3YyeTCS I (PUKCAI[MM HCXOJIHBIX
JAHHBIX BO BXOJIHBIX PErHCTPaxX, BOCEMbBIECAT CTYNECHEH HCHOJIB3YIOTCS AJSl BBIUMCICHHS BCEX
BochMUiecATH uTepanuii anroputMa SHA-1 (pu 3ToM OfHA CTyIeHb KOHBEHEepa BBIYHCISET OTHY
HUTCpalurio aﬂI‘OpI/ITMa), U OoAHA CTYIICHb HCIHOJIL3YCTCA A (I)I/IKcaHI/II/I pe3yjibTaTa B BBIXOAHOM
perucTpe mpoieccopa.

BxopHoe

coobLeHn B
) bIXOAHOE
160 6ut Bnok 160 6uT, 160 Gyl 1160 61T 1160 61| coobeHue
Bydep 1 Bydep 2 Bydep 79 Bydep 80
[nnwa | POPMUPOBaHUS 1606ar V| 1606mr [ " T 1606ur | 160 gur
coobLeHns 160 6ut
5 6ut
Brok
CbOpMMpOBaHMﬂ 512 6uT, Bycbep 1 512 6| Eyd)ep 2 512 Gmf Eyd)ep 79 512 Byl Eyq)ep 80
payHO0BbIX 512 6ut C 512 6ut E 512 6ut E 512 6ut

cnos

Start —» Brok
» Ready

curHana
Reset —»| rOTOBHOCTN

5x32 61T

]
iy S0

A w1 w2 - W79 w80
B 32 6uT

Out1 j‘>
[ 132 Gur
D Out 2 ﬁ Brok Xaww

KoHBeiiepHbii 6ok 06paboTkm hopmMmpoBaHUS

E out3—0 T | woon

out 4 j‘>

32 6utT
Out5 j‘>

Puc. 2. 82-crynieHyaras KOHBEHEpHas cXeMa MOCTPOSHHS CICIIUATM3UPOBAHHOTO TIpoIeccopa

BxonaHoe cooOrieHue mocrymnaer Ha OJI0OK (opMUpOBaHUS COOOIICHHS. 3ajadyaMy JaHHOTO
OJI0Ka SBISIFOTCS:

1) nepenaya BXOMHBIX JaHHBIX B HEM3MEHHOM BHJIC B IIEMOYKY Oy(epoB, peaM30BaHHBIX Ha
C/IBUTOBBIX PETUCTPAX;

2) Mou(dUKaIKs BXOAHBIX JTAHHBIX B COOTBETCTBHM C TPEOOBAHUSAMHU alIropuT™a (BXOJHOE
cooOmienue JymHON 160 6uT HononHseTcs cirykebHoi nHdpopmanueit 1o 512 6ur);
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3) nepenavua MOAMGHUIMPOBAHHBIX BXOIHBIX JAHHBIX B OJOK (OPMHUPOBAHUS PAYHIOBBIX
CJIOB.
brok popmupoBaHns payHIOBBIX CIOB IMpeACTaBIsAeT 512-OUTHBINA BEKTOP BXOAHBIX JTaHHBIX

B Buge 16 32-6urossix cinoB M, , xoTopsie B 3TOM K€ Onoke mpeoGpasyrorest B 80 32-GHTOBBIX

payrznoseix ciaoB W, B coorBercTBHE C BBIpaskeHHsIMH (5,6). [lanee, MOATOTOBICHHbBIC PAyHIOBBIC

CJIOBA MEPENAIOTCs B IETIOUKY Oy(epoB, peaJTu30BaHHBIX HAa CIBUTOBBIX perucrpax. Brmocieacteuu B
X07Ic BBIYHCIHMTENLHOIO TMpOIecca payHIOBBIE CIOBA W3 KaKIOro Oydepa Ha KaxKJIOM TaKTe
mpolleccopa IMOCTYMAlOT B KOHBeHepHBId Onok 00paboTku (puc. 3), KOTOPHIA H3HAYAIBHO
MHUIHATN3UPYETCS PUKCUPOBAHHBIMY 3HAUYCHUSMU (TabII. 1).

w1l K1 w2 K2 W79 K79 W80 K80

Bblumncnu- Peructp Bbluncnu- Peructp Bbluncnu- Peructp Bbluncnu-

TenbHbI 1 TerbHbIN 2 TenbHbI 79 TEenbHbIA

6nok 1 160 6uT 6nok 2 160 6uT 6nok 79 160 6ut 6nok 80
A0 —» Ain  Aout — i Ain Aout — —» ... —p Ain Aout —p — Ain  Aout—p A79
BO —» Bin  Bout{—» > Bin  Bout — —» ... —» Bin  Bout —» —» Bin Bout—p»B79
CO—p Cin  Cout—p — Cin  Cout —| —» ... —p Cin Cout—» —» Cin  Cout—p C79
DO— Din  Dout —p — Din  Dout —» —» ... —p Din  Dout—p —» Din  Dout—p D79
EO—» Ein  Eout — —» Ein  Eout — —» ... —» Ein  Eout—p —» Ein  Eout—» E79

CLK

Puc. 3. CtpykTypa KoHBeWepHOoro 010Ka 00padoTKy 1 82-cTyneHYaTol cXeMbl IOCTPOCHUS
CIICLIMATM3UPOBAHHOTO MIPoLIeccopa

CTpyKTypa Ka)/IOr0 BBIYHCIUTEIHHOTO OJI0Ka COOTBETCTBYeT cxeme Ha puc. 1. Takum
00pa3oM, Ha KaXJIOW CTYNEeHH KOHBeiepa (GpopMUpyIOTCs TeKylue 3HadeHus nepemeHHbix A, B, C,
D, E (npousBoautcst BbruncineHne nepemenHsix A, C, a ocTajbHbBIE MEPEAAIOTCS C MEPEeCcTaHOBKON
3HAYEHUI Ha CIeAYIOMUH mar aroputMa). Berancnenne snauennii nepemeHsblx A, C BBINOTHSIETCS
B COOTBETCTBHUHU C BhIpakeHusiMu (7, 12).

CrnenyeT OTMETUTH, UTO ONMMCAHHAs KOHBEHepHas cXxeMa MMEeT KPUTHUECKUH MyTh CHTHAaa,
BKJIIOYAIOLINH HEMOYKY M3 YeTHIPEX CYyMMAaTOpOB (U1 BbIUMCIEHHS NepemeHHo A Ha puc. 1). B
JIpYyTUX BapUaHTax MOCTPOCHUS CIIEHUATU3UPOBAHHBIX TPOIECCOPOB OYAYyT HCIOIb30BATHCS
MIO/IXO/IbI, HAMPaBJIEHHbIE HA MUHUMHU3AILIMIO YPOBHEH JIOTHKH, B TOM YHCIIE U IIETIOYKH CyMMAaTOpPOB.

Bropoi#t BapuaHT TOCTPOEHHs  CIELUAIM3HPOBAHHOIO IPOLEccCOpa  IOAPa3yMeBaeT
WCIOJIb30BaHHUE TOM jk€ KOHBEHEPHOH cXeMbl (PUC. 2) C TAKMM K€ KOHBEHEepHbIM OJI0KOM 00paboTKH
(puc. 3), omHako C JApPYrol CTPYKTypOM BBIYMCIUTENBHBIX OJIOKOB BHYTpHU KOHBelepa.
BrruucnuTenbHbI 0JI0K €O CTPYKTYPOM, IpUBEIEHHON Ha puc. 1, mpeacTasisieTcs uenecooopasHbIM
MOIUGHUIMPOBATh TaKUM 00pa3oM, YTOOBI LIEMOYKa M3 YETHIPEX CyMMAaTOPOB OKa3ajach pa3OuTOi
MIOIIOJIaM  TTOCPENICTBOM  perucTpoB  (puc. 4). OmHAKO HCIHOJB30BaHUE MOIUMDHUIIMPOBAHHBIX
BBIYHCIUTEIbHBIX OJIOKOB TpeOyeT OIpeIeICHHONH KOPPEKIMH CTPYKTYpPhl KOHBEHEpHOro Ojoka
00paboTku. B yactHOCTH, MOAN(UIMPOBAHHBIX BBEIYUCIUTEIBHBIX OJIOKOB TpeOyeTcsl UCIOIb30BaTh
79 BMmecto 80, W HEOOXOAWMBI JOMOJHHUTEILHBIE BKIIOUCHHS B CTPYKTYpYy KOHBeiepa OJioka
MpeBapUTENbHBIX BBIYHCICHUN (puc. 5, @) u Onoka (UHANBHBIX BBIUHCICHUH (puc. 5, 6). Takum
00pa3oM, KOHBEHepHbI 010Kk 00paboTKM Ui JaHHOrO BapuaHTa OyneT uMmeTh 81 cTymeHs, a cama
KOHBeWepHas cxeMa IMOCTPOSHHS CIEeNHUAIN3UPOBAHHOrO mpoleccopa OyneT 83-cTynen4aroi (3a cuet
WCTIOJTb30BAHUS BXOJHBIX M BHIXOJHBIX PETUCTPOB).
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Puc. 5. CTpyKTypbI JOMOJIHUTENBHBIX OJIOKOB:

a — OJI0Ka MPEeIBAPUTEIILHBIX BBIYUCICHUH, 6 — 0J0Ka (PMHATBHBIX BRIYUCICHHUMA

Tpetuii  BapuaHT

IMOCTPOCHUA CIICUNaJIM3UPOBAHHOT'O

npoleccopa  MoapasyMeBacT

ucnonb3oBaHue 162-ctyneHuaToil KoHBeWepHOH cxembl (puc. 6). Takas cxema oTiaMuaercs OT

82-crynenuaToii KOHBEHEpHOW CXEMBI

HCIIOJIb30BAHHUEM B

COCTaBC€ paCHIMPECHHOIO

KOHBeWepHOro Oyioka 00pabOTKH, B KOTOPOM OJlHA WTepalys aJIrOPHTMa BBIYMCISETCS HAa JIBYX

CTYIEHSX KOHBeWepa.

BxopgHoe

cooneHw§

160 61T Bnok 160 6uT.
hopMupoBaHus
coobuenns

[Onuua

5 6uT

&

Briok
dopmMupoBaHusa
payHA0BbIX
cnos

512 6ut

o

BeixoaHoe
coobLieHne

160 6ut

Start —» Brok

curkana
Reset —» FOTOBHOCTM

Ready
5x32 61T

m o 0O @ >

KoHBemepHbiii 6110k 06paboTkn

Brnok Xaw
hopmupoBaHus
xaLwa 160 6ur

Puc. 6. 162-CTyH€H‘IaTa${ KOHBCﬁepHaH CX€Ma NOCTPOCHUS CIICHUAIIU3UPOBAHHOTO ITpoLeccopa

15



KousetiepHsrit 010k 00padoTku (puc. 7) MaHHOW CXEMBbI COCTOHUT U3 160 BBIUMCIHUTENHHBIX
0mokoB nByX TumoB. llepBeiii TN (HEYeTHBIE OJOKH) MMEET CTPYKTYpY, IOKa3aHHYIO Ha pHC. Sa.

Bropoii tum (ueTHbIe 6JI0KH) UMEET CTPYKTYpPY, OKa3aHHYIO Ha pucC. 5, 6.
W1 K1

|

W80 K80

]

Bbluucnu- Peructp Bhlumncnn- Peructp Belumenu- Pervctp Beluucnu-

TenbHbIN 1 TeNbHbIA 2 TenbHbIR 159 TENbHLIA

Gnok 1 160 But Gnok 2 160 6ur 6nok 158 160 6ut Brok 160
AD —p{ Ain Aout —p —» Ain Aout — —# ... —p Ain Aout —p —» Ain Aout |—p A159
BO — Bin  Bout — — Bin  Bout — —» ... —p{ Bin  Bout —p —» Bin Bout}—»B159
CO—» Cin  Cout|—» —» Cin  Cout —p - ... —p Cin  Cout —p —» Cin Coutl—eC159
DO— Din  Dout —» —» Din  Dout —» —» ... —p Din  Dout —p — Din  Dout | —» D159
EQ— Ein  Eout —» —m Ein  Eout — —» ... —» Ein  Eout}—p —» Ein  Eout —»E159

CLK
Puc. 7. Ctpykrypa xoHBeliepHOTO O51oKa 00padoTKu st 162-CTyIeHIaToi CXeMbl TOCTPOCHHS
CIICLIMATIM3UPOBAHHOTO MIPoLIeccopa

B maHHOM BapuaHTe MOCTPOEHUS CIELMAIM3UPOBAHHOTO IIPOLECCOpa PayHIOBBIE CIIOBA U3
HCXOIHOTO COOOIIEHUS] WCIONB3YIOTCS TOJNBKO Ha TIOJIOBHHE CTYIEHEH KOoHBeiepa, OJHAKO
Heo0Xxo1uMo Oy(epu3upoBaTh 3TH CI0BA HA KAXKA0H CTYHEHU AJIS1 COXPAHEHUs! LIEJIOCTHOCTH TaHHBIX.
VYBenuueHne 4nciaa CTyNEHEH MO3BONIAET YMEHBIINUTh KOJIHYECTBO YPOBHEH JIOTHKH B KOHBEHEpHOU
CXeMe, 4YTO, B CBOI0 O4epe/b, YBEIMYMBACT MPOIMYCKHYI0 CIOCOOHOCTH CIEHUATU3UPOBAHHOTO
nporeccopa. OIHAKO TPH 3TOM HEOOXOJMMO YABOHTH KOJMYECTBO Oy(epHBIX PErHCTpPOB,
UCTIONB3YIOIINXCA Ul XPaHEHUs] MEPEMEHHBIX, PAayHIOBBIX CJIOB U HCXOJHOIO COOOILEHHS, YTO
MPUBOJUT K YBEIUUEHHIO 3aTPauyMBaEMbIX allapaTHBIX pecypcoB. s KakI0ro U3 pacCMOTPEHHBIX
BapUAHTOB MOCTPOCHUS CIICIIUAIM3UPOBAHHBIX MPOIECCOPOB ObLIO pa3padbotano VHDL-onucanue u
BeImoHeH cuHTe3 s FPGA-kpuctamma XC5VLX110.

PesyabTaThl HccieqoBaHuii

B pesynbrare aHanmu3a BO3MOXHBIX peanm3anuii anroputMa SHA-1 Obuio moctpoeHo 3
TECTOBBIX CHECIHUAIU3UPOBAHHBIX ITPOLECCOPA, XaPAKTECPUCTUKN KOTOPBIX NPUBCACHLI B TaGJ’I. 2.

Tabnuua 2. XapakTepucTHKN KOHBellepHBIX MpomeccopoB aaroputma SHA-1,
peasuzoBaHHBIX Ha kpucTawie Xilinx XC5VLX110

Ne BapuaHT OCTPOCHUSI Amnmnaparnsie 3atpatsi (Slices) | IIpousBomurensaocts, (I'6ut/c) | Yactora, MI'Ip
1. | 82-crymenuarsiii KOHBeiep 6869 (39 %) 93,98 197,083
2. | 83-cryneHuarsliit KOHBeiep 7547 (43 %) 84,02 176,211
3. | 162-ctyneHuarsiii kouseiiep | 8215 (47 %) 105,01 220,213

BapuanTt nponeccopa, MOCTPOEHHOTO C HCHOJIB30BaHMEM §2-CTYNIEHYATON KOHBEWEpHOU
CXeMbl, TpeOyeT MUHUMAJIBHBIX 3aTPaT PECypCcoOB KpUCTaJlIa, U IIPH 3TOM OIlepeXkaeT Mo MoKa3aTeNsIM
MIPOM3BOANTEIHFHOCTH W YaCTOTHI TOT BapHaHT MPOIECCOpPa, KOTOPBIA IMOCTPOCH C MCIOJIB30BAHHEM
83-cTynenuaroil KoHBelepHOH cxeMbl. BapuaHT mporeccopa, MOCTPOSHHOTO C HUCHOIb30BaHHEM 162-
CTYNEHYaTOW KOHBEHEpHOH cxeMbl, TpeOyeT MaKCHUMaJbHBIX 3aTpaT PecypcoB KpHCTailla, OIHAKO
JEMOHCTPHUPYET JydIIMe TIOKa3aTedd IPOW3BOAMTEIHHOCTH W  YacTOThL. BBuay paboTsl
paccMaTpuBacMbIX IPOIECCOPOB C BXOJHBIMH JIAHHBIMH OTPAaHWYCHHOW JUIMHBI, 3(P(HEKTHBHO
HCTONB30BaThCs TaKHE MPOLECCOPHl MOTYT TOJBKO NPW PEIIEHHH KOHKPETHBIX 3ajad, TPeOyIomHMX
BbIcOKUX ckopocTed (10 100 ['6ut/c) 00pabOTKH BXOAHBIX COOOMIEHUH OTrpaHWYeHHON JuuHbBI. 1o
MPUYHHE YKa3aHHOW 0COOEHHOCTH PaccMaTpHBAaEMBIX MPOIECCOPOB, OHU HE MOTYT HCIIOJIb30BaThCS B
KAaueCTBE YHUBEPCAJIBHOTO BBIYMCIUTENBRHOTO CPEACTBA [UIA HAXOXAEHHS Xd3IIa OT BXOJHOIO
cOOOIIEHUs] TPOU3BOJILHON MAJMMHBI (OrPaHUYEHHON TOJNBKO TPeOOBaHUSAMH CamMoOro aaropuTMa
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SHA-1), cnenoBatensHo, OyJeT HE COBCEM KOPPEKTHBIM CPAaBHEHUE UX XapAKTEPUCTUK C U3BECTHBIMU
peaM30BaHHBIMH YHUBEPCAIBHBIMU Tporieccopamu (Tabm. 3) anroputma SHA-1, mocTpoeHHBIMH B
TOM YHCJIE C HCTIOJIh30BaHUEM 3JIEMEHTOB KOHBeHepa.

Tabnuua 3. XapakTepuCTHKH H3BECTHBIX aNliapaTHBIX peam3anuii anropurma SHA-1

Ne | TInarpopma Amnmnaparnsie 3atparts (Slices) TTpor3BOAUTENBHOCTE, (MGHT/C) HcTouHnk
1. | Xilinx XC2V1000 4258 3541 [2]
2. | Xilinx XC2S100 423 212 [3]
3. | Xilinx 4VSX35FF668-12 | 2494 - [4]
4. | Xilinx XCV1000 1480 1024 [5]
5. | Altera Flex10KE50 1191 61 [6]

Heo6xonnmo 0TMETHTB, YTO U3BECTHBIE YHUBEPCAIbHbIE allllapaTHbIE PeaTn3allui alropuT™Ma
yamie HMEIOT WTEpaTHBHYIO apxXUTEKTypy (a He KOHBEHEepHyl0), MOCKOJBKY. KOJIUYECTBO
BBITIOJHAEMBIX UTEpAllMil aITOPUTMA 3aBUCUT OT JUIMHBI BXOJHBIX TaHHBIX U 3apaHee HEU3BECTHO.

3akaoueHnne

[IpoBenen ananm3 BOZMOKHOCTEH alMapaTHBIX Pealn3aliid aNropuT™Ma KPUITorpadhuaeckoro
xemupoBanuss SHA-1 Ha xoHBeilepHbpIx cxemax. [lo pe3ynpraTam aHanusza MOCTPOCHO 3 TECTOBBIX
CIECLMAIM3UPOBaHHBIX IHpoueccopa. lccinemoBaHa UX TNPOU3BOAUTEIBHOCTE U BO3MOXHOCTB
WCIIONB30BaHMs Ul PELICHUs] KOHKPETHBIX 3an1ad. llemecooOpazHo MpoOmo/DKaTh MCCIENOBAHUS TIO
JAHHOW TeMaTHKe, MOCKOJIbKY YCMAaTPUBAIOTCSl BO3MOXXHOCTH JAIHEHIIETO YBEINYCHUS KOJINYECTBA
CTyleHel KoHBelepa uia anmapatHoi peamusanuu anroputMa SHA-1 Ha 06a3e BBIOpaHHOTO
kpuctammia FPGA. B kauectBe cheppl mpUMEHEHHs HMCCIIETyEeMbIX allapaTHBIX pealn3aluil CTOUT
paccMmarpuBaTh cepy 3aliuThl HHPOPMAIIMK, B YACTHOCTH TaKHE €€ 3JICMEHThI KaK «HIICHTHU(PUKAIUSL
MOJIB30BATENS» U «BEpUPUKAIMS HEIOCTHOCTH JaHHBIX) .

ANALYSIS OF IMPLEMENTATIONS OF THE CRYPTOGRAPHIC HASH
FUNCTION SHA-1 BASED ON PIPELINE CIRCUITS

E.V. LISTOPAD

Abstract

An analysis of hardware implementations of the cryptographic hash function SHA-1 based on
pipeline circuits with different numbers of logic levels was made in this paper. The hardware
implementations of the hash function SHA-1 for high performance applications were described.

Keywords: cryptographic hash function SHA-1, pipeline circuit, specialized processor.
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