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SCADA SYSTEMS SECURITY
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Supervisory Control and Data Acquisition (SCADA) system is aimed at automatic controlling or
monitoring the data and is composed of number of remote terminal units (RTUs) for collecting field data,
hosts and nodes. SCADA systems cover large geographic areas and often require the use of wireless
communications, supporting TCP/IP, UDP or other IP-based communications protocols as well as strictly
industrial protocols. SCADA systems are exposed to the same cyberspace threats as any business system
because they share the common vulnerabilities with the traditional Information Technology systems. Among
the requirements to the SCADA systems security the following are suggested:

— critical components protection from cyber attacks, failures and strong safety policies and procedures
development;

—knowledge management and training competencies for the personnel, based on policy, standards,
design and attack patterns, threat models, code samples, reference architecture, and secure development
framework;

— SCADA systems development, considering system security development starting from early stages
and during the whole software development cycle, implementing the secure software development principles;
this also concerns the security issues implementation in the devices;

—vulnerability analysis based on proactive, discovery, and adaptation solutions;

—the basic mechanisms to ensure network security for SCADA systems include authentication,
confidentiality, integrity, availability, and nonrepudiation.

USE OF INTELLECTUAL AGENTS FOR INFORMATION SECURITY OF CORPORATE
INFORMATION SYSTEMS

U.A. Visniakou, M.G. Mosduany Shiras

The methods of information protection include: management, regulation, motivation, compulsion,
concealment of information. Information security tools include: formal (technical, software), informal
(organizational, legal, moral and ethical) methods. Levels of information protection can be: the hardware and
software, procedural, administrative. legislative. The protection system components are: physical security,
safety personal, legal security, safety equipment, security software, security is telecommunication
environment. Organizational protection measures determine the order: reference system of protection from
unauthorized access; restrict access to-premises; assignment of access; control and accounting of events;
software maintenance; control of protection system.

Intellectual systems of information protection (ISIP) are devoted the attack detection systems. As a
predictive tool ISIP use neural network (NN), the system of fuzzy logic and expert systems (ES). The scheme
of attack detection-includes detecting abuses and anomalies. In ISPI the knowledge base of ES contains the
descriptions of the classification rules according relevant user profiles and the scenarios of attack on the
information system (1S). Disadvantages of ISIP on ES: system is not adaptive, its not detect always unknown
attacks.

The use of hybrid neuro-expert systems or neuro-fuzzy systems let to reflect in the system structure
the fuzzy predicate rules which are automatically adjusted during neuron net (NN) training. The adaptive
fuzzy NN let to solve individual tasks to identify threats comparing the behavior of users with existing
template system and automatically configure new rules when changing field of threats. A new trend in ISPI is
the use of intellectual agents (IA) working in a distributed IS and programmed for search as the invasion and
anomalies. The following areas of 1A use in information protection are identified: research on attack detection
systems (ADS); automation of search in IP (organizations, technologies, services, etc.); intellectualization of
decision in DP.

The use of multi-agent systems for IP is following. It is necessary to investigate widespread attacks on
the information system and the process of implementation of the attacks; investigate the existing systems of
attack detection and attack detection methods; design a multi-agent structure and composition of the ADS. Its
develop the structure of agent in attack detection system; work out the model for knowledge representation of
agents about the state of information system; develop the method of joint analysis by agents of the
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information system state. The multi-agent architecture ADS involves many interacting intelligent agents. The
standard IS components, sources of information to be analyzed for attack detection are proposed. The
structure of agents, which includes modules: management, receiving and processing data, analysis, training,
response, generate messages, making a decision. The function of modules are describes. Methods of work
with a multi-agent ADS includes steps: placement agents by blocks of IS, data collection, the formation of
training set, attack detection, and reporting it to the administrator.

BPEMEHHAS NCEBAOCNYYAUHASA NEPECTPOUKA LIM®POBbLIX ONTUYECKUX
MMMNYNbCHbIX CUTHANOB U NEPCMNEKTUBbLI EE NCMOJIb30OBAHUA

I0.H. Axcenosn

B pabore mpemiaraeTcs crmoco0 mepenadn WH(GOpMAIMK B ONTHYSCKUX CHUCTEMax CBS3H —
BpeMEHHasl TICEBIOCTyYaiiHas MepecTpoiika LU(POBBIX JBOMYHBIX C AKTHBHOW MAay30H ONTHYECKUX
MMITYJTbCHBIX CHTHAJOB YIBTPadHONIETOBOrO, BUAMMOro M HH(MpakpacHoro mmanasonos (MHUHCKUI
KO/). HoBelit cmoco6 mepematun WHGOPMAIMK TO3BOJIWT PEIIATh aKTyalbHbIE TPOOIEMBI B CBSI3H:
TIOBBICUTH TIOMEXO3AIMIIEHHOCTh, 00ECTICYNTD 3aIUTy MHPOPMALUH OT HECAHKIIMOHHPOBAHHOTO. OCTYTIA,
M30aBUTBCS OT BPEHOTO M3TyUEHHS PAITHOBOIH 1 TPaHUL] TIPOBOJHOM CBSIZH U JIp.

B coBpemenHoM Mupe mepenada MHGOPMAIMK OCYIIECTBISETCS TMPUA TOMOIIN PaFIOCUTHAIIOB,
IIPOBOHOM M ONTOBOJIOKOHHOW CBSI3U. PaJUMOCHIHAJIBI BIMSIOT Ha 3I0POBBE YEJIOBEKA U JJIEKTPOHHBIE
ycrpotictBa. CoBpeMeHHbIC CHCTeMBbl atMocepHoit ontuueckoi cBs3n FSO He MOryT MCHOJIB30BaThCS B
KauecTBe MHTEP(EHCOB TMOIBIKHBIX YCTPOWCTB M B OTKPBITBIX BOAHBIX MPOCTPAHCTBAX, WCIIOIB3yEMOE B
HUX V3JIyYeHHe Jla3epa OMacHO JUIs delloBeka. KBaHTOBBIE ONTHYECKHE CHUCTEMBI pabOTAlOT HAa MajbIX
paccrosHmsIX. OnTiyeckre gemrocotoBbie ceTH cBsiz OLAN ¢ KOpPPENSIMOHHBIM MPUEMOM CUTHAJIOB H C
WCIOJIb30BaHMEM OEJTbIX CBETOJMO/IOB TIO3BOJIAT M30aBUTHCS OT 3THX MPOOIIEM.

[Inpoko mprMeHsIeMbIE B OTITHYECKIX CHCTEMAX CBSI3U aHAJIOTOBBIA U IA(DPOBOI BUIBI MOTYISIINH
CHTHAJIOB MMEIOT PsiJl HEOCTATKOB. Tak aHayioroBast MOIYJSIIKSI TIOABEPYKEHA HETMHEHHBIM UCKKECHHSIM 1
ToMeXaM, a oNTHYecKas u(ppoBas MOIyIsiIws (Oosee CIOKHAS) UCTIONB3YET CUTHANIBI C TIACCUBHOM May30H.

[IpeanaraeMplii BUA MODYJSILIMM ONTHYECKUX CUTHAJIOB OCHOBAH HA HUMITYJIbCHOM MOIYJISLUH
(Pulse-position modulation, PPM).

B opHOKaHanmbHOW cUcTeMe CBSI3M MH(OPMAIMOHHBIA HMITYJIEC, JUTUTEIBHOCTBIO To<<T (BIIC),
CMELIAeTCd OTHOCHUTENIbHO UMITYJIbCA «MapKepa», Harpumep, ¢ nepuogoM T =300 HC Ha BpeMs —T Ipu
cumBodie «0» U Ha BpeMst + TTIpH CUMBOJIE « 1.

IIpy MHOXXECTBEHHOM JIOCTYIIE B CHCTEME COTOBOM ONTHYECKOW CBSI3M WIM B MHOIOKaHAJIBHOU
CHUCTEME OINTMYECKOW CBA3M BBOJMTCS. KOAWPOBAHUE IyTEM BPEMEHHOH IICEBIOCIYYaiHOM NEpecTpOrKU
I(POBBIX ONTHYECKUX MMITYILCHBIX curHaNioB. VH(opmarmonHbie uMimynbcbl «1» u «0» aboHeHTa kK,
CMEIIIAIOTCS TUCKPETHO BO BpeMeHHOM mHTepBasie T Ha Tekyimii BpemenHo# capur « = T + T — Tk (f) 7o, Tie
I'k () — mepcoHasbHBIT KOIPOHUIMEHT BPEeMEHHOrO C/IBHTa MMITyibca K-ro abOHEHTa IIeIOYHCICHHOM
TMICEBIOCITYYaliHOM TOCIEIOBATENBHOCTH.

JlocTOMHCTBA TIPEIOKEHHOTO BUJIAa MOJTYJISIIIMH: TIOBBIIIAETCS TOMEXOYCTOHIHUBOCTD, CKPHITHOCTD,
0€30TacHOCTh  CBSI3H; YBEIIMUMBACTCS OOBEM, CKOPOCTh Tiepe/iaBaeMoil WH(opMalyi W TMpOIMyCcKHas
CMOCOOHOCTh KaHaOB. [Ipy WCHONB30BaHWMM TIPEIUIOKEHHOW MOMYJSINKA  TIOSBIISFOTCST  HEKOTOpPBIE
niepcrieKTUBbI mpuMeHeHnst FSO B HaceleHHBIX ITyHKTAX, Ha MPOMBIIDICHHBIX OOBEKTaX, B 3aMKHYTOM
TIPOCTPAHCTBE (CTaMOHE, CAMOJIETE, IOME U T. 11.), B KOCMOCE U B OTKPHITOM MOPE.

coumonoruna MHTEPHET: MATEMATUYECKAA MOOENb MH®OPMALIMOHHOIO
NMPOTUBOCTOAHUA

AY. AxtaeBa, H.T'. I'auesa, I'.b. Baiiman

B XXI Beke COBpeMEHHBIH STall Pa3BUTHS OOIIECTBA XapaKTEPU3YETCs BHICOKOW CTEIICHBIO €ro
nHpopMaTH3aLu 1 Bo3pacrtaromiei ponsto MKT, KoTopble akTHBHO BIHSIOT HA COCTOSHUE MTOJIMTHYECKOM,
HKOHOMHYECKOH, OOOPOHHOW M JIPYIHX COCTABILIIOMIMX OE30IMAaCHOCTH IOCyIapcTBa M WX rpaxiaH. s
paspelieHns] pasIMYHBIX COIMANBHBIX M MEXTOCYJAPCTBEHHBIX KOH(UIMKTOB BCE YAallle HCIIONB3YETCs
uH(pOpMaIoHHas cepa, 4To MOPOKIACT TaKoe siBlieHHe Kak «/HbopMaroHHast BoitHa, HHDOPMAIMOHHOE
NPOTUBOCTOSIHKE, Je3uH(pOpManys, HHOOPMALOHHbIE KOH(JIMKTH» XapaKTepHU3yIoIleecs, € OJHON
CTOPOHBI, BO3/IeHiCTBHEM Ha HH(QOPMAITMOHHYIO chepy MPOTHBHHKA, a C APYroi — MPHHITHEM psijia Mep TI0
BBISIBJICHAIO M 3allIUTE CBOMX 3JIEMEHTOB HWH(MOPMAIMOHHON HHQPACTPYKTYphl OT JIECTPYKTHBHOTO W
YIIPABIISAIOLIETO BO3AECHCTBHS.
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